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ABSTRACT

Recently, financial transactions and electronic commerce in cyberspace are being performed more quickly and
conveniently, with the development in diverse types of fintech and biometric authentication. But user authentication using
passwords still occupies a big proportion even in these new services. therefore, safe creation and management of passwords
is fundamental and indispensable to protect personal information and asset. This study examined the patterns of password
usage by conducting a survey and analyzed factors influencing password security behavior intentions using the heath belief
model. As a result, perceived susceptibility, perceived severity, perceived benefits, and perceived barriers significantly affected
security behavior intentions, and especially, perceived severity had a moderating effect in other factors.
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Table 1. Usage of authentication method (Unit: %)
Certificate SMS i-PIN E-mail Ccr;iit ARS Biometric
male 72.4 68.5 49.6 41.7 38.1 38.1 4.8
female 75.2 73.0 48.0 47.2 38.6 44.0 4.3
12 to 19 51.1 74.3 49.5 54.3 13.8 25.1 5.9
years old
20s 77.8 72.3 58.0 46.1 34.3 48.4 5.8
30s 75.6 70.5 49.5 40.8 43.8 44 .5 4.0
40s 78.7 70.4 46.7 42.7 43.8 41.8 3.7
50s 77.1 66.8 40.5 41.5 40.2 39.0 4.1

%Sources: KISA.(2015) A Survey on Internet Economic Activities
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Table 2. Demographics of respondents Table 3. Composite reliabilities, AVEs, and
Cronbach’s alpha
Short, Simple Long, Complex
D IE/W D l:/W Construct CR AVE C;.O;bi:h
oot | 33.1% | o | 25.3% P
¢ agnge ¢ agnge PESU 0.863 0.677 0.782
0, 0,
P/W months 6.4% months 9.5% PESV 0.938 0.717 0.920
change 6 Y 6 Y
evele | months | " | months | 1227 PEBA 0.852 0.761 0.828
1Yea2f 20% 1Yea2r 23.2% PEBE 0.941 0.599 0.918
over over
2.6 29.59
years 32.6% years 9.5% CUEA 0.916 0.687 0.894
Average
P/W 91 1_0;7 Notes.
digits digits digits Composite Reliability(CR), Average Valance
Include Extracted(AVE), Perceived Susceptibility
special (PESU),Perceived Severity(PESV), Perceived
characte 55.5% 88.2% Barrier(PEBA), Perceived Benefits, Cue to
IS Action(CUEA)
Exvile yasle® s 9ol wak 309 o w0 Aol FlEdeh. w3k selA gleAS
el Bl EE BgRek g5k vlge] 9.5%¢ IS AT e (Convergent Validity), v
T 60 ol WASE Aex 12.6%. 12012 d#4  (Internal Consistency), =8 elAl
olule] WA Aer 932% wla 2449 o (Discriminant Validity)®] #HZ& AAEAC
A} ml WA g SThe zbzb 29 5% (19). 54 =39 Ad=s vehlls 53 A8=s
25.3%= Ank o|to] 24 oA HUHEE WA} =4 2y AT gdds A AR AMEH
2 AU As wWAsA o= Ao ekl &t ™, Nunnally(20)e] F43}= 7]1E214] 0.7 °]%
W ApAle] Apgsls wlUWE F gw wed uy o o HgalEert gRrsva & 4 gk & AT
W5 Ao wuwse 2lg] 47 FFAoz 9 174 ol ARl 2 Wpge] B3 A2 B 0.7
AL, ~Tfﬂ€5§ﬁﬁh1%%§0@%é55wé Aoz ol BF st Ave T 74

RIS

ol f 7.44,
32.6%, =il

 drelde eAE

SmartPLS 2.0& O]%a‘:}giu} pL 2o
3 °

h=4 _l hal RS ——1
?%‘5]"33‘4. 2 a9l &
Foll ek elgAS 73] $lske] Al
9l Cronbach’s alpha%k% galsleict

A42(0.605) B} & o7 e}

£

4.3 7= 28| £Y

& dgelA AN FREH] E

A= ez o EES] WALRS 2SS AR A
o] Ao 349 ool #(Average Variance Extracted, AVE)
B gS 6.4% 6% Fornell and Larcker(21), Chin(22)5°] 43t

12089 ol 20%, 2409 ol ZIEFAL 0.5% F ASEhe slow vkt &
WA il Sthalk w]$e 42 AT B Wy dadE s
(Table 3.). w3t whd ebgAdS 3 A a<lo] of

A felst dvhg vt fE e

50| 2A A NEE ZHe] AR A Sl ZAEE
AVE Al ghel o2 74 7Adzte] Aalsnc

Ags BAS] 9 ZAE Felste] AFHoh11). 4 23 AVES]

AR 7 F 7P 22 30.773) ] A 2 A

Aol W i ehdAdS AEsksdeHTable 4
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Table 4. Discriminant validity

Perceived Perceived Perceived Perceived Cue to Behavior
susceptibility severity barrier benefits action intention
Perceived
susceptibility (0.822)
Perceived 0.466 (0.846)
severity
Perceived -0.050 0.055 (0.872)
barrier
Perceived
. 0.440 0.453 -0.193 (0.773)
benefits
Cue to 0.453 0.423 -0.031 0.335 (0.830)
action
Behavior 0.448 0.434 -0.337 0.605 0.284 (0.828)
intention

2.9} At Arrde Auys yehlls #AME
# (Explained Variance) R® #°] 0.4912 Falk
and Miller(23)7} AAg AA A= 0.1%%
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Table 5. Results of hypothesis test

Coefficient t-value Result
H1 0.200 1.797* supported
Hia 0.137 0.780 Not
supported
Hib -0.029 0.178 Not
supported
Hlc 0.282 1.724* supported
H1d 0.121 0.712 Not
supported
H2 0.139 1.792* supported
H3 -0.210 2.040** supported
H4 0.434 4.556%** supported
H5 -0.100 1.056 Not
supported

notes. *p<0.1,**p<0.05,"**p<0.01
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Perceived Severity

I | I

Hla Hiec H1
H2 +0.002 Hlb 0.991* +0.200
Perceived Susceptibility +0;139 -0.007 \
H3 Hi1d =
-0.199 -0.018 -
Perceived Barrier — #x » Passvyord relat}ed
security behavior
- ’//k)' intention
Perceived Benefits — +0.440
Cue to action ~ H5
-0.089
Fig. 2. Result of path analysis *p<0.1,**p<0.05,***p<0.01
o mebd Az A A2 oleo] Aasls 2 R RS AWow el AN #4e] Fo A
Bl o Ee mA = dekel W&l 2EEAAE 2= e o 2ok 3A, AR SHAE AAE 4
Aoz vedel Asdem sM HI, Hie H2, & 499 shrbe 45 el 348 750
H3, H4+= Ad=9len, 74 Hla, Hlb, HId,
Hh:= EAAoZ $o3ln] e 7oz vehl} 7|7 Table 6. Results of hypothesis test for groups
. with relatively short password change cycles
=gt
I vlwA HAe WA F) g 2E9 Coefficient | t-value Result
i ° H 2= H O
A=HE WAF FAZ A aFem RSl e H1 0.215 1.599 Not .
AAsleh B ATl s AR SHRSA el supporte
o] Agala 9l a9 Z By 7okl a9 H2 0.268 2.068** supported
o A BARE AAg =g FRele] ARt o H3 -0.149 0.898 | o, Ngited
2 5 2= SRl WAle] 2d o4 wAs -, 358 | 2 | supporied
A g A WASA Seoh e @ Ak ' ' R
ot
& 4390lgit}. . T £7H9 Fagds mE 19 H5 -0.025 0.182 supported
ck
H

MY ool WATT SRR
. gel o2 F Ale] aFew FHal Fig. 1.
o ApmdzE FAHsgovr 34

6-7.3 ek, WA Avidoz o9

notes. **p<0.05,*"*p<0.01

Table 7. Results of hypothesis test for groups

= WAF7I7t with relatively long password change cycles
e 259 AS A4E WA A AE o]ente]
g i9) = Boklolo|me] o5t oJ5FS mA Ao Coefficient t-value Result
2 et ubd Agdes a9 wAFs)} H1 0.143 0.763 Supﬁgf_md
7 2FE AAE o] AA4H Aoy FAAHoR Not
Fol@ Ao vhehdeh. 53] 7126l A7 o]o] H2 0.202 2T | supported
P2 % vR 2ehe el A At H3 -0.399 [ 2.857*** | supported
7V 2 d¥ES e Ao Jepgr) &9, A H4 0311 1.752* supported
= TSR] %2 B4 2SR 285 A7 s 0,063 0335 Not
%_ A xd%i Lol A = 24 ' ' supported

notes. *p<0.1,"**p<0.01
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