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ABSTRACT

The number of devices connect to the internet is rapidly increasing with the advent of the IoT(Internet of Things). The
IoT has improved the convenience of life. However, it makes security issues such as privacy violations. Therefore
cybersecurity is the most important issue to be discussed nowadays. Especially, various protocols are used for same purpose
due to rapidly increase of IoT market. To deal with this security threat noble vulnerability analysis is needed. In this paper,
we contribute to the IoT security by proposing a new randomness-based test case evaluation methodology using variance and
entropy. The test case evaluation method proposed in this paper can evaluate the test cases at a high speed regardless of
the test set size, unlike the traditional technique.
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int foo ()
{
if(flag < threshold){
normal operation:
}
elsef
exploit;

}

:¢,1n+1 n+17(7¢;n+1 n+1
n><(VerQ)JrXf+1 nXm+ X,

n+1 n+1

9o} o] embHoR o] AFEAEE el
BAS o]4d A whEd B)E gl 3 £ 9E
Ao R 7|gic) o] & nlg o HAE Ao|xo
Ve Fshs AR rhssiAul, ke Hds VIE
22 o] Wolxl AEE ZA3| wio| ]l ~E A
o]z Fo| dvh HA lEAlE A3 el =
=t AR ol Fig.2.9] F Y HAE AS
H| W3 795 BAl

¥ HAE Ao ExE AL A9 Bt o =2
e 7Rk e "HAE Ao ~zke] He] 3t H]
25 P A9 A9l BrF S et} siA|
Tt APHerr HaE A Brrl HAE Al A9
#eol o HAs= 7] gl wEpA o] 5
5 34 & 5 e v whye] s}

o] &= 54 Welell ol MEH Sl= AT

e
=
R=)
£
Al

A Wl ghe] MEY gl&
A F27} oAl e NERIE o] galo] o]
wiEatual gl 54 e weldl ole da
FARE vl EDS 7R glek o]l

N§
o o

(o g 2 ox
=)

Y
I
o
rlo

JTest Set A = {0x00, OxFO, OxFF}
) - .

0x00 OxFF

JTest Set B = {0x00, 0x01, OxFF}
. .

Fig. 1. Example of program branch

Fig. 2. Example of Protocol Test Set
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