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ABSTRACT

As medical healthcare industry is growing up rapidly these days, providing various new healthcare service is considered
carefully. Health information is considered to be more important than financial information; therefore, protecting health
information becomes a very significant task. Ransomware is now targeting industry groups that have high information value.
Especially, ransomware has grown in various ways since entering maturity in 2017. Healthcare industry is highly vulnerable
to ransomeware since most healthcare organizations are configured in closed network with lack of malware protection. Only
meeting the security criteria is not the solution. In the case of a successful attack, restoration process must be prepared to
minimize damages as soon as possible. Ransomware is growing rapidly and becoming more complex that protection must be
improved much faster. Based on ISO 27799 and 27002 standard, we extract and present security measures against advanced
ransomware to maintain and manage healthcare system more effectively.
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Table 1. Ransomware trends in the first half of
2017

Month type

) Venus Locker
Satan
Mac OS Ransomware
CryptoShield

2 Sage
Erebus
Lockdroid

5 Revenge
Locky Variants

4 Wanna Cryptor
Conficker

5 Matrix
Fatboy

6 Erebus Variants
Petya Variants
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Table 2. DB Targeting ransomware(3)

Date Target
01.03 MongoDB
01.13 ElasticSerch
01.18 Hadoop
02.25 MySQL
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Means Ransomware type
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Korea - Humman Factor

Field i EC | a R | i B |

Healthcare $46.58 $38.62 $73.85 $36.19 $30.01 §57.38 $34.71 $28.78 $55.03
Financial $4298 $35.64 $68.14 $33.40 $27.69 $52.95 $32.03 $26.56 $50.78
Constraints $41.38 $34.31 $65.61 $32.16 $26.66 $50.98 $30.84 $25.57 $48.89
Transportation $3378 $28.01 $53.56 $26.25 $21.77 $41.62 $25.18 $20.87 $3992
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Fig. 3. Labor and IR response costs for Korea’s industrial sector and personal information leakage
type, loss of company (5)
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Table 4. List of attacks targeted for the first
half of 2017

Date Target

01.10 La Area University

01.18 Cancer*rbelated Charities
Foundation

01.20 SL Public Library

01.26 Texas Police Department

01.28 Austria hotels

01.30 Washington DC CCTV
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Table 5. Hospital-targeted attacks

Date Target
14.08 Korea University Hospital
16.02 Presbyterian Medical Center

17.05 England Hospitals 16EA
17.05 Korea Hospital

17.05 Taiwan Hospital
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Table 6. Hospital medical system (6)

Category medical system

* medical equipment for
tele-monitoring and tele-diagnosis
(e.g. measurements of blood
pressure, heart rate, glucose
measurements, ECG and other
remote physiological measurements,
threshold-triggered alarm generators
etc.), such equipment may take the
form of wearable or implantable

Remote devices etc.:

care ¢ medical equipment for distribution of

system drugs (automated dosing equipment)

or to administer treatment;
telehealth equipment, such as
cameras, sensors and
telephone/internet connections:
telehealth computer system for
patients to register their
physiological measurements
themselves (including patient-side
application/software if applicable)

* gsystem used to track and
authenticate patients, staff or
hospital equipment.

¢ In smart hospitals, the biometric
scanners do not only read the
identification systems but are also

Identifica intelligently networked with devices

tion and information systems.

systems | ¢ RFID systems with location services
(software components) to assess and
monitor relative movement of
assets/patients/staff etc.:

* CCTV (video surveillance) with
recognition/authentication
capabilities

devices intelligently integrated in
smart hospitals to make the right
information available at the right

1(\]/11?2;115 place at the right time and to
devices facilitate mobility of staff and
patients
¢ Alarm and emergency communication
applications for mobile devices.
* Laboratory information systems
Interconn| , 1(%1,;1(:18)1 inf . (RIS):
octed iology ini ormatl'on systems )
clinical * Pharmacy information system (PIS):
informati| Pathology information system:
on * Blood bank system:
systems * Picture archiving and communication

systems (PACS):
Research information system
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Table 7. Responses related to

controls of ISMS, I1SO 27799(8) (9)

control

responses

Mobile device policy

* establishing criteria for the minimum security measures in
communication between mobile devices and health information system

+ disconnecting in case that the minimum security measures for
mobile devices are not implemented

Teleworking

* establishing policies and processes for protection of health
information systems in smart working environment using cloud
computing and teleworking

* possible of malware intrusion when security officer accessing to
health information system via VPN at home

Information security awareness,
education, and training

* education on latest Ransomware
* information security awareness to prevent malware

Inventory of assets

* including version and type of OS and applications in asset inventory
of health information system for prompt response to the newly
identified vulnerability

Classification of information

* reviewing plans and processes of backup according to classification
based on information value

Management of removable
media

* establishing strict processes of removable media to prevent
ransomware brought into the closed network

Access control policy

¢ establishing access control policy in communication of the closed
network to prevent intruded ransomware from rapid spreading over
the network

Management of privileged
access rights

* managing privileged access right to prevent ransomware attacks
combined with APT with administrators” IDs

Controls against malware

¢ establishing and reviewing controls of detection, prevention and
recovery from ransomware attacks to health information systems

Backup

* implementing backup process to recover using backup data from
ransomware attacks
e taking account of disconnection of critical health information

Administrator and operator
logs

¢ reviewing logs from APT viewpoint to detect ransomware combined
with APT which is detectable by administrators’ logs

Installation of software on
operational systems

¢ establishing processes for patching as well as software installation

Segregation in networks

* identifying route of ransomware for health information system by
checking perimeter of the segregated network between internal and
public network

Response to information
security incidents

* establishing specific incident response process to ransomware and
implementing training in addition to general security incident
training

Information security
continuity

* establishing processes and measurements for providing healthcare

services in case of service interruption by ransomware attack




164 2| gk ellA 2] =

deleislel  WHe] AL Felslehs AE
wol7) o] ofleh dlelE] W)r|%els, Wee s
A oA W Aok SRk aAE 8T 5
glepel AR A o]

Y3 AR w27} s}

i vEYT He o FoAsEH
CUES = 2E]e Z2eAd dEde ge
PAEe] i}, AR dAA e kAt

i

N
-
oL

L2 K o o e
o
o
=
o
o

o
offt
o
Ao
Sy
4
N
i

. &
ok,
)
)
°>~
=0
s

C&CTAIE HAAA & Qleh. Al AR 52~
FEelA okl 0SE SAld A 9 sl 8l
o]sjulo] el tgk Wl o] FEao} Fr}. slo
sfujo] ] 7|uke] A} 7]uk 7

A el duele] AT & ok & e Aok
u

-

AP7E ARG e 5, BelA) QAsA )

(<} T
S Azdl AT AR} olHAA e A9

A7) wil tlels A7} ol
1o @jek WRelele U A o)

]
W] Azge A7k slojof deh AT

o Alaabs A8 w2 E (PMS) &
B el o= fsiAkIE ek webA vy
2 Wxe] PMSTHe] Huglrh ~vtEQRr|7] 2
Aot 7] AGHA Sk Sl 2l 8A~
gake] o] AlEA e WSk glrt, o]| ok
off oJ3) MAAA7} JEgAsE W2 fdE 5 9]
w7k I gle AntEL 87 B geiE o
27171l 3t A )7} st

AEA3 Wslol7t SR 2 o)t HR A

Adlotell Wik s =)ok wgd o)gl

o, s Ae] wgl AAAE 10718 el

FoiAA] A Qle (7)) P I =l iR 13

A F7eka 93, 7 % wslelel e 19 o)

3 FEsa vk s B slelEat Ay
o

of Asheg webha

o Al = 91 2AE Adshd An| 2y
Aol (RaaS)= 3" & 43t A3kt Aol
o} EFol TholselA ks aEloR diSsiME
mpeA Astehe A dolel d-e3 5 glor, #&5H
2 _

o7 WAoo aest S e

ofof G}, WA o] 83 opymes] A9 8A 7]
1

= LN
S dlae] opzeel] vk 2ol F7h] B

B alakE 7168 sl Assigon, A

2 53t A7 vt 7lse] el me} AlGsiA

AzE 98 IS heute duelE sh A
o] I3 8 3feh

(1]

References

wikipedia, EternalBlue, https://ko.wik
ipedia.org/wiki/EternalBlue

Ahnlab, “Where is the target of
ransomware?’, March 6, 2017, URL :
http://www.ahnlab.com/kr/site/securit
vinfo/secunews/secuNewsView.do?seq=



A B 153 =A] (2018, 2) 165

26176 (Last visited : 2017. 11)
Ahnlab, ASECREPORT, Vol.87, 2017
Ahnlab, “(vol.87) The second quarter
of 2017 major security issues’, URL :
http://www.ahnlab.com/kr/site/securit
vinfo/asec/asecView.do?groupCode=VN
1001&seq=26596 (Last visited @ 2017.
11)

The Personal Information Protection
Association, the value of personal
information and social cost analysis
according to

personal information

infringement, 2013

2009 24:
2012 24:
2014 24:
2012 64:

sbeprfata skl oL

selvhaka Heel olshab

Aol AZEde] B

3 & 3] (Keun-Hee Han) £413]¢

A7) e sta 2 e 3okt £

(6)

(M Xp274)

A ¢l A4 (In-Seok Jeon) 413

20099 84: Z=rofstal AR FAINEH AR 58} KAl
2014\ 949: wedstw AR B SYsH A B KH 55wk} $8
2009 94 ~d&A]: Ahnlab CERT
FHAlEeh) VEZE, AREIHAA, AH7]Y, DevOps, SZEHe] Ht 5

7 % ¢ (Dong-Won Kim) 4134
Agelr|edsta A5 3y 29

ZAseea JREAINES] R R 5 Al

ey AREsoE] AR R sy} whi}p 8

A By HREek|ed HA

20149 3% MEIAAHEET Alo|H |7 Bl A ws

20179 19 ~dA: ZfHEa Alo|Hrgkgsta) 2us

(BAFEoly AFolzy, ARRE wuld Mol 253 A8k Belk SSCA, H37/W &

pul

A wedista YR r el Agas
A A=sdetal Az Egejstat ddals RSN ARyt

Aste]

EA

enisa, Smart Hospitals - Security and
Resilience for Smart Health Service
and infrastructures, 2016

Korea Information and Communication
Technology Association, Guideline for
Backup of Information Systems, 2007
ISO 27799:2016, Health informatics —
Information security management in
health using ISO/IEC 27002

ISO/IEC 27002:2013, Information
technology - Security techniques -
Code of practice for information

security controls

g A9 A7

AR E A AA(ISMS), HIARES

(PIMS), Z2h¢-= Hol, 9|8 Mol Ax Het &



