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ABSTRACT

SSL (Secure Socket Layer) and TLS (Transport Layer Security) are widely used protocols for secure and encrypted
communication over a computer network. However, there have been reported several security vulnerabilities of SSL/TLS over
the years. The vulnerabilities can let an adversary carry out critical attacks on SSL/TLS enabled servers. In this paper, we
have developed a system which can periodically scan SSL/TLS vulnerabilities on internal network servers and quickly
detects, reports and visualizes the vulnerabilities. We have evaluated the system on working servers of Naver services and
analyzed detected vulnerabilities. 816 vulnerabilities are found on 213 internal server domains (4.2 vulnerabilities on average)
and most vulnerable servers are not opened to public. However, 46 server domains have old vulnerabilites which were found
2016. We could patch and response to SSL/TLS vulnerabilites of servers by leveraging the proposed system.
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Table 1. Comparison with Qualys, SSLyze and testssl (O: all supported, A: partially supported, X: not

supported)
Analysis Tools Qualys SSLyze testssl.sh Proposed
Analysis Time { 60s { bs { 30s ( 15s
Supported Platform Web Win/Linux Linux Linux
Internal Network Check X O O O
Report Detail Check O X A (0]
External Library Dependancy Unknown 0] (0] X
Certificate Information O O O X
Vulnerable Algorithm Scan O O A O
Browser Handshake Simulation O X O X
DROWN Attack Test O X ) @)
Renegotiation Support Test O X A O
Compression, Fallback SCSV Test O O O O
BEAST, POODLE, Heartbleed Test O O O O
Ticketbleed Test O X X X
OpenSSL EarlyCCS Test O (0] (0] (0]
OpenSSL CVE-2016-2107 Test O X X O
Session Resumption Check O (0] X X
HSTS, HPKP Setting Check O X ) O
Protocol Intolerance Test O X X X
(EC)DH Server Param Reuse Test ) X X 0
Supported EC Curve Test O X X X
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