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ABSTRACT

With the widespread use of smartphones, various personal information of users is being recorded on a smartphone in real
time. For the purpose of preventing the loss of important personal information of users, manufacturer provides a smartphone
backup applications. Recently, not only backup programs for PC but also backup mobile apps for smart phones have been
provided. From the point of view acquiring forensic data, it is important not to compromise the acquisition possibilities and
the integrity of the original data. Especially, in the case of Android smartphones, various studies are being carried out to
acquire the data without damaging the integrity of the original data. However, there are limitations to apply the existing
research methods. In this paper, we describe the process of acquiring data using the backup mobile app provided by the
manufacturer without compromising the integrity of the latest smartphone.

Keywords: digital forensic, data acquisition, android, smartphone, backup app

Received(11. 06. 2017), Modified(12. 20. 2017), S ol 3% A (NRF-201651A3A2924760)
Accepted(01. 02. 2018) +t 412}, jwonchoi @korea.ac.kr
R =S 2018 tigklS wse) el Al ete] 2] ¥ WAIAA}F, skimT71@korea.ac.kr(Corresponding author)



2AL g o A dole] 95 )y

o]l EFA121218 8 (GSMA,  Groupe  Spécial
mobile Mou Association)d w2 =|yts)] @&
AA 2etEE BgEe] HELR 50%E Helxx
L= 202090l T5%7HA A AR Al
ittt E3 e AvfEE WIEL 85%(wuly
3140 54897978970% 4641%H84747) 2 AIA 2
T2 velgri(1). sile] s Foiste sle
71719) B4 JH1e] HRIL AR 7] EEv=
SrlollA WA FAZEAL] matd 2o FoA
< Y& F7keka ot

g 7] A7 Batd =z dlofe] g5
7y gt==eol= 7.0 “7HAndroid 7.0
Nougat)(2) o8] WAL AME3h= Al 2vtE
EE WAt Ze Hested dA-e] EAget )
o] 7]uke] dlole] &= 7S dlolE] E5ef ub
JTAG(Joint  Test  Access
Group) (3)(5) QlElFo] 27} kit AA A A A=
A2 EAFAY "az gEdk(full  disk
knox(8],
secure/trusted boot(9), hardware root of
trust(10) 5 73tgl Bel 71502 <3 el
A= dlolgd| stesoldowE AT F e
o] ¢l Aol EAlgt}. 53] Chip-Off 7]
H4)2 s stegolr o sl dolH
£ olnAslE Aol 7hsslttt sjrist® w3l A
Al stedel 7k 7171 A=Y shastEl AR ]
olefell A& 4= 9l Who] flelx|7] witel )
= AR 5 gl g RER] FHdd 7]aket
22 g5 7H11), A= AN o|vA]
7l Eeld &5 7]9(12), ADB(Android
Debug Bridge) Backup(13) 5 &£ZESe] 7]t
o] dlole] 5 7 HA 71E9 FHekHe| Ax=
R EAEE A 1S s 2HE A48T 5
R A dlolelel] gt Aol 75 T
FAA dole 5 oA AGFH2ZRE Algo]

i

<

<

it

<

=1 2ad

encryption) (6], trustzone(7],

iy
vl & BAsle] FE AL A5 e A
o:

ol 4] duk AREAt Fko e ATo] by 44

oA A T8 dolE (vAA], dA, A=A, 3
715 $)E TRl A5 e Aedd 5
3l @A =2 dlely 845 JE 48d
Slar AA vlwe] wole e} oAl =7heet #Al
QPeRols Avteds dio R el AW 7]
HE Agste] dlelel g J53 5 9l Hela 7]

45 7hs

E B4, w2 95 78S gl
g lolels} wlatele] ¥4 AnE A%iic)
. ;

EZolt AwtEET 3}
alel FAlA Qg Awsla 3l Al

BN P

Table 1. Distribution of Android platform
(Google Developers Dashboard, Dec.11,2017)

version codename API dist.
2.3.3 ~ 2.3.7 | Gingerbread 10 0.6%
403 ~404 ICS 15 0.6%
4.1.x 16 2.3%
4.2.x Jelly Bean 17 3.3%

4.3 18 1.0%

4.4 KitKat 19 14.5%

5.0 Lollipop 21 6.7%

5.1 22 21.0%

6.0 Marshmallow | 23 32.0%

7.0 Nougat 24 15.8%

7.1 25 2.0%

8.0 Oreo 26 0.2%
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Fig. 1. Mobile Forensic Aquisition Methods
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Table. 2 URI info. of android pre-load apps

items content provider URI
Call Log |CallLog.Calls. CONTENT_URI
Contact |ContactsContract.Data. CONENT URI
Calendar |content://com.android.calendar/events
SMS content://sms/inbox
MMS content://mms/inbox

71e5 o] 43t dHoleE 53} grRel= 3
7 BlellA FAbslE of& Avith Al=ukas by 9l
o] A =2] dlo|gdl| Aol
7kl dely  adte] I
Providerg AHg-3}e] dlo
o 7]E AdxE <9 73‘-0r 9]  Native
Content ProviderE 3708tz gl7]
o]-g3fo] AYA, FII|E, WA, Bk AR,
st AR, vit]e] 2Ee] 59 HolHE F5% ¢
slt}. Content Providerel HZsl7] 4=
URI(Uniform Resource Identifier)& AM-3h=
o] t=Rolro 7|E HX%E 2 2AIES] dleolE]
o Ae] 7Fest=E URIE 3/Hska sich wef
Al YA 2AllA A elA Fagk wAlA], A=A,
3715, 94 59 dHele= Content Provider
& %%—‘3}{ 5—15"] 7Fsstet. 22y Content
HellAl AlF3he e~
o]-g-3fo] dlo|H & Q‘%‘Z‘fP: walo g A delelzt
A= shdo] AT 4 §lo] ARAE dlolele] wigt
52 B7bssk et} Table 2.= thaxAal A
Eﬁ: el &% I URIE vebdict.
PCE W3] Zeagls o] 43 deole &5 7y
< fEZH 2 Samsung Kies ZZI3& o] g3t
1

ﬂ

l>-J

W (22)0] A7l Kies2 AR g b
o YR FRE BAsle] wll® A dHo|HE
2

.
n
A4 Edehe e wsl gkl Wi dHolHE
Aste] skl el Signature% 7]9ke. 2 dlo]
= 7pEh dg At AgE Al U

dof| th3h kw3t = %Elﬂ o= Signature
7uke] 7pde] 7hsstal ot Al sl shelel o
3 Espt 7l AEEeigla FAl qghERelE A
vPEES] Aele ° ol Kies 71Wke] HiglE A
d3kar odA edob Al AvpEEe= dA Ago] &
7¥sie}.

ole} o], ==X F5 7Y FE ATE AAl
2 opA o] A Ao AAEA] ¢ dlolE e
ek At 7Fedb] wiiel FEdeE At )
ofefell Bt E7= AeHA] = AL EART

232 =28 Ho[E &5 7|y

5 /o2 FHd ik 5 7]
W bootloader—4 Fokde olgst 7IWH(11),
custom recovery image(12]E o|&3& 7|4o]



A B 153 =A] (2018, 2) 99

°4:f’“510451r

el 7ukgt 8= 7
°ly‘~ AAsted FA] w2
opR| Rt 22744 AAE 4
wlo|r} ~AwnfEFo] ZElE 7% USB tjwj7] =
=5 #A3lste] “ADB Shell” W32z A3}
rootHghs M3 AefollA] "dd” W 5 o]43)
of AA vrgE Fzsls wAlR BA o|vAE
A}, aev Felo] Hk=A] Ads)E oo} F17] o
ol 22 FAH 2vEES FHe] sbestA =7
AR = Aol Ersla FHo] 7sd Aol
T8 AN virgd AR FAEY FEA
(integrity)e] =42 $134o] EAlgtt

Cellebrite UFED®} 22 A4 mntd zalA
A FE A AlFsH= bootloader F A 7uket ©
ole] FS 7|W(11)> AA wxele] izt E=4

ojujzlo] 7l53t 7Welth, 2y} AR AvEE
o] A1 A§ 4l gh=rolze} Al Helo] WA
S A8l 7]Eed EAlEd A ES AlAE=

7397 wol w3 o g dHeoly 5] &7}
A Hloh g FAdg wE ARSSle] dlolHE
53 5 A =717k Al FHekdel gk A7t
Addy|ojokato] gt AntEEe] FA] Hgo] E7|3H
A7} &gt

Custom recovery images ©]-83 dlo]e] 2
= 7"zl AR ‘ﬂ"]ﬁ"ﬂ ek FEA
(integrity)e] ¥A =& 5 wo|x|qt &
A" 2rtEES] A5 Secure Boot’, "Knox
Warrnaty” 529 73Hd Bel7]go] A8xlo] A
A go] B Adejolct,

o] M7 7]|Eol| AFE wdlolE] 5 sy HAl
AREES fjrlo g E2] A Lo] o]e]d A|ekxEE
l EAg}, o] F2] Aol A= AZARY] WlE mu}
] QL Mo R ~utEE AR AL} dloH
Y53t well sl A At

e

o

i ru°

= otz 919
ol gol &
}f—u} A3l

T

o} 3t d)
2 FEste AL vdtt. 22y Table 3.904
<} 7EL°] 200756 "A7EA] Ffel A9 210
1,85009] && oz 7]E dlole F
5 7149 A4 7hs ARE 2R Z9(31), 3=
et 7¥ke] Chip Off, JTAG ¥kAle]l 7% 2010
J o]ZF EAE Eo EAAOE AL 7lsslg o)
20139 o]F AEA L7 Fhiste] 20174 A &
AE E T A 7Fed 2 e Adlor). wa
2z Eo] 7|4k Custom Image, Bootloader
7Iuke] oy 5 W g4 20114 A% s
Fol Az AT olF A RdEd sl A%
7?*‘6}“ Ov} AlghA Q] Eol gksle] Hgo] 753
aste] 201749 A EAE E

&)
[0¢]
w
Mo =
rO
_l
>
o
=2
i
>
i)
(‘N
2

e

| "

rk
td
e

=
o fr i lo
o

Table 3. Applicable phone model by existing
data acquisition technigues by product release
date

| #of | Chip Custom | Boot
year phone | Off JTAG Image loader
2007 28 1 1 0 0
2008 46 2 2 0 0
2009 40 2 2 0 0
2010 89 37 37 0 0
2011 154 52 47 3 12
2012 168 64 27 2 47

2013 240 73 6 8 57

2014 341 84 0 35 58
2015 420 63 0 56 36
2016 249 12 0 28 13
2017 75 0 0 0 0
total | 1,850 | 390 122 132 223
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Table 4. Backup mobile apps

manufacturer name version
Samsung Smart Switch moblie |3.4.08.4
Apple Move to i0OS 2,10,0
Huawei Phone Clone 8.0.0.305
LG Mobile Switch 3.3.3
Sony Transfer Mobile 2.2.A.4.44

Table 5. Backup data and access rights

access
Items data type right
Contact |DB(phone no.+name) system
Message |DB(SMS) +File(MMS) system
Calendar |DB(Events) system
Call Log |DB(call send/receive log) | system
Setting |DB(homescreen, WiFi) system
Photo |File(jpg, gif) user
Movie |File(mp4, avi) user
Voice |File(m4a, 3ga) user
Document |File(doc, pdf) user
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Fig. 4. Backup and recover process
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Table 6. Backup data locations

items backup locations
/data/user/0/com.sec.android.easyM

Contact over/files/SmartSwitch/tmp/vcard

Message /storage/emulated/0/SmartSwitch/t
mp/MESSAGE
/storage/emulated/0/SmartSwitch/t

Calendar mp/Calendar

Call Log /storage/emulated/0/SmartSwitch/t
mp/CALLLOG

Photo /storage/emulated/0/DCIM/

Movie /storage/emulated/0/DCIM/
/storage/emulated/0/Voice
Recorder/

Document |/storage/emulated/0/Document/

Voice
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Table 7. Temporary files before recovery

items temp file name & path
Message /storage/emulated/0/SmartSwitch/t
& mp/MESSAGE/Message.zip
Calendar /storage/emulated/0/SmartSwitch/t
mp/Calendar/CALENDER.zip
call Lo /storage/emulated/0/SmartSwitch/t
€ |mp/CALLLOG/CALLLOG.zip
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o uFAlS A3l EA] ALo] 7l5s)] wEe] B
o E3hAel P $A0T 4 gk

qr
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gAY zallA] S Fi AntEES dolHE
53l AL 3 A dlolee] 5] 75
of o} gHa  dHoler} FAERM  FAEA
(integrity)e] #AE=A] F=A] JHE 25 w33}
ofof T} olefqt 271 L4E FHOE Azl

o wglg wolal 4 o) A5 A A AE
3le] HE 2AE 7)€ FA 5 /1Y A%
o] B7} ArtEES Yo FolE 5] 7be
g8 Fhelgle). wdk & At dolEle dul A4
A} Adro gl o] B3k A2 E o Ho]E
A HAA(SMS) HolHE 35 gz AAsty
o} w3 FE3 24 dloleld] thyk BAL S8}

of @4 dlo]e it ozl DB Wlag delel] 2
ofaliz AAlE dlolelel] it BTE AEIL BT
P %2 gt G AR Bl ALE
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Table 8. Comparison with existing data acquisition techniques(if data acquisition is possible)

access data acquisition delete data recovery
type items rights (@ : live+deleted, O : live only)
physical logical ours physical logical ours
Contacts | system @) O @) [ ] @) [ ]
DB Message | system O 0 0 [ ] 0 ()
Calendar | system O @) 0 [ ) 0 [
Call Log | system O 0 0 [ ) 0 [
Photo user @) 0 o} 0 0 0
) Movie user o] ) o} 0 0 0
File -
Voice user o] @) o} 0 0 0)
Document user @) @) @) O 0 O
Unlocated system 0 x x X x x
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g 742 SQLite 7IWke] w|gd <o 2HEsh= o] 5 ol 7533/‘] S8+ellx] A" s APt
AA1E HFme 5 7S ARSI oh(24) (25) % "Feh$= g AR “Smart Switch(arte 2
AA)"E A= *éﬁﬂfﬁﬂk Agog= "2A"

4.1 MY & + 'USB'E A9sta "] 7leS A=ste] &
Alg 2mtEEQ AA S8¥ 42 A A E oy

Table 9. Algel AM-H oia; An)e} ud 3l A 2] 7% WiFi Direct 71523

WA ARE vekdch A=A S8 2 S8+ ARl=
MD-NEXT(29]), Final Mobile Forensic(30)
S S makd xaElA FellA AA FHA] e e
3 J9ZE A hshA] e mdlolr) w3k AREA
dlo]e] i} (Userdata Partition)e tl~3a ¢35
3H(Full Disk Encryption)7} #&=e] gl
Chip-off ¥ JTAG WA & st=4e] 7]4ke] dlo]
H 5 7S o] 83l 50| rhssitiztE s
stgl dlolg]e] HErt Brlsiel. Az ES ] 7]‘1‘} o
o]8] 2= 71Wal bootloader 7|8} Hlolg] 2E 7]
W3 Custom Recovery Image 7]¥+e] dlole] &
= e Aew A T AL we] EAsA|
ook o4 e 201641291690 o £ A4}
3 wAAE A= 9lem & 2337H(SMS
10371, MMS 13071) 8] #AA7F 235 Adefo]ct,

Table 9. test device and versions

device Info. version
Galaxy S8+ G955NKSUTAQI1
(SM-G955N) (Android 7.0)

Smart Switch [3.4.08.4

Target Message App |4.2.03.0

Device |LG V30 N2G4TH
(LGM-V3008) (Android 7.1.2)

Mobile Switch |3.3.3

Contact App 6.10.9.2
Galaxy S8 G950NKSUIBQIE
Receive |(SM-G950N) (Android 7.0)
Device Smart Switch 3.4.08.4
Message App 4.2.02.14

Galaxy S7 Edge|G935SKSUIDQG1

int it
eI | o\ 1-G935S) (Android 7.0)

check

(Rooted) Smart Switch  3.4.08.4

Message App 4.1.16

4.2 HAIX[(SMS/MMS) HIOIH &5 & =7

421 Ag #1 - HAX|SMS/MMS) 0|8 &=

715%
éﬂ& 7l~6}1 E} 71719}

Ao > g
O

N
11}{e3
~
>
op
2
pa
}ﬂi
o o
2
=

o4 "ADB Devices"

4 e Bl PO} USBACIES oled

T = %
WO Qd JFsoPiE ek ofF U5 sy
]

Target Device(S8+) Receiving Device(S8)

@a X ©92%0 2% 6:07 A X ©92%0 2% 607
< GALAXY CIH[O| A0 HLH7| ( QI=Z0|E Cibjo|A0| |
-
AW JIteE 5.
M2E Galaxy ClHto| At $1Z5}7| - O| ClHIO|AM A HES =248,
1. Af Galaxy C|H[0|20f Smart Switch7t HXI€/0f A0 F AE|LR?
I RETIRIT Ol CIBIOIAN] HAIE PINS 21215101 21248t
alaxy Apps S Play AE0{01A
& gt
P,
2. Al Galaxy CJu10|A0IA Smart Switch& PIN 21218t7|
AL
3.012fe| % HIES F2AI
h-x] e

Setting = Cloud & Account
> Smart Switch > WiFi > Send

Setting = Cloud & Account
- Smart Switch > WiFi > Receive

Fig. b. setting screen between transmitting and
receiving phones
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08 00 00 08 08 00 08 00 08 08 08 00 00 00 00 00

00 00 0% 00 00 00 00 00 6D 73 SF 70 61 72 ms_par
74 01 61 31 35 39 39 33 33 33 33 5B 57 65 62 EB t al5993333[Webé
BO $C EC 8B A0 SD OA 5B EC BS B4 EC B9 B4 EC 98 °aic | [1:°1‘i*
A4 EB Bl 85 ED 81 AC 5D OA EC BS 9C 2A EC 9B 90 ®ék.i -] ime*i»
EB €B 98 20 EC SE 85 EC B6 9C EA BS 88 ED 86 BS & 1%.ifue,"itp
0 EC SE A5 28 37 36 39 39 29 EC 9D B4 20 EC AD 95 1Z¥(7699)1 * 1 -
LSRR Mol LT3 000E2980 |EC 83 81 EC A0 81 EC 9C BC EB AL C 20 EA B0 9C 1f 1 lekgjx &t
2017-10-22 MESSAGE 000E2990 |EC 84 A4 EB 90 98 EC 97 88 EC 8A BS EB 8B 88 EB 1,mé ~i-"idpéc-é
2017-10-22 2 0 .nomedia 000E26A0 8B A4 2F OA EC BS B4 EC B9 Bd EC 98 Ad ED 9 64 cx, 1ititwir,
EB A0 6C EC A6 88 20 EC 9D B4 EB AA A ED 8B B0 & Gi}" 1 @

EC BD 98 EC 9D 84 20 EB B0 9B EC 95 84 EA B0 80 1%"1 , &°)i+,2%
000 EC 84 B8 EC 9A 94 21 OA 68 74 74 70 73 3A 2F 2F 1l],15"! nteps://
CjaE2): C:\data\Case@3\tmp\MESSAGE O00E29E0 |77 77 77 2E 6B 61 6B 61 6F 62 61 6E 6B 2E 63 6F www.kakaokank.co
000E29FO | 6D 2F 61 70 70 2F €3 6F 6D 6D 6F E 2F 73 63 68 m/app/common/sch
O00EZR00 | 65 6D €5 3F 74 6F 3D 70 72 6F €D €F 74 68 6F 6E eme?to=promotion

PS C:\data\Case03> adb pull /sdcard/SmartSwitch/tmp
/sdcard/SmartSwitch/tmp/: 2 files pulled. 12.6 MB/s (1773616 bytes in 0.134s)

=
=
o
=}
w

PS C:\data\Case@3\tmp> 1s

C=E2): C:\data\Case@3\tmp

&

000E2

PS C:\data\Case@3\tmp> cd .\MESSAGE\
PS C:\data\Case@3\tmp\MESSAGE> 1s

000E29C0

S

Mode ! i Length Name

2017-10-22 5 1773616 Message.edb

O00E2A10 |73 26 70 61 67 65 3D 65 6D 6F 74 69 63 6F 6E 32 sipage=emoticon2
2017-10-22 : 1773597 Message.zip O00E2A20 |30 31 37 30 30 31 74 65 78 74 2F 70 6C 61 69 6E 01700ltext/plain
. L . gral
Fig. 6. Acquisition of decrypted DB using adb {\7/167?5'&]3]
[=]
pull command Eeleted MRessalc_Ee il QB2 ET760010] HATOZ MO}
acovery resu 7|'7|'92§j5 O‘EE‘:o Hp0|_7|_;\‘9_,
2 A3} o9} EFAld Fig. 6.9 #¢] “ADB https://www.kakaobank.com/app/common/sch

pull’ Weg& Aastel vie) sfelgt Azl 94 4

Fig. 8. Result of restoring deleted DB records
g dole & 53t 7 A3 “Message.edb'dH g g

93 "Message.zip @ ¥ 2719 & 53 Hlo] & oAl 9~3el 2ujo|ES] Zr|2 F WA B

- alet g 229 o3y e Agala ek A7)
o w2 ohge) vdY BEe 2mAS A9 2u}

422 S H2-HAIXISMSMMS) HlO[E] == olEel AT WAL R g BEe] A T
Aska 9l4-¢ selge)

54 AU GES A Fig, T3 o]

o2 SQLite? w]dY B2 Aole o]4skd
W=l W A#¢] DB(mmssms.db)2F MMSe] 3 jﬂo];; wE pa T‘;_LE_O—% ehast 2 gle} ek
BE]o] H4AlEl ARlS geldt 4 9t} SQLited o 22 47 Fig, 8.3 7] Sglite DBY
PIRe geiel AEshe ARl HRs R VTS e el el Akl sMSe) e sl
o] gsto] w3 DBO “Leaf #HolA|"el dolgle 3 2 g
_ = A .
AFAIEE WA A o] EAl o - BAF) A wAA] DBell Higk 5 A3k= Table 10.
Sqlite DBEI &Xﬂ% E”°]H°ﬂ zd%g}ﬂ ‘?4'3]1/('] 3]_ 7EL1—4_ /‘—}Xﬂﬂzl ‘{%3 %"j “ﬂ 1;<]ﬂoﬂ H]fﬂ-D]— o:l
+ A Sqlite?] 3t sllo]AE A5kl Leaf 3 Aol olgle A" WA F 88HE HT7E 4
o] & ghgh), A wlo]Ex} “0x0D"Y] e A 9lelc}
AR AR .

3l 9= Leaf #o]AE A3l Leaf #Ho|x&=

Table 10. Message DB recovery result(total)

\Message\app_parts> 1s

—— item type live deleted total
s SMS 103 14 177
Message
MMS 130 74 204
total 233 88 321
i 423 A8l #3 - HAIX|SMSMMS) 2ZY HE

PART_156849
PS C:\data\Case®3\tmp\MESSAGE\!

aE: C:\d 3\tmp\MESSAGE \Mes: a y ]‘/]X] é EE] Al E“O]E%7]— %——7-1 —‘a‘—\?j]'% %%@'7] ‘?’
M= A4 (integrity) o] dS=e
dlelele] 24 (integrity) & 2lshz] 93 +=

Fig. 7. The extracting result of zip file
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AR e dA] (Hash)gt #3olth. F
(integrity)2 4% ©AFE WA FAER
=77 dlelel7) dlEA] ¢ HIEHASS o
7= SRR, LB dlole]7} AA| WA A&
dlolel e} FdghA] FUE dF3] $S ==
A-EI

53 delee] ¥4 (integrity) & 453171
#1814 (Hash) @& FE3= $52 "MDb5sum
1.2 B8 AFEsheduh26). 92 doleel gl o
S o] gsle] 53 dlole 9 sAZk vl ¥4
(integrity)< ZA53l7] $l8 dA FHo] 7l
HA 87 Edge 715S AHstdtt. FE(root)
e 2R3 F "ADB pull’ ®WEeR A¥
MMS/SMS dHlele7} A3 Alz=e o dlolg]
Aol HIste] A& vlolel & ) o] F A3
#1, /\1%4 #29] ;Lx%z} olgl upHo g H—Hc’d y_a}
Ao Aeqslo] WA Z AL snlEZO R AL
X ol W AR dlolelE FS5g}. o] F i ¢©
ole]e} 53 5A dloleld A #E Fig .99t
o] Alakste] z47; wlughct, i dlo]E|9} F5 v

Ftorle o my ox

o c>3: i

JRr e R =)

(L

=

olefe] A gk mlal Ash= Table 11.3} A 8
i dlojeel g5 wlolEe] A grol T Ae

PS (:\Data\Cased3\Hashy . \mdSsums. exe .

MD5sums 1.2 freewiare for Wind/ME/NT/2008/¥P+
Copyright (C) 05 Jem Berkes - http:/ /. pc-tools. net/
Type C:\Data\C

efi3\Hash\nd5sums. exe -h for help
[Path] [ filenane 105 sum

[C:\

mg3suns. exe da1e100dcde7bebb 8109853787538
mssns. db BcT6th355c3f74ThaT874863448c1
PART 1424504264953 Q701171718144057124488 98c55d0725bd874b4dcda84e00828268

Fig. 9. Hash Value Calculation

Table 11. Comparison table of hash values of
original data and acquired data(SHA-1)

data | hash| original data acquired data

8c76th3f555c3{747 | 8c76fb3f555¢3f747
ba7b874863448c1 |ba7b874863448c1
4A5A8519E8CTB3|4A5A8519E8CTB3
EFT74FT6A939E97 | EFT4F76A939E97
BEOBTEEEFC23 |BEOBTEEEFC23

MD5

mmss
ms.db | SHA
1

2] (2018. 2) 105
gheld o Sl o] F3 W S ke ¥ wl
olf 5 whlor 53 dHlolE= dHolHrt 45
FAellA 24 (integrity) o] LA 55 &
latsict.

4.3 F48(Contact) HIOIE] &S ¥ 57
431 &Y #4 - FAE(Contact) HIOE &=

LG V30¥&s ooz mupd 297 wglg
nlel o8 o] fsle] FAEd| AHAE Az A

5sh= whyell del Aedet 85 g A

W] RETR AAste] YEH A A5

g dole] e Ak},

el LG V30 Ee “mulel

29177 BE Addet AASAE SD7EE Al

dka g 7)ee® gl A Al *E} ]
T

2
R o T

2 o
2
in
:(‘2
1y
ru1m

_llﬂ O}fﬂ

‘LLGBackup_171209.1bf" ah}e] whel ulelz ule]
gjolo] At

Target Device (LG V30)

YYAEDS MR 1100%02F 2:05
€ el ot ohE2|

a8
LGBackup_171209

- 7He! cjo|Ef
Q0 -

LG ¥ dlo&f

Bad A s

o|c|of gjoff

d o] (] < (@]

Fig. 10. Procedure of Mobile Switch(V30)
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106 wael EdlA) 2A AU A7 A2 S ) A dlole 95 o)y

El7} ZIP3tede] AlayA ez AE A &l
& 4 odrh Fig.113t o] zip ztd AauA
Header(0x50 0x4B 0x03 0x04)¢] A]= 2=A
S 2%E Footer(0x50 0x4B 0x05 0x06)%] 2=
A7AAS) delelE A Mo FEaR shtel
H AL 954 - Ao

53 5Tl S E9 F450] A= DB
o] F=e] shsdict Q.%f& “\data\user\0\
com.android.providers.contacts\databases\c
ontacts2.db” dE Sqlite DB #4 7|%& o]
g3t Mg A3, Fig.129F o] AR A=A
dlolelE X33 AA AA AHHe FFo] 7153}
=3

offset |00 01 02 03 04 05 06 07 08 09 0A 08 0C 0D OE 0F
00019860 |33 4B 42 51 4D 6C 67 46 6F 31 65 44 4D 6D 6E 63  3KBQMlgFolelMind
00013E70 |77 4 36 30 A 30 31 30 20 33 33 33 33 2D 34 34 wig= 010-3333-44
00019880 |34 34 32 28 38 32 31 30 33 33 33 33 34 34 34 34 442482103333444

00013E50 i+ Dletef Recdt -
00013EA0 b
00019E80 1. NAN9DQRiMS vz
0001900 ET6UCGRIRL2A=, O
00013800 font024c317120900
00019EE0 intOchj17120910_
00013EF0 LGt
00013800 b
00019810 1. 1YHBUD3IDgZB1aL
0001920 ih/2ASqyBehEA=, 01
00013830 10-2222-333324821
00019840 5022223333\ ......

00019¥50 |47 08 09 09 09 28 28 00 00 00 00 00 00 00 OF OF iG
00019ec0 10000 0000 0000 0000 08 0739 64 5L 7450 711 ... e
00019870 {43 50 6C 50 54 6E 31 4A A 67 69 78 71 43 49 43 CPlPTnlnglquIc
00019F80 |4A 49 67 6F 63 3D 0A 43 6F 6E 74 30 31 23 63 63 JIgoc=.Contllic)
00019F90 |31 37 31 32 30 39 43 6F 6B 74 30 31 23 63 6A 31  171209Cont01fcil

00019\R0 |37 31 32 30 39 31 30 71209108......G.
00019780 S R
00013720 (00 00 00 00 00 00 08 05 51 71 46 63 39 44 57 2F ........ QqFcdmi/
00019700 KPP+]PSHRefu]cne
00019780 Kac=.010-1111-22
0001970 2224821011112222

Fig. 11. active and deleted contact info of
acquired file(contacts2.db

433 A8 #6 - TAZE(Contact) H|O|E| £EN HAS

wdk Table 123 o] wAA] dlolg] FEA]¢}
%"éf‘& e A Al HE dlole 9}

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF
000148D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
000148E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000148F0 00 00 00 00 00 00 00 00 00 00 00 00 00

0x0014C00 50 45 ¢
00014C10 00 00 00 00 00 00 00 00 42 00 00 00 2F €% .. 7
00014C20 61 74 61 2F 75 73 65 72 ZF 30 2F 63 GF 6D E 61 ata/userf0/com.a
00014C30 6E 64 72 6F €5 €4 2E 70 72 6F 76 €9 64 65 72 73 ndroid.providers
00014C40 2E 63 6F 6E 74 €1 63 74 73 2F 64 61 74 61 62 61 .contacts/databa
00014C50 73 €5 73 2F €3 6F €E 74 61 63 74 73 32 2F 64 62 sesfcontacts2.dp]
00014C60 00 00 80 FF 7F 53 51 4C 69 74 €5 20 66 6F 72 6D ..€§.50Lite form
00014C70 61 74 20 33 00 10 00 01 01 00 40 20 20 00 00 00 at 3
00014C80 59 00 00 00 5F 00 00 00 00 00 00 00 00 00 00 00
00014CS0 98 00 00 00 04 00 00 00 00 00 00 00 48 00 00 00
00014CA0 01 00 00 04 65 00 00 00 00 00 00 00 00 00 00 00
00014CBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00014CCO 00 00 00 00 59 00 2D ES EA 05 00 00 00 11 OF 2B

UOUTSCS0  SE e3 6F €E 74 €L 63 74 SE 73 ©F 72 79 SF €5 65 _CORTact_sort_ke
00073040 78 32 SF €8 6E €4 65 78 72 €1 77 SF &3 6F € 74 y2_indexraw_cont
00073050 61 €3 74 73 31 43 52 45 41 54 45 20 48 4 44 45 accsCREATE INDE
00073060 S5 20 72 €1 77 SF 63 €F 6E 74 61 63 74 SF 73 6F X raw_contact_so
00073070 72 74 SF €B 65 7% 32 SF 68 GE 64 65 78 20 4F 4E rc_key2_index ON
00073C30 20 72 61 77 5F €3 6F €E 74 €1 63 74 73 20 28 73  raw_contacts (s
00073040 6F 72 74 SF 6B €5 7% SF 61 €C 74 28 50 4B 07 08 orc_key alt)BK..
00073CA0 AE 12 B7 €7 3C FO 05 00 00 FO 05 00 50 4B 0L 02 ®. CcB...8..BK..
00073CB0 14 00 14 00 02 OF 03 00 CS 64 86 4B AE 12 BT CT .. BaKe. ¢
00073CC0 3C FO 05 00 00 FO 05 00 42 00 00 00 OF 00 00 00 <B...8..B.......
00073CDO 00 00 00 00 0O 00 00 00 0O 00 2F 64 &1 74 €1 2F ../datal
00073CED 75 73 65 72 2F 30 IF 63 6F 6D IE 61 GE 64 72 6F user/0/com.andro
00073CFO 63 @4 E 70 72 €F 7 €8 64 €5 72 73 2E 63 ¢F 6E id.providers.con
00073D00 74 €1 63 74 73 2F 64 €1 74 €1 62 61 73 65 73 2F tacts/dacabases/
00073D10 63 GF 6E 74 61 €3 74 73 32 2E 84 62 66 6% éC 65 contacts2.dbfile
0x0073D3F 20 63 6F 75 6E 74 20 3D 20

00 00 count = 1FE.]..

Fig. 12. Signature based file carving(zip)

Table 12. Comparison table of hash values of
original data and acquired data

filename | Hash | original data | acquired data
0E6705596D5F0 | 0E6705596D5F0
MD5 [969C7FD5F7F1[969CT7TFD5FTF1

contact 149E7D9 149E7D9
2 db 3FB67312DC2B |3FB67312DC2B
' SHAT 858AD06839330|858AD06839330

F2B576ECI93EB | F2B576ECI3EB
4EA 4EA
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