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ABSTRACT

In the Internet of Things, in which plenty of devices have connection to each other, cryptographically secure Random
Number Generators (RNGs) are essential. Particularly, entropy source, which is the only one non-deterministic part in
generating random numbers, has to equip with an unpredictable noise source(or more) for the required security strength. This
might cause an requirement of additional hardware extracting noise source. Although additional hardware resources has better
performance, it is needed to make the best use of existing resources in order to avoid extra costs, such as area, power
consumption. In this paper, we suggest an entropy source which uses a multi-threaded program without any additional
hardware. As a result, it reduces the difficulty when implementing on lightweight, low-power devices. Additionally, according
to NIST’s entropy estimation test suite, the suggested entropy source is tested to be secure enough for source of entropy
input.
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Table 1. A scenario of data race condition which
causes an unpredictable output
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mov X, ebx 102 add ebx, 3 100 102
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Fig. 3. Unpredictable outputs from 1,000,000
executions of 10,000 additions of 1,2 to shared
memory using two threads in a process
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Fig. 7. Bias graphs in the four different environments. The number of ones means the hamming
weight in a 10,000bits string on each execution. The red lines locate at the half of 10,000(ie, 5,000).

Table 2. The information of a parameter , environment used and speed using m respectively in the
bias test. The m means the number of additions 1 or 2 in Fig. 6.

Device Processor (e} proiilslltiAPI m = (SBpit‘:jj)
1 Personal Computer Intel i7-4770 Windows 10 Home OpenMP 140 659,889
2 Personal Computer Intel i7-4770 Windows 10 Home Windows API 18,000 3.566
3 Surface Pro4 Intel m3-6y30 Windows 10 Pro OpenMP 170 315,303
4 Surface Pro4 Intel m3-6y30 Windows 10 Pro Windows API 10,500 1424
5 Raspberry pi 3 ARMvT Processor rev 4 | Raspbian minimal(16) OpenMP 100 207,517
6 Raspberry pi 3 ARMvT7 Processor rev 4 Raspbian minimal PThread 1,000 5989
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