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ABSTRACT

NIST(National Institute of Standards and Technology) has recently published SP 800-90B second draft which is the
document for evaluating security of entropy source, a key element of a cryptographic random number generator(RNG), and
provided a tool implemented on Python code. In SP 800-90B, the security evaluation of the entropy sources is a process of

Received(09. 28. 2017), Modified(11. 30. 2017), HHEZAEATAE ] A& who} 4230%] d9) (No.20
Accepted(11. 30. 2017) 14-6-00908, < %‘“7] 2 Mt = 7)7] gPA )
R =2 2017T9E SR R 5 ek sske sl W t F212F, kwt123@kookmin.ac. kr

gt =g A E s Y ¥ WAIAA}, jskang@kookmin.ac.kr(Corresponding author)

* o] =2 2017 A »}?ﬂﬂ]gﬂi% )2l Ao =



26 NIST SP 800-90B9] #2 E=Z3 33 otare| el theh o

b

T4 2 ZAEH viRy A 7Y

estimating min-entropy by several estimators. The process of estimating min-entropy is divided into IID track and non-IID

track. In IID track, the entropy sources are estimated only from MCV estimator. In non-IID Track, the entropy sources are

estimated from 10 estimators including MCV estimator. The running time of the NIST’s tool in non-IID track is

approximately 20 minutes and the memory usage is over 5.5 GB. For evaluation agencies that have to perform repeatedly

evaluations on various samples, and developers or researchers who have to perform experiments in various environments, it

may be inconvenient to estimate entropy using the tool and depending on the environment, it may be impossible to execute.

In this paper, we propose high-speed implementations and an efficient memory usage technique for min-entropy estimation

algorithm of SP 800-90B. Our major achievements are the three improved speed and efficient memory usage reduction
methods which are the method applying advantages of C++ code for improving speed of MultiMCW estimator, the method
effectively reducing the memory and improving speed of MultiMMC by rebuilding the data storage structure, and the method
improving the speed of LZ78Y by rebuilding the data structure. The tool applied our proposed methods is 14 times faster

and saves 13 times more memory usage than NIST’s tool.

Keywords: SP 800-90B, Min-Entropy estimation, High-Speed implementation, Memory reduction, Entropy source
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Table 1. Running times and memory usages of estimators in non-IID track

Estimator MCV Collision Markov Compression t-Tuple
NIST's Time(seconds) 0.04 0.45 1.44 27.59 0.42
Python Memory(MB) 0.21 3.19 0.06 32.16 5.14
Converted Time(seconds) 0.001 0.008 0.002 2.27 0.55
C++ Memory(MB) 0.02 3.81 1.08 22.93 5.1
Estimator LRS MultiMCW Lag MultiMMC LZ78Y
. Time(seconds) 3.70 671.56 33.13 411.27 119.08
NIST's 5789.16
Python Memory(MB) 103.86 8.00 7.70 (5.65 GB) 65.48
Time(seconds) 2.72 307.70 0.18 88.92 21.63
Converted 2549 20
C++ Memory(MB) 103.57 103.83 7.69 (2.50GB) 127.01
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Table 2. Prediction function with the prediction
length

Table Prediction functions with the
Head prediction length
C . most most most most
Prediction
function Comm | Comm | Comm | Comm
on(1] on(2) on(3] | onl(4]
Prediction | ¢4 255 1023 | 4095
length

Pseudo-code of the mostCommon(i]
Step.1. Input sequence X = {x(1], ..., x(w(j))
Step 2. if number of modes in X =1

return (the mode in X)
else
return (the lastest same value
among the modies in X)

Fig. 2. The pseudo-code of the mostCommon/i]

322 NISTS| MultiMCW & P

CH ZE

2|5

o

7H

rok
S

MultiMCW<e] mostCommon(jl& NEH2=2 2+
= jHA 3% =zZodelE Sub predict(jzt & o,

MultiMCW &xe]|Zel 8% odake] diiig
Sub_predict(jJelA A’} Sub predict(=
Table 3°ll #AAIg 5 7§ WH-3he= ?’“EE}

B mdolAe MultiMCW <xe]&s 43}
ow, BAME wlEe R IA F /A9 -Lﬁﬁ}‘ Ll
o2 dyE|EE AFAskdnh A A W 2]

u:i i&

],
of AA=EE & =37]o] ule} 7|2 Counter &

22 ok wldg Bsla o] F swler dwyE
= ZfAE AT Aotk F WA whe
403 dibs A28 WY e XSS
Zoltk, 71 MultiMCW$] Python ;":01] ALg-5l
HNIgHs el et S Fete 3o A
- Counter FHAE o]&3l=d|, oju =2 ?}f_ A4k

olnfe] odate]l Agxlrt.
§hd, Python wide] 79 fels, wAkd &
w7 e thkst el (type)o] 91
oAtk oleh mbi = C++ wide] 729
81 FhE wkE S gl ol wEh 1 ol
rels Akl ojsf  aAgEofol gt}
Python® o8& 542 Fdo] HAelole =35
FARE Al A HA wah 3Eo] efe} o]zt
TAE de AREE duEEe C++ =
T3k Ao] aspHolrt. o
V7ol A A gkt

NIST®  MultiMCW  Python  FEellA]
counters(jl= Counter F¥2Z s¥sl ZE 3}
of H&H= less Asom ARs= 7lsS Z
=t FHa QERI 34 27)e] A" xE F7]
ol 93 counters(jlol $H=E= F& Fholl A A
9 = aAE CdF Fol F8] A7]E 8-bit
= Z]“éf?}‘ii‘“/}?_, counters(jJ= 77} 256(=2°)
& olet o]Hd Aee e7F w4
43}l 7]€ Counter =2 %3
% counters(jle xAE Holo| w widz WA
g 4 glen 7]E MultiMCWellA AR

Counter Z#~2] 7152 Zasl/ 33 4 9ok

° L

ot

R

FN

Table 3. The Internal functions of Sub_predict(j)

Internal functions of Sub_predict(j)

Counter(value)

Counter.subtract(value)

Counter.update(value)

Counter.most_common() (0] (1]

mostCommon (tuple, value)
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subtract(counters, value)

counters(j)(value] -= 1;

update(counters, value)

counters(j)(value) += 1:

Fig. 4. The proposed subtract and update code
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Counter.most_common (self,n=Non)

Counter.subtract(*args, **kwds)

self, *args = args
iterable = args(0) if args(0) if args else None
if iterable is not None:
self_get = self.get
if instance(iterable, Mapping):
for elem, count in iterable,items():
selflelem) =self _get(elem,0)-count
else:
for elem in iterable:
selflelem) = self get(elem,0)-1
if kwds:
self.subtract (kwtd)

if n is None:
return sorted(self.items(), key=_itemgetter(1),
reverse=True)
return _heapg.nlargest(n,self.items() key=_item
getter(1))

Fig. 5. The most_common code of Counter class

most_common (counters,k)

maxcount = 0:
for t in rage(k){
if counters(t) ) maxcount
maxcount = counters(t):

}

return maxcount:

Fig. 3. The subtract code of Counter Class

Fig. 6. The proposed most_ common code
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mostCommon (S, counters)

maxcount = most_common(counters k);
for(int i=len(S) - 1; i >=0; i—)
if counters(i) ==maxcount
return i;

Fig. 8. The proposed mostCommon code

Sub_predict(j]

counters(jl(S(i-W(j)-2]-=1:
counters(jJ(S(i-2)+=1;
sub_predict(j) = mostCommon (counters(j),S k)

mostCommon (S, counters)

maxcount = counters.most_common() (0] (1)
maxsymb = None
latindex = len(S)
revers=S[::-1]
for s in set(S):
if(counters(s)==maxcount)and(reverse.index
(s){lastindex):
lastindex = reverse.index(s)
maxsymb = s
return maxsymb

Fig. 7. The mostCommon code of Counter class

Fig. 9. The proposed Sub_predict(j) code
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The MultiMMC Python code’s record process

if M(d-1).get(tuple(S(i-d-2:i-2]).0

M(d-1) (tuple(S(i-d-2:i- 2])] C (
M(d-1) (tuple(S(i-d-2:i-2))](S(i-2]) +=1
Fig. 10. The process to record tuples,

corresponding samples and the observation
frequency of the samples in MultiMMC Python
code
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Fig. 11. The memory example of M(2) and M(3)
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tree

unsigned char value:
unsigned int count = 1:
tree* branch_next = NULL:
tree* branch_up = NULL:

Fig. 12. The structure of a tree node
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update_tree(root, S, d)

tree® pointer:
if (root(S(0)).branch_up == NULL) {
root(S(0)).branch_up=pointer=new tree;
pointer-)value = S(1]:
return 1;
}
pointer = root(S(0)]).branch_up:
for inti =1:1<¢d:i++) {
while (pointer-)value!= S[i))
pointer = pointer-)branch_next:
if (pointer-)branch_up == NULL) {
pointer = pointer-)branch_up = new tree:
pointer-)value = S(i+1):
return 1;
}
pointer = pointer-)branch_up:
}
while (pointer-)value != S(d))
if (pointer-Ybranch_next == NULL) {

pointer = pointer-)branch_next = new
tree:

pointer-)value = S(d}:

return 1;

}

else

pointer = pointer-)branch_next:
pointer-)count+ +:
return 1;

Fig. 13. The proposed process to update the
markov model of length d

predict (M, S)
if M(d-1]).get(tuple(S(i-d-1:i-1)), None) != No
ne:
for y in sorted(M(d-1])(tuple(S(i-d-1:i-1))].ke
ys()):
if M(d-1)(tuple(S(i-d-1:i-1))){y) >= MI(d-1)
(tuple(S(i-d-1:i-1))) (ymax):
ymax =y
if M(d-1])(tuple(S(i-d-1:i-1))])(ymax] ) 0:
subpredict(d-1] = ymax
else:
subpredict(d-1) = None

Fig. 14. The existing process to decide predict
value
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sub_predict (root, S, d)

tree® pointer:
if (root(Samples(0)]).branch_up == NULL)
return -1
pointer = root(Samples(0)).branch_up:
for (int i = 1: i ( length: i++) {
while (pointer-)value != Samples(i])
pointer = pointer-)branch_next:
if (pointer-)branch up == NULL)
return -1
pointer = pointer-)branch_up:
}
unsigned char ymax = 0:
int ycount = 0:
while (pointer != NULL) {
if (ycount ¢ pointer->count) f{
ymax = pointer-)value:
ycount = pointer-)count:
}
else if ((ycount == pointer-)count) &&
(ymax ¢ pointer-yvalue)) {
ymax = pointer-)value;
}
pointer = pointer-)branch_next:
}

return ymax:

Fig. 15. The proposed process to decide the
predict value

record(D, S)
k = tuple(S(i-j-2:i-2))
if k not in D and dictionarySize { maxDictiona
rySize:
D(k) = dict()
dictionarySize = dictionarySize + 1
if k in D:
D(k](S(i-2]) = D(k].get(S(i-2), 0) + 1

Fig. 16. The process to record in LZ78Y

predict(D, S)

for vy in sorted(D(prev].keys() . reverse=True):
if D(prev])(y) > maxcount:
predict = y

maxcount = D(prev)(y)

Fig. 17. The process to decide predict value in
LZ78Y
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ini_tree LZ78Y, update tree LZ78Y+ A<kt

MultiMMC C++ ZE9 update tree®t A3}
A FEEU9em  predict LZ78YE  AQHR
MultiMMC C++ Zx=9| subpredictet +AFsHI
T et

LZ78Y entropy estimator C+ + code
for (int d = 15: d >)= 0: d—)
if (dictionarySize ¢ maxDictionarySize) {
if (ini_tree_LZ78Y(root, pDataset + i - 1 -
d, d. k)
dictionarySize+ +:
}

else
update_tree LZ78Y(root, pDataset + i - 1
-d, d, k)
for (int d = 15: d >= 0: d—)

predict(1) = predict_LZ78Y (root, pDataset +
i-d, d, predict, k):

Fig. 18. The proposed process to record and to
predict in LZ78Y
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Table 4. Experimental environment

Computing environment
Processor inter(R) Core(TM) i7-6700
CPU 3.40 GHz
RAM 8.0 GB
(O] Windows 10 / 64-bit
Using Python 3.6 32-bit
Program Visual Studio 2015 C++
Input data
Length of 8-bit
samples
Number of -
1 million samples
samples
Number of experiment
Over 10 times
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Table 5. Running times and memory usage of proposed estimators in non-lID Track

Estimator MCV Collision Markov Compression t-Tuple
Python Time(seconds) 0.04 0.45 1.44 27.59 0.42
Y Memory(MB) 0.21 3.19 0.06 32.16 5.14
Converted Time(seconds) 0.001 0.008 0.002 2.27 0.55
C++ Memory(MB) 0.02 3.81 1.08 22.93 5.7
Proposed Time(seconds) 0.001 0.008 0.002 2.27 0.55
C++ Memory(MB) 0.02 3.81 1.08 22.93 7.63
Estimator LRS MultiMCW Lag MultiMMC LZ78Y
Time(seconds) 3.70 671.56 33.13 411.27 86.01
Python 5789.16
Memory(MB) 119.30 8.00 7.70 (5.65 GB) 25.04
Time(seconds) 2.72 307.70 0.18 88.92 21.63
Converted 2549 20
C++ Memory(MB) 103.57 103.83 7.69 (2.50 GB) 127.01
Proposed Time(seconds) 2.72 0.90 0.18 73.23 8.18
C++ Memory(VB) 7.65 3.88 7.69 442.01 137.07
2E FA4Yel dgt Python FZ=, we w3 go 2 Fongt A7E Bord e duyse
Ct++ 2=, Atshs C++ 2= 27t digt 75 =2 783 MultiMCW C++ 222 A5 7|&
Az owme] AgEF 24 AlY Z3E Table 50 NIST Z=2] 700 uj oA &= AS Bt}
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Table 6. The comparison result for Python and
C++ code using the proposed method

Python C++
. Propo-
Algorithm NIST sed Proposed
Time 1 67156 | 136.36 0.90
(seconds)
Speed 1 4.92 746.17
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Table 7. The comparison results for time and
memory usage of existing code, converted C++
code and proposed C++ code for MultiMMC

Python C++
Algorithm NIST Converted | Proposed
Time 411.27 88.92 72.23
(seconds)
Memory
(GB) 5.65 2.50 0.43
44 1% L.Z78Y C++ IE A Zn

NIST®] LZ78Y #A4%<e] Python Z=+= 9F 65
MB9| wlR2|7} A=Y, Fell= oF 120 29 A
A R ]5— LZ78Y Python ZE=+&
65,536 M= AgEl TE A8 APAH AR A
Astel, AAE dele7t We wf el &3A <l
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Table 8. The comparison result for existing
python code, simple converted C++ code and
proposed C++ code of LZ78Y

Python C++
Algorithm NIST Converted | Proposed
Time 86.01 21.63 8.31
(seconds)
Memory
(GB) 65.48 127.01 137.07
Table 9. The methods of the high-speed

implementation or memory reduction of entropy
estimator in non-1ID track

Method of high-speed
implementation or memory
reduction

Estimator

To fix the parameters according
to the setting of the sample size
and to improvement of existing
code

MultiMCW

MultiMMC
LZ78Y

To rebuild the markov model
with the proposed tree structure

To rebuild dictionary structure

Lz78Y with the proposed tree structure

qs F3l Hels

sholslgith(Table 8). ©]2dr Axe
LZ78Y9] 7153} 2E 49 Na7t i%l °-‘71
wolth Ad sAg zgsle =] PR 3%
7155 dlole] =r]e} nlHsHA A 257} on
Elc}, olEgt Ex] x| EA o& LZT8YelA
MultiMMC Xt} &% 2o Fapdael At
alg = 9glr}.

ofof;ﬂél‘

mlo rlr

71% Python ZE=%& C
T}, Yol C++2E= ke Wd Fom A
dHdez  FF AZ] 7l MultiMCW,
MultiMMC, LZ78Y¢] A% 7€ daeEs 4
sto] 148} 7 84F AAEGer, 53] TF
Al vlze] A4S dog)lE MultiMMCel dlsix+
wze] 7=k 7 ﬂ"“ﬂﬂ A AE A 'PﬂD}
b Al g a5
o H Table 99]' 71:1'
MultiMCWE C++ ZE=2o| A Agsles &
T22E AFASRSH, MultiMMOE Hlole] A
% 72% 2ol PR ATgeel ve) Agae
A3 ). =8k, LZ78Y+ MultiMMCe}
A O R doll 44 FaE EP] PR AT
Asle] & S5 =9l

Ao Aokshe whe]l H4H C++ =9
= 5 A7 oF 88 27 7]E NISTe Z= ty]
of 14 wie] &xr A=l on, wwe] ARgER>
440 MBZ °]+= 712 NIST Z= djy] wjxe] A
gfo] oF 1/13%2 #askach.

2 =] Adbe ohekg A 55% JER) 4
2o & abEAQl Hrhs oo
w LR 2§ Pl TRol
th olo] & wime] A9 slZ= RAM 8 GB
olal AFH AR o] HPsebl Hol i
2 A 4L 7 AFASAA Egol B AL
2 7]t

B eRdAE vheel T oA FAE A5
A2 G2t AMZ Lempel-Ziv &
< E¥ LZ78Y ¥ MultiMMCel ot

al
3



38 NIST SP 800-90B¢] 24 AEZ3] 34 due|Fel o

3
)

ar

b

T 2 adAl e AR 7y

243} 715432 eRRlslE Aolh. SP 800-90BelA
AHsE LZ78YE 5 ¢aE]E<l Lempel-Zive}
Al AR HA dE=RS] Aot}
Lempel-Ziv ¢3g]&- o|u] UNIX 3 gfZo}
GIF olvlA| FellA ¥ 2ol= §&F wWier o
oFgk HAsH FH At EXgc). ol gk ®
s Fd LZI8Y ¥ daEE: A Al
MultiMMCel| =gt 714 Aol 7fsd A=
A=

=4, Ak wys A8% SP 800-90BY
Cython(12) Z= Fdle] glr}. & SP 800-90B
= 7 WA =g ZE gAZ NIST= (614 =4l
2dE o] 83 Ze|dE] JERI FHYHE dulo]E
A Algre g odg3stelar, Pythonels thekat Al
g Zeodle] FaEo] gl7] wiste] NISTelA
SP 800-90BE Pythonoz Fdalgdvte A=
o} SAE EtellA odgat A ZFo] Pythonell A
At e dERY F4 FA o9 58

Faalr] ool g el AgebA] gt Wb
[e)

Cython o1& o]4g 78 W& 5 A+ A
2 971t} Cythonelg 7]& Python o1& 7]ut

° 3 dlolg] e}l C++3} o] x| As}e] Lz
S ZgFHoE FHY F RF w5zl Z2
" e]Z C++o b 453 71& Pythond
7HsA, Wdigh glo]Befe]E o] 43t 4% 7 59
e 2= Jlo® defA 9lrh. Cythong o] 43
Alokgl whlow SP 800-90BE FdE A$ 7|E
°] Python®| A7 % wilejd=}e] s3h4
2 2R 7R 7P Ak wd g e
2 SP 800-90B C++ FZo] 77} A5S 9
AL Aew A7k},

LA

> o o

References
(1) E. Barker and J. Kelsey, "Recomme-
ndation for Random Bit Generator
(RBG) Constructions’, (Second Draft)

NIST SP 800-90C, Apr. 2016.
(2) E. Barker and J. Kelsey, “Recomme-
ndation for

Random Number

Generation Using Deterministic Random

(12]

Bit Generators’, NIST SP 800-90A
Revision 1, Jun. 2015.

M.S. Turan, E. Barker, J. Kelsey,
KA. McKay, M.L. Baish, and
M.Boyle, “Recommendation for the

Entropy Sources Used for Random Bit
Generation’, (Second Draft) NIST SP
800-90B, Jan. 2016.

NIST, SP 800-90B_EntropyAssessment,
https://github.com/usnistgov/SP800-90B_
EntropyAssessment, accessed Dec. 2017.
H.C. Shin, S.J. Woo and D.J, Choi,

Python3.2 programming, 3rd Ed.,
Wikibook, Jun. 2015.

J. Kelsey, K.A. McKay, and M.S.
Turan, “Predictive Models for

Min-Entropy Estimation” International
Workshop on Cryptographic Hardware
and Embedded Systems - CHES 2015,
pp. 373-392, Sep. 2015.

issues #31 @ noniid_main.py Memory leak?,
https://github.com/usnistgov/SP800-90B_E
ntropyAssessment/issues/31, accessed Dec.
2017.

A speed comparison test of C, Julia,
Python, Numba, and Cython LUFactorization,
https://www.ibm.com/developerworks/c
ommunity/blogs/jfp/entry/A_Compariso
n_Of_C_Julia_Python_Numba_Cython_Sc
ipy_and_BLAS_on_LU_Factorization?lan
g=en, accessed Dec. 2017.
PerformancePython that is an article of sci
py.org, http://scipy.github.io/old-wiki/pages
/PerformancePython, accessed Dec. 2017.
E. Barker and J. Kelsey, "Recomme-
ndation for the Entropy Sources Used
for Random Bit Generation”, (First
Draft) NIST SP 800-90B, Aug. 2012.
Information of TrueRNG2, http://ubld.
it/products/truerng-hardware-random-
number-generator/, accessed Dec. 2017.
Cython homepage, http://cython.org/,
accessed Dec. 2017.



AR H 5 3}s] =4 (2018, 2)

39

(M X274

71 9 ¥ (Wontae Kim) #A39

20174 24 Fwloisty S8} i}

2017 24~ Swidign dutdlek] S5 Hu kst Al
(T G4 4 2 Hrh ARRe T2 F diAY] gE 24

9 4 A (Yongjin Yeom) 4134

19914 294 Agdgta stz st

1994 249 Agoistal 43k} A}

19994 29: A&dsta 53tz upal

20004 49¥~20129 29: ETRI ¥AAT4 Add+d4/94
20064 12€9~20074 12%: Columbia wHEtxl vkt 44
2012 3Y~&A: Flhstal HHH s pska Y

Aol dETE W B4, nekay 7}

7 A (Ju-Sung Kang) $413]4

19894 24 aeidigta gt &hat

19914 29 wedigw dutdishd $8ta AA}

19969 29 wdistw dubvjshyl =gk} whap

19979 ~2004: g=AzEAIATE AddT+d/24

20013 ~20024, 20104: #7]o Fwldst COSIC W+ A+
2004~ St A H wekeks 48k} w

2013 ~&A): FFRlgista BK21+ vg] Z§AR Rl alzlopAgalelnt wg
(FAI R0 otFo]l2 AHuHeE TREF obdA B4 g 7}



