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ABSTRACT

In this paper, we explain a method of appproximating the differentials probability using a SAT solver. It is possible to
increase the probability by constructing the differential characteristic which already known to differentials with a SAT solver.
We apply our method to SPECK32 and SPECK48. As a result, we introduced a SPECK32’s 10-round differentials with a
probability of 2733 and SPECK48’s 12-round differentials with probability of 27468 Both differentials are new and
longer round and higher probability than previous ones. Using the differentials presented in this paper, we improved attacks
of SPECK32/64 to 15 round, SPECK48/72 to 16 round, SPECK48/96 to 17 round, which attack 1 more rounds of previous
works.
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Table 1. Comparison of our differentials of SPECK32,48 with previous works.

I ECE T B ER
A} 4gele 2 erel g

Variant Rounds Attacked/ Time ' Data ' Memory Reference
Total Rounds Complexity | Complexity | Complexity
14/22 263 2% 2% (14)
SPECK32/64 14/22 90247 23047 222 (8)
15/22 03-39 23139 922 This paper
14/22 2% 2! 2% (14)
SPECK48/72 15/22 0931 21531 222 (8)
16/22 2718 2478 222 This paper
15/23 2% ot 222 (14)
SPECK48/96 16/23 29331 21531 222 (8)
17/23 2958 2178 2% This paper
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Algorithm 1. Calculation for Differentials of Differential Characteristic

Input:
A, Input difference
A, - Output difference
r: The number of rounds you want to find
p: —log,(Input Probability)
Nt The number of times for differentials construction
Output:
Approximation probability of r-round differentials with (4,,.4,,,)
1. // Calculate the approximate probability of differentials
2. procedure calculate_differentials(A,, A, r. p) do
3. diffs_prob = 0
4. for i€{0,1,---,N} do
5. create a model M for r-round differential characteristic. // Sec 3.1
6 add a constraints to model M with probability 2777, // Sec 3.2
7 Solve the model using SAT solver
8 diffs_prob = diffs_prob + Y (probability of all solutions)
9

return diffs_prob
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Table 2. SPECK32's 10-round Differentials with
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POSS solut(i)ons Eposs Time
2% 1 273 5s
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938 23 93348 8s
o3 45 o= 3351 10s
240 115 93315 11s
o4 188 93345 11s

o 4 268 93393 18s
o4 465 g 3414 20s
o4 624 93471 26s
I 909 93517 43s
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o4 2,113 973595 1m 1s
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275 258,883 93702 13h 40m
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