Journal of Digital Convergence ISSN 1738-1916
Vol. 16. No. 1, pp. 271-279, 2018 https://doi.org/10.14400/JDC.2018.16.1.271

MHT 7HF "= Q1= 7|&9] dA4swF /)4
A<
So)sti 4R R 5 5

Network Overhead Improvement for MHT-based Content
Authentication Scheme

KIM DAEYOUB

Dept. of Information Security, Suwon Univ.

E
= 8% g3le] VESFol FAld thge iE%OH Q’SH ﬂﬂQE% %74]5101,
2} Zel= w2 A 2~FH W E TS e} dagle] AHHoR FH=E wxd
A, AFEATE A 2= A 2/ 4= 7] Wi
E3) gkl 7o) 715 ades BA m5/5AES 0] 43 Y EYY
=

of BA A % oMol Zalx WAL 3
71%9) A%, 2= AF 7%l WA Basth B =RAAE CON 488 2Hx A% 71491 MHT 7)) 28
A% AWe & % BAE Ase] AEFS AT & dE YA Adsta, 71E

FA|o] @ P2P, CDN, CCN, dlo]g] ¢1%, MHT

Abstract Various technologies have been developed to more efficiently share content such as P2P and CDN.
These technologies take a common approach that request packets are responded by distributed network nodes,
not by a single distributor. Such approaches not only resolve network congestion around content distributors,
but also make it possible to distribute content regardless of the system and network status of content
distributors. However, when receiving content from distributed nodes/hosts, not from authenticated distributors,
users cannot practically identify which node/host sent content to them. Due to this characteristic, various
hacking caused by the malicious modification of content is possible. Therefore, to make such approaches more
secure, a content authentication technique is required. In this paper, we propose a improved operation of MHT
used in CCN for authenticating distributed content. Then we evaluate the proposed method by comparing its
performance with the existing technology.
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segments for content

© witnesses for segment S[6]

® a node on an authentication path for segment S[6]

[Fig. 1] MHT—based Content Authentication
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<Table 1> The duplicated transmission of MHT
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[Fig. 2] Improved MHT—based Authentication Process

<Table 2> Authentication Level Calculation

Inout: Segment Number (sn)
Outout: Authentication Level (level)
SET mask = 1
FOR level :==0 o n—1 :
IF (i & mask) is not zero THEN
STOP this routine
FELSE
SET mask = mask << 1
END_IF
END_FOR
OUTPUT level;
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<Table 3> Segments Authentication Pseudo Code

nout: datali], 0 <i<2"—1

Qutout: Authentication Result

FOR segment number i =0 to 2" —1 :
RECEIVE datali;
SET level := Authentication Level for i;

SET C, = data[z'].w[j] N
END _FOR
Fi=0 THEN
SET Gy, —q) = datalil.wln—1] ;
END_IF
5[0] := datali].seg, Ji-th segment
FOR 7:=0 to level :
CALCULATE h = H(C,;, s[j]).
SET s []+ 1]:=h,
IF j = level THEN
IF level = n—1 AND i=0 THEN
VERIFY sign USING h;
IF stgn is valid THEN
SET G,y i=h
ELSE
REPORT error;
STOP;
END_IF
FILSE
IF C:/[Z€U€I+1] =h THEN
SET C, o] = H(datali)-seqg)
ELSE
REPORT an error
END _IF
END _IF
FOR k=0 fo level:
SET Gy = skl
END FOR
END_IF
END _FOR
END_FOR

FOR witness number k:=0 fo level —1:
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<Table 4> Data Generation Pseudo Code

lnout: V,, prik, and
seglil and w[k], 0 <i<2"—1,0<k<n-—1

Output: datali], 0 <i<2"—1

SET data[O].seg = seg[O];
FOR k=0 fon—1:

SET datal0].wlk] := w, [k,
END _FOR
SET data[O].sign = E})”K( VO),‘

FOR segment number i:=1 to 2" —1 -
SET data[i].seg = seg[i] N
IF 1 js EVEN THEN
SET level =Authentication Level for i,
FOR k=0 fo level —1 :
datali].wlk] := w; k],
END_FOR
END_IF
END_FOR
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