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Outlier Detection By Clustering-Based Ensemble Model Construction
Cheong Hee Park’ - Taegong Kim™ - Jil Kim™ - Semok Choi™ - Gyeong-Hoon Lee™

ABSTRACT

Outlier detection means to detect data samples that deviate significantly from the distribution of normal data. Most outlier detection
methods calculate an outlier score that indicates the extent to which a data sample is out of normal state and determine it to be an
outlier when its outlier score is above a given threshold. However, since the range of an outlier score is different for each data and the
outliers exist at a smaller ratio than the normal data, it is very difficult to determine the threshold value for an outlier score. Further, in
an actual situation, it is not easy to acquire data including a sufficient amount of outliers available for learning. In this paper, we propose
a clustering-based outlier detection method by constructing a model representing a normal data region using only normal data and
performing binary classification of outliers and normal data for new data samples. Then, by dividing the given normal data into chunks,
and constructing a clustering model for each chunk, we expand it to the ensemble method combining the decision by the models and
apply it to the streaming data with dynamic changes. Experimental results using real data and artificial data show high performance of
the proposed method.

Keywords : Streaming Data, Ensemble Method, Outlier Detection, K-Means Clustering
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Fig. 1. An lllustration of a Clustering-Based Ensemble Method for Outlier Detection

Input:
X: a set of normal data samples
Z: a set of test data samples
t: the number of ensemble members
k: the number of clusters for k-means clustering
c: the maximum size of clusters to be deleted

l
l

Perform k-means clustering for each chunk
and save the center and radius of each cluster

|

Delete clusters smaller than or equal to ¢

Divide X to t chunks

Predict a test data sample to an outlier
when it is outside the closest cluster in each
clustering model

Fig. 2. The Process of a Clustering-Based
Ensemble Method for Outlier Detection
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Fig. 3. An lllustration of Clustering-Based Ensemble Method for Outlier Detection on Streaming Data
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Table 1. The Description of Data Sets
Data no. of attributes no. of data samples no. of outliers outlier ratio
Creditcard 28 284,807 492 0.17%
KDD 3 567,498 2,211 0.39%
(Gaussian 1 27,500 2,500 9%
RBFevents 5 100,000 10,201 10.2%
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Table 2. Performance Comparison by Precision(P), Recall(R), and F1-measure of the Compared Methods
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one—class SVM 0.896 0.996 0.943 0.122 0.831 0.212 0.651 0.93 0.765 0.9927 | 0.8004 | 0.8863
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Table 3. Performance Comparison of the Ensemble Outlier Detection Method Using RBFevents__drift and RBFevents__no__drift Data

method precision recall F1-measure
RBFevents_drift ensemble update 0.8572 0.999 0.9224
no update 0.1733 0.998 0.2948
RBFevents_no_drift ensemble update 0.9994 0.9998 0.999
no update 0.9993 0.9953 0.9973
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Fig. 5. The Effects of Window Size in the Ensemble Outlier Detection Method
Using RBFevents__drift and RBFevents__no__drift data
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