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File Sharing Algorithm based Mutual Cooperation using Smart Device
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Abstract With the development of information and communication technology, we have been able to access and
manage documents containing corporate information anytime and anywhere using smart devices. As the work
environment changes to smart work, the scope of information distribution is expanded, and more efforts are needed
to manage security. This paper proposes a file sharing system that enables users who have smart devices to manage
and share files through mutual cooperation. Proposed file sharing system, the user can add a partner to share files
with each other when uploading files kept by spliting the part of the file and the other uses an algorithm to store
on the server. After converting the file to be uploaded to base64, it splits it into encrypted files among users, and
then transmits it to the server when it wants to share. It is easy to manage and control files using dedicated
application to view files and has high security. Using the system developed with proposed algorithm, it is possible
to build a system with high efficiency even for SMEs(small and medium-sized enterprises) that can not pay much
money for security.
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Table 1. Javascript API by Cordova

API Description
Read measurement value of 3-axis acceleration se
Accelerometer ) ,
nsor (motion sensor) of device
Camera Capture photos using device camera
Capture Capture media files using the device's media captur
P e function
Cmpass Read direction information of device
. Check device network status and read network infor
Connection )
mation
Contact Can work with device's contact list database
) Device—specific information such as device name, p
Device »
latform, version, etc
JavaScript can detect events that occur on the devi
Events
ce
File Javascript can use the device's file system
Geolocation |Read device's current location information
Media Ability to play and record audio files on the device
Notification  |Device notification function is available
Storage The device's database is available
Cordovaol Al A|Ysk=  ZAWEFL Android, i0S,
BlackBerry, 9%, Tyzen T°| 3low ZHEd u}
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Table 2. USERS table scheme

Field Type Etc
PRIMARY KEY
id INTEGER AUTO INCREMENT

NOT NULL
first_name VARCHAR(255) NOT NULL
last_name VARCHAR(255) NOT NULL
email VARCHAR(255) NOT NULL
password LONGTEXT NOT NULL
created DATETIME NOT NULL
updated DATETIME NOT NULL

Table 2 AH84 ABE AR Holt 725 1}
Eple), Ho] 2 USERSZ asith, 749 Heue 4

T-EAZ ARREE id, o] 29 first_name, last_name,

e

Zo] A5+ email, password, FCM A ]2 o] &0 A}

5=

fem_token

ez TEEn
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Table 3. IMAGES table scheme

Field Type Etc
PRIMARY KEY
id INTEGER AUTO INCREMENT
NOT NULL
, FOREIGN KEY(USERS.id)
user_id INTEGER NOT NULL
title VARCHAR(255) NOT NULL
image LONGTEXT NOT NULL
created DATETIME NOT NULL
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Table 4. RESULTS table scheme

Field Type Etc
PRIMARY KEY
id INTEGER AUTO INCREMENT

NOT NULL

. FOREIGN KEY(USERS.id)
from_user_id INTEGER NOT NULL

, FOREIGN KEY(USERS.id)
to_user_id INTEGER NOT NULL
created DATETIME NOT NULL
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Fig. 4. User registration screen
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Bluetooth is a wireless technology standard for
exchanging data over short distances (using short-
wavelength UHF radio waves in the ISM band from
2.4 10 2.485 GHz) from fixed and mobile devices, and
building personal area networks (PANS). Invented by
telecom vendor Ericsson in 1994, it was originally
conceived as a wireless alternative to RS-232 data
cables. It can connect up to seven devices,
overcoming problems that older technologies had
when attempting to connect to each other

Bluetooth is managed by the Bluetooth Special
Interest Group (SIG), which has more than 30,000
member companies in the areas of

Fig. 7. File upload screen and notification screen
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Evaluation Proposed Other
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