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Abstract

Textual passwords are widely used for accessing online accounts. Despite the problems of current textual passwords,

research has shown that there is no other strong alternatives for a textual password due to its simplicity. There has

been significant research to make passwords more secure and usable through password composition policies, password

managers, password meters, and multi-factor authentications. In this paper, we focus on several key research that inves-

tigates and analyzes widely used password composition policies, and summarize the latest research which aims to im-

prove current password composition policies.

I . Introduction

A textual password is a composed of characters,
symbols, or numbers for authenticating user’s identity
for various online accounts and systems. Due to its
simplicity, a textual password has been widely
adopted for many systems. However, attacks on
textual passwords such as stealing or eavesdropping
have been greatly increased with various online and
offline attacks. Therefore, it is critical for users to
create strong passwords that can be resistant to these
online and offline attacks. In order to help and guide
users to create strong passwords, password
composition policies have been used, which password
policies typically require a minimum number of
characters and/or enforcing the use of special
characters, or uppercase/lowercase letters. The most
popular password policy is a 3class8 policy, which
requires at least 8 characters and minimum 3
character classes (lowercase letters, uppercase letters,

digits, and special characters). The 3class8 policy has

been widely adopted by many websites to strength

user-created passwords. However, several
research[1-3] has shown that current password
composition policies are not effective in improving
strength and memorability.

In this paper, we summarize results from several
research investigating problems with current password
composition policies, and present the latest research
for addressing and improving current password
composition policies.

The paper is organized in the following way: In
Section II, we describe the research shows the
problems with current password composition policies.
In Section III, we present the latest research that
attempts to address and improve current password
composition policies. We discuss about the different
proposed approaches in Section IV, Lastly, we end

this paper with our conclusion in Section V.
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II. Problems with Current Password

Composition Policies

Currently, there are several problems with
password composition policies.

Inconsistency: One of the major problems with
password composition policies is that they are
inconsistent across different websites. Some websites
enforce 3class8 policy, while others only require
2class8 policy. Even worse, using the same 3class8
policies, some websites only accept certain subsets of
special characters and do not accept certain characters
(e.g. “%”), while others accept all special characters.
Therefore, when users create passwords for websites,
different policies can cause users’ frustration, and
confusion. This can potentially lead users to bad
practices such as writing passwords down. Also,
different policies result in different password strength.
It is clear that typically website administrators are not
fully consider, understand, and control the impacts of
different policies with their resulting strength and
usability.

However, there is a possible advantage of having
different password composition  policies  for
preventing password reuse. For example, each website
enforces its own password composition policy. Then,
users are forced to create different passwords.
However, as shown in Ur et al[3], users make
predictable changes from their one password to
another password. Hence, the benefit of having
different password composition policies is easy to
achieve.

Also, some researchers advocate[1] that password
policies should be context-aware, meaning websites
require stronger strength such as banks need to have
more stringent policies than websites do not such as
social networking sites. However, currently,
multi-factor authentications have become more
popular methods to achieve different levels of
security than multi-password-composition polices.

High Burden leads to Bad Practice: Furthermore,

Adams and Sasse [1] find that stringent password
composition requirements significantly boost users’
frustration and lead them to write down their
passwords. They find that users are in general
concerned to maintain security. However, they
conclude existing security policies are not flexible to
match users capabilities. As a result, these password
policies can place burdens on users’ side, and can
lower the overall security by writing down or reusing
their passwords. Also, Hanesamgar, et al.[7], also
independently confirm the similar conclusion by
performing the quantitative and qualitative analysis
using users’ real online accounts and their passwords.
They show and validate that asking users to create a
unique password for each account is not a good and
realistic practice. One possible way to reduce users’
burden is to use a password manager, which can
manage and store users’ passwords/credential. With a
password manager, users do not have to worry about
different password policies, as generally users only
need to remember their master password to interact
with a password manager. However, password
managers have not been widely adopted, yet.

Weak and Not Usable: Complex password policy
appears to increase password stronger. However, due
to the recent advancement in password cracking
methods[5], passwords with complex classes (3 or
more classes) with 8 characters can be easily
breakable using statistical guessing[8] or neural
method[5]. For

“Password123” satisfies the 3class8 requirement, but

network-based example,
it is easily crakable. Therefore, unfortunately complex
password policies do not always guarantee strong
password strength today. Shay et. al. [9] compared
eight different password composition policies and
found that a long password with fewer constraints can
be more usable and stronger than a short passwords
with more constraints, which may also lead to unsafe
practices like writing down passwords [10]. Hence,
we observe that complex password policies no longer

correlate to higher security. Futhermore, usability the
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complex policies provide is even worse.

. Approaches to Improve Current Password
Composition Policies

Leveraging Blacklisted Passwords: Due to these
serious problems with current password policies,
NIST [6] in 2017 released the recommended
guideline for a new textual password composition
policy (NIST Special Publication 800-63B). The new
guideline removes requirements for different character
classes but keeps the Ilength requirement. By
removing complex class requirements, it is expected
that users can create new passwords more easily with
more flexibility.

Also, the system is required to check users’
passwords with any previously leaked password or a
password that contains common dictionary words
(blacklisted passwords) as weak. The new guideline
requires password system administrators to perform
more extensive password checking than users do.
Hence, the NIST guideline addresses some of users’
frustrations by shifting more responsibility to
systems. However, Habib et al.[4] conducted a large
scale user study to analyze users’ password creation
behavior in the presence of blacklisted passwords.
They analyzed 2,280 passwords from their user study,
and found that participants who initially tried to use
a blacklisted password ultimately created passwords
with fewer characters, capital letters, digits, and
symbols. In addition, those who reused a blacklisted
password in their final password created passwords
that were significantly easier to guess. Although more
research is required, it appears to be still challenging
that the new guideline cannot completely remove the
problem of password reuse of a user with blacklisted
passwords.

In addition, blacklist check is a simple string
matching. Hence, it is very easy to bypass the check
with slight modifications from the existing blacklisted

passwords. Effectively, measuring and detecting

similarity between users entered passwords and
blacklisted passwords, and how to implement this are
still open-questions.

Password Meters with Feedback: Another way to
improve user’s password choice is to offer real-time
feedback on this choice and, optionally, suggestions
for improvements. Password meters offer real-time
feedback on wuser password strength [11, 12].
Although these feedback may be inconsistent as
shown by many researchers[2, 13, 14], Ur et. al [5]
presents the novel password strength design to
improve users’ password choices with proactive text
feedback. Their data-driven password meter provides
the accurate strength measure and detailed actionable
feedback to users, showing a great promise. However,
their evaluation conditions enforce different password
composition policies at the same time with their
password meters with feedback. For example, they
found that their feedback did not improve password
strength of users with a 3class12 policy. Therefore, it
is unclear whether a password meter helps or the
combined password meter with a password policy
improves strength. The interplay between password
composition policies and password meter with

feedback needs to be better understood.

IV. Discussions

Existing password composition policies have
several shortfalls today. They are not helping users to
create strong passwords, and sometimes passwords
produced under complex password policies are not
usable. In order to address these issues, there is an
on-going effort to improve password strength using
blacklisted passwords. Also, password meters with
textual feedback performed better than other prior
approaches. However, more research is still needed in
this area, as their benefits are not clearly understood
with these approaches. Also, the system overheads,
such as implementation, deployment cost, and

complexity that system administrators have to face,
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are not considered. For example, how frequently does
a system need to update a blacklist, and what is a
size of blacklist (used for a password meter) and how
do we share them? In order to enable a wider
adoption of new approaches, these factors must be

addressed.

V. Conclusion

In this paper, we focus on investigating the

problems with existing password composition
policies, and introduce two latest work in this area to
improve password strength. However, still more
research is needed to better understand the benefits of
the proposed approach, considering usability as well

as practical and deployment issues.
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