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ABSTRACT

Many electronic document files, including Microsoft Office Word (MS Word), have become a major issue in various legal
disputes such as privacy, contract forgery, and trade secret leakage. The internal metadata of OOXML (Office Open XML)
format, which is used since MS Word 2007, stores the unique Revision Identifier (RSID). The RSID is a distinct value
assigned to a corresponding word, sentence, or paragraph that has been created/modified/deleted after a document is saved.
Also, document history, such as addition/correction/deletion of contents or the order of creation, can be tracked using the
RSID. In this paper, we propose a methodology to investigate discrimination between the original document and copy as
well as possible document file leakage by utilizing the changes of the RSID according to the user’s behavior.
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Zrom | “settings.xml” Ao RSIDE] 747t o t}. 3kAIRE “Seoul Gangnam Station 5pm’o]&}
72 ghedo] fEzleleln] g ghalo] ANEulele]r) = dole 7 WAl 397 obd wA Fgje|r)
“Seoul Gangnam Station 5pm’ %<

4.2 EMuio| LI 3 08 ZAt (wipX/wipy <+ EH  (bookmarkStart),
(bookmarkEnd)7} gl&dl, o] mixjutez A/

w43kl W RSIDS} wiel dlofel & o]8-shl ST PRl A Bart dolgle AL Belsgd
Aatdel 2 wAE F4 5 dvh Fig. 59 o} weba] o] B s v utel] 2AE Aol
“Case_Document.docx’ J}"a‘% Aol =AME W = wa s9® AN wel:  “Digital

go] 2AE Aztedolv], W&ut B = 2 A Forensics’ o]t} #lgh el zatslw gl= bl

= o 5 sl of#’t el RSIDE AHSskal A & ¥4 "Digital’e]zh= ®elell= rsidRPro] the
ke A A A 2 oFd ARE G 5 9l Zrem ZAsl=d] o]=. "Digital Forensics2h=
o ol 2 Aakm AR o, “Digital"olﬂ‘r—‘:— Thol

WA, “settings.xml”  #e  rsidRoot7} 2 wlzbo g Fwe 2k 7S oF & 9lth. g
"00B451290]9 ¢] Fte] "document.xml” )2} 3 9o qlgFat AT} 7ol l—/\(-)l A= vp)u 9w
rsidRDefaults} 2toenz MS #=ed A= o T wA Zol “Seoul® A3t “Gangnam

=712 A" TS o 5 ik web 2Hat

- <w:p wirsidRDefault="00B45129” w:rsidR="00DD44C3">
e R v ' ) - cwrs
<w:t>South Korea</w:t> @
</wir>
</w:p>
- <w:p wirsidRDefault="003B1206" w:rsidR="00B45129">
- <wir>
Seou I G a ngn am Statio n 5 p m <w:t xml:space="preserve”>Seoul </w:t> @
</wir>
- <w:r wirsidRPr="003B1206">
<w:t>Gangnam Station 5pm</w:t>®
</wir>
<w:bookmarkStart w:id="0" w:name="_GoBack"/>
<w:bookmarkEnd w:id="0"/>
- <fwip>
- <w:p wirsidRDefault="0052617C" w:rsidR="0052617C">
- <wir wirsidRPr="0084837">

South Korea

Digital Forensics

Pagelof1 Bofdwords [12 B R & - 1 +  100%

[Case_Document.docx]

- <w:rsids>» - <wirPr»

<w:rsidRoot w:val="00B45129" /> <w:color w:val="FF0000" />

<w:rsid wival="00084837"/> </w:rPr>

<wirsid wival="00381206"/> <wit>Digital</wit> (3)

<w:rsid wival="0052617C" /> </wir>

<w:rsid wival="00B45129" /> - <wirs -

<w:rsid wival="00DD44C3”" /> <w:t xml:space="preserve”>Forensics</w:t> (2)
- <fwersids> </wir> B

</w:p>
[settings.xml file] [document.xml file]

Fig. 5. document.xml and settings.xml in Case_Document.docx
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