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Present and Future Technologies of
Satellite Communication Network Security

Jihwan Choi*, Member, Changhee Joo™"
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Satellite communications are vulnerable to malicious eavesdroppers and interceptors due to wide coverage and broadcasting
applications. However, technologies for securing satellite networks have yet to be more articulated beyond high-layer packet
encryption. As attempts for jamming and spoofing attacks spread out, it is extremely critical to invest on the development
of physical layer security solutions. In this paper, we review current technologies for satellite communication network
security both in high and physical layers. We also present recent research results on physical layer security in the fields
of information theory and wireless networks. We suggest a future direction for satellite communication security, including

a cross-layer approach.
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