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Abstract

In this paper, we propose to present a model of cloud security that has emerged as the biggest

topic of cloud computing, replacing the traditional IT environment. While cloud computing is an

extension of existing IT technology, security issues and threats can be applied to traditional security

technologies. However, the biggest difference between a typical computing environment and a cloud

computing environment is a virtualized environment with a hypervisor. Currently, there are many

weaknesses in the virtualized environment, and there are few related security products. In order for

a cloud computing environment to function as a reliable IT environment, we expect more research on

hypervisor-based security technologies, and we expect to secure safer cloud services through a

secure model over the next generation of new—based networks.
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[I. Preliminaries

1. Cloud Security Criteria Setting
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2. Cloud Security Vulnerability

2.1 Virtualization infrastructure
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2.2 Vulnerability of Virtualization infrastructure
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3.Data loss of all user at Server

1.Hypervisor Hacking 2.All 05 control for

of Hacker Hypervisor Managing guest OS
Fig. 1. Hacking of Hypervisor
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2.1 1% ion — Host OS=»Guest OS

T.Malware Infect 3.All Guest QS Infection

& All Virtual Machine Infect

Fig. 2. All guest infection for Malware
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2.3 IT resource sharing and insider threat
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2.4 Unclear security responsibilities and
complexity of policy
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3. Next Generation Network CCN
CCN(Contents Centric Network)< 7]&
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1. Request Contents
m 2. Search Contents
3. Request Contents
4 Respond Contents
3. Store Contentsin C3
D (Contents Store, Cache)
6. Respond Contents
7. Request Contents
3. Search Contentsin C§
D (Contents Store, Cache)
9 Respond Contents

Fig. 3. CCN Protocol Process
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[ll. The Proposed Scheme
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1. Analyzing cloud security measures
1.1 Security measures through integrated
security log collection and analysis
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1.2 Secur ity measures through isolation and
intensive analysis
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1.3 User security measures
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1.4 Secur ity measures with SecaaS
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2. Proposed lIsolated Cloud Security Model
Based on Next Generation Network
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i TcR/P Pﬂ[kﬂvli <Proposed Cloud Platform> El
[ e |
| = - i
| " : Packet contents Verify ] ] i
: CP/IP | I | = ‘ : =I
i users 1 Servers  Servers i:
[ I ssL g I
i IProny SAND BOX : Verify pc,ii'y Hypervicor il
1 | S i
U androidjapple| |1 CCN I B 1
!
i -; Hackers || ::
| ‘ Attack () Knowledge Database L
i ] — Servets Servers :I
! . il
e mmmmm— ——— = — e e o o

Isolated area from outside

Fig. 4. Isolated cloud systems from outside
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Table 1. process content of Ingress packet

List Value

Identification Store with content hash value for requested ID

Method Method Value of request content

Content Real Content

Location Physical Location Info. of Requested content
Operation Service Env. & Process Info. of Content

2.1 Packet Contents Verification
o Fol| A {91 == HF& TCP/IP A7 el = AlXo] A4
o5 WiFe] AuEe] ElolE o] el tigk Auj2t o
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Data: Interest Packet
Result: Content Packet
while ccninterestqueue is not empty do
dequeue ccninteresiqueue;
decompose content name of Interest Packet,
/* Check in the file /WEB-INF/web.xml */ ;
if Serviet request then
parse parameters;
reconstruct content name to ccnuri;
if ccnuri is not in ccnurihashmap then
if first segment then
insert ccnuri into ccurihashmap,
assign processing thread;
write Content Packets to ccncache ;
else
L do nothing;
else

|_ fetch Content Packet in ccncache;,

else
perform cenpush algorithm or discard the
| packet;

Fig. 5. CCN get packet processing algorithm
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2.2 Registry Verification
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AzEge] FaA o,

Define of internal Host Registy
{

DWORD regid; J/ registy 1D
DWORD flags; Jf Flags (read, write, execution etc)
STRING fullpathinfo; J/ Location

STRING otherconnectino;
STRING sveobj

STRING names;

DWORD multiaccess;
DWORD ip_address,
DWORD srenefent
DWORD seclabal;
DWORD updatetime;

J/ connection information (ingress URI)
J/ semice name

// Host name

J/ concurrent access number

|/ server |P address

J/ source network object number

/| object level

J/ object update time

Fig. 6. Host Registry Structure

2.3 Profile Verification

FHoR A 2EDS Pt eshs HolEst 9g
F7HH o 22 AAE st 22 de
7h RAEE FRol nek A Aol o] Wiz of
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e
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N

Define of Server Protection Profile

{
DWORD policyid;
DWORD action;
DWORD reserved;
DWORD flags;
STRING ifn;
STRING obijtype;
STRING srcnet;
STRING dstnet;
STRING svcobyj;
STRING ugroup;
STRING timeobj;
STRING vpnpolicy;
STRING comment;
DWORD limit_Kbps;
DWORD priarity;
DWORD dpilevel;

// Policy 1D

/i pass/denyjencrypt

Jf reserve field

J/ SPD flag

/f interface name

J# object type

// source network - egress NW Info

// destination network - ingress NW Info
/i service object — egress request Info

J/{ user group - egress user info

// time object — service request time Info
/f VPN ploicy

/f Log comments

J/f bandwidth limit

/i Traffic delay priority

Jf DRI level;

// | DLEVEL_CRITICAL, ..., dpilevel )

DWORD timeout; Jftimeout for delay attack

Fig. 7. Profile Structure

2.4 Operation Protocol
oF Aol i A dxjol] wa} Hjzle] FAIE™H CON A
o= Wghsty olwj i

-

Check Host registry and
user right for contents

Initial Request
Msg(R)

Translate to CCN

check contents in cache

Data Transfer Msg :
> Check profile info

tprofile info)

Translate to TCP/1P

Store contents in cache €« Translate to CCN contents transfer

Data Transfer Msg

Translate to TCP/IP

Fig. 8. Operation protocol flow

Receive

contents

IV. Evaluation and Result Analysis

1. Evaluation
2 E=aollA] Agke wels Hrlelr] ) Fig. 99h 22
7oA HAES s,

pil

Attacker
-Kahi Limx

——==0

|~
|

- Ubuntu Limux WEB Server
- Proposed Model - Ubuntu Limux
Chent - Monitoring - Apache-+Tomcat
- Windows 10
Fig. 9. Test Environment.
yWHdow &9AAE LinuxE AFHESFaL CCNol A v £ 3k
CCNxE 4 7Mste] HAEE Hagit], UlF-do] Anel=
I AR]AE H2ESE] $13)] Apache 941H 9} Tomcat= 3|5}

itk FefololEt A AHgAIsh B4 PCE nh Felo]
A A 3 BehAE ol ate] YAIHlo] HTalgla

FAAE Qole] 32 97 Z, Syn B ¥ £ £A9,

2. Result Analysis
2.1 Result
o=l Aol Fig. 103 ol 7IE/AGF T/
DDoS ¥4-& Flood #ZEC] FSiElo] HEHA g% 4
0] /\]ﬂﬂb SA, BE 79 TCP/IP 718k Flood HAES
5 Garbage 2 Junk #|Zl o2 B7/012 k0] Z7} 2pdsl=
7334'5 B}
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Hacker

// (in)vaild HTTF GET Flood  _
w bandwidth HTTP Dos _ _

Inte et Slowleris

DDoS attac| e

TCP Syn/Ack Flood

VSE or SOURCE Attack
Tiing senvers)

Valve source engine query flood
({gaming servers)

Non-standard attacks :
GRE IP flocd

GRE Ethernet flood, DMNS water
torture

New
Cloud
Platform

Cther All-known varied attacks by Fuzzy evoked

Fig. 10. Defense of DDoS

DDoS &2 Woo] 7] 2kt 7]%5 3 policing 7] &3
AR, W ER 0] DDoS F40l% 3 An] 2ol &k

B}A
=]
A B JHE FATE e A 2‘0&% T ST

CCN only

Hackers x

Fig. 11. Unable to communicate directly with TCP/IP in the

internal network

Fig. 113} Zro] U|§- el oM =7} 7hel=|o] &]5-9] 37
o} 1Al BAIS $13] TCP/IPE B41& Almd= A9k &
doj M ojw 3t [PE ¢lom TCP/IPE o|sfdtA] Halug &
Fobo] [ ¢bds] E7bssith & AljF RdloAE 7]EH
o2 CCN ZREFS AHst7] ol dj7e TCP/IP A2
Ao SHskA Feth E 7Y 7 Zsole 7|RA L
2 FoRdo] Qv s 2 9 2 = IS 93] 549
FEEUs0, lIscO), Net(), PO, ICMP(, Ether0),
display(), help(), show(), str(), send(), sr(), report_port(),
srloop(), sniffQ) &)< E&3ta ik wahr] o] 225
A s Ael gk Z29ds n|E] FalEdr] Wil oA
o] 54 AEE SAH R X7 JJrO‘Oﬂfq A/, ol
o FF] AL A HALH HEHNT dd8H o= <
2lete] S-S 84 feth

=)~
g

2.2 Sand Box Verification
AR A4 7]uke) el e wlEjole] 2 sl sjuke] Al B
Flokshs HA7} Joug B =Ro i o2 )4y el M

= AuzslE dold F 3 ¥
)y xd_oﬂ o)z o Aagonn A
% gtk webd Asuag
J7o2 shelel g ol g setai,

oft
%
il
=
_10
) n

DR EED) | @ 22K

= 2w = o2 e
o CAS 052

22 HH: Windows 7 (32-bit)
& azm

21z nzal: siem

AT BENOA3 ZOx3 e 0x3

& YD = HSEE whim faner-v wota
© n2zao
HOe W 48
SFLAIE MM AE ot
HiO® 21X A
@ k-2

SATA
AR CAS OS2l @i G
SATAEE I: [met E305) B2E Sj0le B

& =Oe

ZAE Caj0I: Windows DirectSound
] 158 HD 201

& UE3
GIZIEA 1: Intel PRO/1000 MT Deskiop (NAT)
& uss

2i: OHCI
0 (08 Zeas)

Fig. 12. Oracle Sand Box — VirtualBox

CHEAE
===

Fig. 12+ Oracle UEYAZ CASY d4317]

S Y= Al o A4 shdS el vk 2 =il A]
= CAS uww =B APIE o]8-8ke] 9]3%-9] Oracle Al
srpag) A ol Cuckoo MEHlx BA 729 E3|
Ao R 0“4315% AZT oYd e TREI
CCN& &hgsfo] Zehe-= Alz=wlel 283 75 datA &
Zho-= BokS a3t &= gtk i SR M FEE RS
CCNoz Wash= Bgolr Zel=o] tidt 7%, Metas
a3 9 AF, HEstnat shes el Z2ukd 4R E g
olate] W} Aaust meto] 7hs3dlt) oglak Hlo|EE |47
wko] glolg s ZAste] Al TA L A2 Fgo| 715

V. Conclusions

BB AE 18 ST ASHeIA AT 5
ugte] BAH3} o8 A 7)E9] met Az YA
ek, 71 WAL o8] wakl et BAS 7w
Slow Bolurhe Sk AelA: kel Aulel F417H
el BE AU SuE S drks AP Ael BAge] &
AR, o8 913 Ael A7l RAE Aol AT FAT
A7 2 AulE AE o) Felm The AWE el
2 % gde BARE D k. olel@ SEA A
23] AN Aze Feje) wdol Washth
wep] B Rl AT E



16  Journal of The Korea Society of Computer and Information

=
A% 7129 uolelA] sds B8 B BANES 28
gl Alolgha e

REFERENCES

[1] Ronald L. Krutz 9], “Cloud Security — A Comprehensive
Guide to Secure Cloud Computing”, WILEY, 2010.03

[2] http://news.inews24.com/php/news_view.php?g_serial =
952021&g_menu=020200&rrf=nv, 2016.4.20.

[3] http://www.dt.co.kr/contents.html?article_no=201510 05
02150251753001, 2015.10.05.

[4] http://www3.opengroup.org/getinvolved/workgroups /
cloud computing, Oct. 2012.

[5] Hyang-Jin Lee, “Security Consieration for use of Secure
Cloud Services,” CloudSec 2012, (2012) Mar 13; Seoul,
Korea.

[6] https://cloudsecurityalliance.org/guidance/csaguide.v 3
.0.pdf, Nov. 2011.

[7] https://downloads.cloudsecurityalliance.org/initiatives /
top_threats/Top_Threats_Cloud_Computing_Survey_20
12.pdf, Nov. 2012.

[8] Ju-Young Kim, Jong-Pyo Kim, Kyung-Ho Lee, Hyuk-Jun,
Kim, Yong-Hoi Kim, Chun-Sik Park, “A Guide of Security
Management for Cloud Computing Services,” KISA, 2010

[9] SK. Un, N.S. Jho, Y.H. Kim and D.S. Choi, “Cloud Computing
Security Technology,” Electronics and Telecommunicati
ons Trends. ETRI Vol. 24, No. 4, pp. 79-88. Aug. 2009.

[10] Young-Sang Shin, “Hypervisor-based Security Techn

Cloud

Computing,” The Clouds 2012, (2012) September

24-25; Seoul, Korea.

ology of Virtualization Environment for

[11] Parc Homepage, http://www.parc.com/

[12] 4WARD Homepage, http://www.4ward-project.eu/

[13] PURSUIT Homepage, http://www.fp7-pursuit.eu/

[14] CCN & CCNx Homepage, http://www.ccnx.org/

[15] Hyung-Su Lee, Jae-Pyo Park, Jae-Kyung Park, "A
Network Transport System Using Next Generation CCN
Technology," Journal of The Korea Society of Computer

and Information, Vol. 22, No. 10, pp. 93-100, Oct. 2017.

Authors

Jae-Kyung Park

1994: BS, Department of Computer
Engineering, Dongguk University
1996: MS, Department of Computer
Science, Hongik University

2002: PhD, Department of Computer

Science, Hongik University
Current posmon Professor, Department of Information

Security, Seoul Gangseo Campus, Korea Polytechnics
Areas of interest: Network security, cyber security

Won Joo Lee received the B.S., M.S. and
Ph.D. degrees in Computer Science and
Engineering from Hanyang University,
Korea, in 1989, 1991 and 2004, respectively.
Dr. Lee

] Department of Computer Science at Inha
Technical College, Incheon, Korea, in 2008, where he has

joined the faculty of the

served as the Director of the Department of Computer
Science. He is currently a Professor in the Department of
Computer Science, Inha Technical College. He has also
served as the Vice-president of The Korean Society of
Computer Information and the Editor-in-Chief for the
Journal of The Korean Society of Computer Information. He
is interested in parallel computing, internet and mobile
computing, and cloud computing.

Kang-Ho Lee received the M.S. and Ph.D.
degrees in Electronic Engineering from
Chungang University, Korea, in 1986 and
1991, respectively. Dr. Lee joined the
faculty of the Department of Dept. of
Computer Information Security, Korea
National University of Welfare, Pyeongtaek, Korea, in 2003,
He has also served as the President of The Korean Society
of Computer Information. He is interested in information
security and digital image processing.



