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Abstract IEC 61850 is a standard for power utility automation. Using IEC 61850 that uses ethernet may consume
more costs for the automation than its value in small distribution substations. Thus, less expense and installation
cost are required for the automation of small distribution substations. This study used inexpensive and
easy-to-install IEEE 802.15.4 and implemented a bridge between IEC 61850 and IEEE 802.15.4, using Raspberry Pi
to connect the existing IEC 61850. Using IEEE 1588, IEC 61850 traffic performances were evaluated, such as SV,
GOOSE and MMS. Analyzing IEC 61850 requirements and performance evaluation results, the scope of application
of IEEE 802.15.4 was decided.
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Table 1. IEEE 802.15.4 Frequency Bands and
Modulation Parameters'?

Frequency . Bit Rate Number of
Modulation .
Band (MHz) (kb/s) Radio Channels
8680 - 8686 BPSK 20 1
902 - 928 BPSK 40 10
2400 - 24835 | O-QPSK 250 16
[EEE 8021548 tinfo]z ko] FAl WA
CSMA/CA(Carrier Sense Multiple Access with
Collision Avoidance)& ©]-&3H= Beacon EE

Non-Beacon B=o|t}, 5 RLE Aol o] afo]s=, tynfo] X
£ 149 7184 E4 BAE Aesk= Beacon A
ot} kA Fof] vlolE de £t o whE
& Non-Beacon REolthP B w=Roja= [EEE

802.154¢] Ad X == Non-Beacon BEZ AF&3iT),
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Generic
Object
Sampled Oriented Core
Values Substation Time ACSI
(Multicast) Event Sync Services
sV GOOSE TimeSync MMS Protocol
(SNTP) Suite
(Type 4) (Type 1, 1A) (Type 6) (Type 2, 3, 5)
UDP/IP TCP/IP
T-Profile
sMv_ | GoOsE | IP(0)
HSR(0)
8021 | so21q | 802.1a(0) | 802.1q(0)
ISO/IEC 8802-3 Ethertype

a2l 1, 715 z2nle| He™
Fig. 1. Overview of Functionality and Profiles'™
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Table 2. Performance Requirements of IEC 61850

Messages Types[G]

Mess Ty Performance| Transfer
cssage Lype Class Time (ms)
A P1 <3
“Trip”
Type 1 - Fast Messages i =10
B
“Others” P3 =20
Type 2 - Medium Speed Messages P4 <100
(Automatics)
Type 3 - Low Speed Messages P5 =500
(Operator) P6 <1000
Type 4 - Raw Data Messages P7 <3
(Samples) P8 <10
Type 5 - File Transfer Functions P9 <10000
P10 <500
T ype 6 - Con@and Messages and Pl1 ~1000
File Transfer with Access Control
P12 <10000
II. AlLI2|2
IEEE 802.154¢] MAC Z#9] 72 §-41 wltjo]g]

E4S aEste] Haske] QAR B Ay
ok MAC =& 18 29} Zo] MAC 3|t](Header),
MAC o] 2 =(Payload) 2t MAC ¥+E](Footer) = 74
it
MAC 3ddeld =Z# ¢ Alo] F=(Frame Control
Field) = =39 EFQY, Hoba} 4 "JL«] ¥y g
A As}kaL, A1Z9] 3Hl(Acknowledgement) A X]ﬂ
oA E Yepd) F4 "éb(Addressmg Field) = &
o} BA47] o] PAN A@atel Fa5 X h:}
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[e]
Cyclic Redundancy Check)E Olﬁo}oi 9] AHAAF A
A2(FCS: Frame Check Sequence)E 33t}

Octets:2 1 0/2 0/2/8 0/2 0/2/8 variable 2
Destination Source
PAN

Destination
Frame | Sequence | PAN | TS
Control | Number | Identifier

Source Frame Frame
! Address Check
Identifier Payload | seqience

Addressing Fields
MAC Header

MAC
Payload

Frame Control Field

Bits: 0-2 3 4 5 6 7-9 10-11 12-13 14-15

Destination Source
Reserved| Addressing | Reserved|adq

mode mode

[MAC Footer

Frame | Security | Frame
Type | Enabled | pending | A€k Red- [ IntraPAN

a2l 2. IEEE 802.15.4 =3 =
Fig. 2. IEEE 802.15.4 Frame Structure
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13 Priority — TFi0 b
14  tagged User PriortyfcHl] VD IEEES02.1Q
15 VID
}? [ Ethertype = Ethertype
}g Length Start = APPID —t
20
21 [ Length (m+8) —
22
i) = Reserved 1 —
24 GOOSE
25 = Reserved 2 —
%
m-;—26 | APDU {of length m)
1517 [ (Pad bytes if necessary) —_—
. b Frame check sequence —
1521 e —

8! 3. ISO/IEC 8802—3 =&l Bl
Fig. 3. ISO/IEC 8802—-3 Frame Format
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(VLAN) 21 x}= A%} SVY 79 Ethernet Type
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Fig. 8. The Hardware Configuration in the Lab.
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