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Abstract

Current internet has evolved from the sharing and efficiency aspects of information,

Jae-Kyung Park™**

it is still

vulnerable to the fact that the Internet is not secure in terms of security and is not safe to secure of

security mechanism. Repeating patches on continuous hacking are continuously demanding additional

resources for network or system equipment,

and consequently the costs continue to increase.

Businesses and individuals alike are speeding up the damage caused by crime like of ransomware,

not jusy simple attacks, and businesses and individuals need to respond to cyber security. In addition,

the ongoing introduce of security device, and separate of networks for secure transmission of

contents in the existing TCP/IP system, but it is still lacking in security. To complement the security

implications of this existing TCP/IP Internet Protocol,

we intend to propose a Secure Contents

Transport System (SCTS) on the network using the CCN concept.
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2. CCN(Contents Centric Network)
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Fig. 1. CCN’s Connection process
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Fig. 4. System Diagram
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Table 1. Comparison TCP/IP vs. SCTS

Subject TCP/IP SCTS(CCN) note
Connection Session None SCTS
Cache None Use SCTS
DDoS Attack Defensibility unable to SCTS

connect
Security 3rd party Encryption SCTS
Integrity 3rd party PKI support SCTS

Majorit No IP,
Vulnerability jonty no existing SCTS

presence o

vulnerability

Implementation Easy Difficulty TCP/IP
Performance Normal High (cache) SCTS

V. Test and verification
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