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Abstract

Reconnaissance is performed gathering information from a series of scanning probes where the

objective is to identify attributes of target hosts. Network reconnaissance of IP addresses and ports

is prerequisite to various cyber attacks. In order to increase the attacker’s workload and to break the

attack kill chain, a few proactive techniques based on the network-based moving target defense

(NMTD) paradigm, referred to as IP address mutation/randomization, have been presented. However,

there are no commercial or trial systems deployed in real networks. In this paper, we propose a

threat model and the request for requirements for developing NMTD techniques. For this purpose, we

first examine the challenging problems in the NMTD mechanisms that were proposed for the legacy

TCP/IP network. Secondly, we present a threat model in terms of attacker’s intelligence, the intended

information scope, and the attacker’'s location. Lastly,

we provide seven basic requirements to

develop an NMTD mechanism for the legacy TCP/IP network: 1) end-host address mutation, 2) post

tracking, 3) address mutation unit, 4) service transparency, 5) name and address access, 6) adaptive

defense, and 7) controller operation. We believe that this paper gives some insight into how to

design and implement a new NMTD mechanism that would be deployable in real network.

» Keyword: Moving target defense, Network address mutation, Internet security
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Table 1. Example of mechanisms for network address
randomization in the legacy TCP/IP network

Scheme ref

DYNAT (Dynamic Network Address Translation) [2]
APOD (Application that Participate in their Own Defense) [3]
NASR (Network Address Space Randomization) [4]
RHM (Random Host Mutation) [5]
DESIR (Decoy-Enhanced Seamless IP Randomization) [6]
HIDE (Host IDEntity anonymization) [7]
DYNATI[2]2  sj7le] (2" 119
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g gt [27 1]0lA, SeoldE 32E7 AFshe 9
78] BA A 0 AHE DYNAT shimel 9J&f Wl F4
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Azl daEge] ALHA [18 11414, 4l doll S+
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th AFdA o R FEH AAshe FARES AT AW A
&b obd ARt wet ®islshe deshd FA4 ARw
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/ WAN ——|_pvnaT ow |— h
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Fig. 1. DYNAT architecture
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Fig. 2. Port and address hopping architecture
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Fig. 8. An example of the threat model
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1. End-host Address Mutation
NASR¥} DESIRS ©Ho] dddsl [P 45 WHo|AZIt) o]

of wWhsle], DYNAT, APOD, RHM % HIDE:E 7MF F4
(virtual address)E 9|sta 7PgAe) whdol| Iy P F
29 1:1 w3 BAE AN 7ML WoAlZIt) o
Slo| A whako] G [P FAE FPFFEAY UHEE fol®
AAF2(real address)al 3t} o]/de] 7|HEL ATt
utel WolHE IMFAEY ¥ mEHLEE gouk
AAEe] ARIAE FH3)7
(end-to-end) E41& {FAE S8 Z2 a0 )
5171 Aol NAT AA & &gste] 7MIFaE AAT
stojof ah=d], NAT &0 ¢]a) wskd

AEY fel] FARTE EAERE PR A=
APOD, RHM % HIDE3} 7+& 71 FHofka 4= qlt). upebA

|

d

FAA] $1A]e] Aagle] NMTD 7]&o

HFEA] ek 2 o] WokS whskejof i) 3 o]k
ok =4 o] W& NAT 7]%5S F3ets Alo]Ego)E U
EQHe) A 2 £ Byt glo} A4 NMTD 7|2 4
£4 7ol 84 =tk

2. Post Tracking

o [2¥ 9]+ 2% @99 ®Wo] k& 7FA= NMTD9
o & HojErh vhek dAl AdS 7, (12:04:00-12:06:00) 2}
I Mg, FAAES T, o] Wo] RS Uohfy] 9]

g 4 9tk 5-FEF
E W3 BAR P F4, Z4%] IE HE, TZEZ G
S i=

UREARQL TEIYL AMH] A ALE FEQL, ofe] 7)e] So]dE
7t NMTDE H&5]= shite] Auls 94 A fajzshe 4
& 7daAt v ®o] Alztult} of 7] Jfo] SEe|AEES F
& Ho|7h dojd U AW E AA =7 F Flo]7] Wi,
el A 544 F2E ddeR F9 EdA(post

Zak wf WMol F=7])(mutation interval)e}c} o] o]
T ARE o83 FAAELS 3d ¥o] 7] UlolA
AR o] 7FeE Bk ol A 2A4E Fd 4R

Aol 59 a7 A5 AUE oA
7 jo]of B,
12:00:00 12:02:00

12:04:00 12:06:00

Time
T'l- 2 Tb 1 TH Tlc-v 1

Mutation interval

Fig. 9. An example of mutation intervals



90 Journal of The Korea Society of Computer and Information

3. Address Mutation Unit
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Table 2. Functionally satisfactions of the desired requirements for the network—based MTD techniques

End—-host address Connection based Service Adaptive address
mutation address mutation transparency NEMEE EoeEHE Aeldless aooese mutation
DYNAT X X O X O X
APOD X X O X O X
NASR O A A O X X
RHM X O O O O O
DESIR O X A O X X
HIDE X O O O O O
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