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A Case Study on the Application of Security Policy for Outsourcing
Personnel in case of Large-Scale Financial IT Projects
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Abstract Financial firms strengthen to protect personal information from the leakage, introducing various security
solutions such as print output security, internet network Isolation system, isolationg strorage of customer
information, encrypting personal information, personal information detecting system, data loss prevention, personal
information monitoring system, and so on. Financial companies are also entering the era of cutthroat competition
due to accept of the new channels and the paradigm shift of financial instruments. Accordingly, The needs for
security for customer information held by financial firms are keep growing. The large security accidents from the
three card companies on January 2014 were happened, the case in which one of the outsourcing personnel seized
customer personal information from the system of the thress card companies and sold them illegally to a loan
publisher and lender. Three years after the large security accidents had been passed, nevertheless the security threat
of the IT outsourcing workforce still exists. The governments including the regulatory agency realted to the
financail firms are conducting a review efforts to prevent the leakage of personal information as well as
strengthening the extent of the sanction. Through the analysis on the application of security policy for outsourcing
personnel in case of large-scale Financial IT projects and the case study of appropriate security policies for security
compliance, the theis is proposing a solution for both successfully completing large-scale financial IT Project and
so far as possible minizing the risk from the security accidents by the outsouring personnel.
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Fig. 1. The most vulnerable areas of information
security
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Table 1, Three card company information leakage
damage situation
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Table 5, The security level of H bank's outsourcing

employees
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Table 6. H bank's outcourcing employees security
check
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