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ABSTRACT

Under the assumption that there is available some additional information other than plaintext-ciphertext pairs, the security of
the RSA cryptosystem has been analyzed by the attack methods such as the side-channel attacks and the lattice-based attacks.
Recently, based on the data retention property of the powered-off DRAMs, the so called cold boot attack was proposed in the
literature, which is focusing on recovering the various cryptosystems’ key from some auxiliary information. This paper is dealing
with the problem of recovering the RSA private key with erasures and errors and proposes a new key recovery algorithm which
is shown to have better performance than the previous one introduced by Kunihiro et al.
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Fig. 1. Graph Comparing the Results of (12]
(red solid line) and the New Algorithm (blue
dotted line)
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