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ABSTRACT

This paper presents a secure and DoS-resistant fragment authentication technique for Content-Centric Networking (CCN). Our
approach not only guarantees the authenticity of each fragment, but also provides a high resistance to DoS attacks through the
immediate verification of fragment authenticity at interim nodes on the routing path. Our experimental results demonstrate that
the proposed approach provides much stronger security than the existing approach, without imposing a significant overhead.
Keywords: Content-Centric Networking, Fragmentation, Fragment Authentication, DoS Attacks
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Fig. 1. Basic hash tree to authenticate eight
pieces of data denoted as V0,0~VO0,7
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