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ABSTRACT

The internet is an important infra resource that it controls the economy and society of our country. Also, it is providing
convenience and efficiency of the everyday life. But, a case of various are occurred through an using vulnerability of an internet
infra resource. Recently various attacks of unknown to the user are an increasing trend. Also, currently system of security control
is focussing on patterns for detecting attacks. However, internet threats are consistently increasing by intelligent and advanced
various attacks. In recent, the darknet is received attention to research for detecting unknown attacks. Since the darknet means
a set of unused IP addresses, no real systems connected to the darknet. In this paper, we proposed an algorithm for finding black
IPs through collected the darknet traffic based on a statistics data of port information. The proposed method prepared 8,192
darknet space and collected the darknet traffic during 3 months. It collected total 827,254,121 during 3 months of 2016. Applied
results of the proposed algorithm, black IPs are June 19, July 21, and August 17. In this paper, results by analysis identify to
detect frequency of black IPs and find new black IPs of caused potential cyber threats.
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Fig. 1. Overall structure of proposed method
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Table 1. Algorithm for detecting black IPs

Input P= {PI,P“}(P” : Darknet packet)

E(Malicious black IP)

Output F(Suspicious black IP)

Port(P)Y"=M= {4, .., M }(k<[0,65535])
MazxMonth(M,) = X for XE[1,10]

MazxDay(D,) = Yfor YE[1,10]

Ve X=K

K=AUB(A: Centralized IP, B: Distributed IP)
Analysis(A) = C

E: Antivirus solutions O
F: Antivirus solutions X)

Port(P)"=D={D,,..., D, }(k<[0,65535))

O No ok W

C=FEUF
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Table 2. Collected monthly information of
darknet packets

June July August

Number of
darknet |254,440,763|295,811,101(277,002,257
packets

Number of
unique 4,540,729 | 4,025,682 | 8,392,962
source IPs
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Table 3. Collected daily information of darknet packets
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Number of daily darknet packets
June July August

Number of | Number of Number of | Number of Number of Number of
daily darknet unique daily darknet unique daily darknet unique

packets source IPs packets source IPs packets source [Ps
1 10,655,917 464,587 1 8,220,182 331,731 1 11,619,338 328,308
2 9,125,947 441,781 2 11,258,267 364,204 2 10,705,840 460,004
3 6,359,184 380,727 3 8,750,582 356,485 3 9,791,592 575,500
4 9,210,504 392,632 4 8,401,615 395,271 4 9,377,651 634,935
5 8,899,013 381,723 5 7,783,598 390,512 5 9,895,000 500,036
6 10,342,350 392,028 6 8,730,833 354,929 6 11,421,925 526,211
7 7,538,814 407,951 7 9,102,735 332,356 7 10,956,996 613,598
8 7,082,341 376,674 8 7,268,840 262,360 8 9,389,803 527,865
9 7,056,946 369,207 9 8,278,704 247,295 9 10,004,605 716,043
10 7,294,804 372,996 10 9,340,722 248,774 10 8,238,542 603,612
11 8,750,623 376,391 11 6,708,000 231,815 11 9,580,293 509,400
12 8,870,253 360,161 12 9,137,271 310,719 12 9,024,947 562,634
13 8,377,788 334,362 13 7,242,923 292,920 13 9,206,974 503,965
14 6,730,448 259,989 14 8,126,103 310,668 14 8,221,312 424,242
15 7,173,890 283,128 15 9,109,777 319,381 15 8,278,476 472,097
16 6,618,321 329,909 16 10,909,296 319,182 16 7,107,510 364,201
17 6,616,218 336,361 17 10,027,628 324,624 17 7,694,470 369,538
18 7,767,773 321,014 18 8,170,351 304,345 18 7,441,940 490,155
19 9,291,905 325,858 19 8,583,044 312,874 19 8,147,499 445,057
20 8,176,003 351,289 20 8,560,827 294,600 20 8,665,733 541,984
21 8,751,639 359,498 21 7,959,496 240,300 21 8,572,114 571,917
22 9,043,535 385,677 22 7,870,454 246,978 22 7,988,836 591,421
23 8,844,996 373,951 23 11,782,202 252,714 23 7,503,918 674,513
24 10,560,409 345,671 24 12,600,028 268,157 24 7,941,053 627,162
25 10,686,091 348,081 25 11,801,394 268,564 25 7,270,195 624,954
26 11,699,169 305,872 26 10,900,232 293,575 26 8,063,627 637,029
27 8,243,465 248,948 27 11,817,630 303,103 27 9,794,554 662,083
28 8,320,155 297,178 28 11,133,403 301,165 28 9,477,509 606,386
29 7,955,588 345,632 29 11,077,826 295,278 29 7,943,875 605,449
30 8,396,674 356,943 30 12,074,189 292,609 30 9,099,293 685,317
31 - - 31 13,082,949 280,515 31 8,576,837 674,311

Total| 254,440,763 |10,626,219|Total| 295,811,101 | 9,348,003 |Total| 277,002,257 |17,129,927
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Table 4. Experimental results from June to August, 2016
June July August
Rank Destinétion Count Rate Destination Count Rate Destination Count Rate
Port Port Port
1 23 145,391,658|57.1% 23 164,914,904 |55.8% 23 172,075,546| 62.1%
2 53413 15,661,491 | 6.2% 53413 39,926,022 |13.5%| 53413 18,178,925 | 6.6%
3 1433 10,478,965 | 4.1% 1433 10,789,158 | 3.6% 1433 9,680,314 | 3.5%
4 22 6,670,342 | 2.6% 445 6,745,920 | 2.3% 445 6,542,380 | 2.4%
5 445 6,327,365 | 2.5% 22 3,886,784 | 1.3% 80 3,747,821 1.4%
6 80 4,082,535 | 1.6% 80 3,630,507 | 1.2% 22 3,744,273 1.4%
7 3389 2,592,602 | 1.0% 3389 2,566,864 | 0.9% 3389 2,683,378 | 1.0%
8 3306 2,495,698 | 1.0% 3306 2,475,203 | 0.8% 5060 2,536,850 | 0.9%
9 5060 2,079,693 | 0.8% 443 1,774,757 | 0.6% 3306 2,106,770 | 0.8%
10 8080 1,920,132 | 0.8% 8080 1,254,974 | 0.4% 443 1,899,553 | 0.7%
Total (197,700,481 78% Total |237,965,093(80.4% Total |223,195,810( 80.8%
5341311 2ES] A FH elxe Jlze N, 74 21K, 84 1THE Efslich HF £ IP
(Netcore) & &3 9 F7telxl+ v~ (Netis) 2} £ Virus-Totald &8 A [P F4(6% 470
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Telnet, 1433¥ Microsoft SQL Server, 224
SSH Remote Login  Protocol, 4454
NETBios, 33891 MS WBT Server)d =
7t HTTP Z2EZ(80W World Wide Web
HTTP, 8080" HTTP Alternate, 443¥ http
protocol over TLS/SSL)¥ #=1%l ZEo|t},
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B E=dAe 24 4 g e AL
shsich. 69 6lel 572484
o] A 1P

$8 Stel 71
£ A5 3107
o] WSS o5 54 1P

June the 6t
Rank DST_PORT
23

June the 16t June the 23t
Rank DST_PORT| Rank DST_PORT
1 23 23

June the 30t |
Rank DST_PORT|
1 23

1 1
2 | 5 7 4 2 | 5313 2 1433
3| 143 3 3| 143 3| 5313 |
4 4 E) 4 | 445 4 445
June |5 5 445 5 | 80 5 80
5 3254 6 80 5 | a8 3 2
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Table 5. Experimental results list from June to
August, 2016

June July August
Number of New
Destination Port 32 49 34
Number of
Detected Source 19 21 17
IPs
Number of
Malicious IPs 4 4 3
Number of
Suspicious IPs 15 17 14
Ratio of o o o
Malicious IPs 21.1% 19% 17.6%
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