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ABSTRACT

As smart phones are becoming popular, an operating system is being used at wearable devices, home appliances and smart
TVs. A user is able to use various applications on devices with operating system, but there is an increased threat of hacker.
Thus, the technology for detecting the forgery of applications is becoming more important on operating system. To detect the
forgery of the application, a digital signature technology is used on the filed of application digital signature. According to W3C
recommendation, the signing process of application digital signature must be performed at least twice, and the applications which
are signed by the application digital signature have to be validated for all signature files when the application is installed in the
operating system. Hence, the performance of the application digital signature validation system is closely related to the installer
performance on the operating system. Existing validation system has performance degradation due to redundancy of integrity
verification among application components. This research was conducted to improve the performance of the application digital
signature validation system. The proposal of validation system which is applied proxy system shows a performance improvement
compared to the existing verification system.
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Table 1. Performance according to application size
(NR: Number of References, IVT: Integrity Validation Time, IVP: Integrity Validation Portion)
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SC : Signature validation Cost
IC @ Integrity validation Cost
PC @ Proxy system Cost
AA As vl AR AF ve +EA AS
Hg e|a F7kE AR Zeha)e] u]g-e ghelc)
71 A=’ 7% ve-(1)F vlzstgds o 74

Application Size TADS PADS

No Name (kB) | NEB | Total | IVT IVP | Total | IVT IVP

(ms) (ms) (%) (ms) (ms) (%)
1 MessagePort 148 10 70 12 16 61 7 10
2 ContextHistory 164 12 76 15 18 65 8 12
3 SampleAccount 172 14 77 16 20 65 10 14
4 OAuth2 212 17 88 20 23 71 11 15
5 Appcommon 284 22 104 29 28 82 16 20
6 FileManager 333 25 110 44 36 84 25 26
7 | ResourceManagement 2800 176 494 306 62 310 159 51
8 MetadataExtractor 6700 11 719 653 91 386 322 83
9 Player 6800 14 736 672 91 382 332 84
10 Media 26000 48 2660 2545 96 1363 1268 93
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Table 2. Performance according to SF
(SF: Signature File, IT: Improved time)

Name | SF | | e | )
2 88 71 19
OAuth? 3 124 98 21
4 167 124 26
5 207 156 25
2 110 84 24
File 3 167 115 31
Manager 4 226 146 35
5 280 177 37
2 2660 1363 49
. 3 3995 1399 65
Media
4 5329 1439 73
5 6660 1477 78
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