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A Tool for Signature-Based Identification of Safe Open-Source Functions
Toward Efficient Malware Analysis*
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ABSTRACT

In order to take rapid action against malware, efficiency in malware analysis is essential. For instance, it would be helpful
to identify and eliminate open-source function bodies or other safe portions out of the target binary codes. In this paper, we
propose an tool to create open source dynamic link library files in Windows environment, extract signature information by
opensource and compiler version, and compare open source function information to find suspicious function. In addition, the tool
can save the information used in the comparison to the DB and use it later, reducing the analysis time overhead.
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_vpaes_encrypt
_vpaes_set_decrypt_key
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_vpaes_set_encrypt_key
_win32_load

f| a2d_ASN1_OBJECT text 000000001007CCCO
£ | 32i_ASN1_ENUMERATED text 000000001008C700
£ a2i ASN1_INTEGER text 0000000010088810

Fig. 2. FLIRT Example
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Fig. 3. Automation tool configuration
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2. Unzip the downloaded 4. Copy the created DLL file
compressed file and move it to the specified

File /u_\ m DLL File
Down \"_m’/ (Compile) Copy

1. Download compressed files 3. Compile to compressed
from the opensource site opensource file

Fig. 4. AOS DLL file create process
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Cldef getHash (funcea,sndea) :
i=0

mnemString = ""
hexString = ""

fget Strings from idb

=] while funcea + i < endea :

#gather current function's mnemonic & hex value
mnemString += getMnemString(funcea+i)+ " "
hexString += getHexstirng(funcea+i)

i+=1

#MD5 incoding
input_mnemonic_hash = mdS5.mdS(mnemString) .hexdigest ()
input_hex_hash = mdS5.mdS (hexString) .hexdigest ()

return input_mnemonic_hash,input_hex_hash

Fig. 5. getHash() pseudo code



A H 10 553

] (2017, 8) 725

DBl ==t}
2 2 o]go] 4]¢ MongoDB(15)&
7} o] AR
Object Notation)22
Update plugin® 244
Zle]t},

BSCe F WAl E81131l Query plugin H]
w3 3A} S Ak wleluE] & gluol &
stole] P45 9o 2L WHoR FAste] 7]E]
DBell &Aiste s Ak v, o] S 2
el Fig 72 o|=dt 4117‘49‘ BojgEr}

§Ho] QbAAS Fulgl T B 3o ZIAg
FAQ A A7 LHEHEE Fol7] S5 AEHL
2 qde]EXl DB #¥ oAl== d4ebe 1:1
% 753t AAE DB 2% DB HEli=
o] g3ste] F 4 & AL 7sdt w3k, o
A Update pluginel# DBE AFgo] $o]3}7] $]
3 JsonFd = AAE ATUAE AA3Il o 3
T A ARES 7 delEvil HAzkdeiel WA
Bz zro] Ml 7] wltel tlekdt AeE i)
3te ARE 2717 FEdi

B =AM A =7 A
243t
gd2e Ao JSON(JavaScript

WY, Fig 62 ol#{dt
esiAl A EEe

-

DLL ooo
H -
—_— —_——
™ on
open source

Open Source DLL File Update plugin DB JSON File
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Fig. 9. Update plugin execution result
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onpare plugin init called.

unction[ menset match { mnem hash )]with Function OPENSSL_strncasecmp )
unction memset match ( mmem hash ) with Function OPENSSL_strcasecmp )
unction menset match ( mnem hash ) with function free )

unction memset match ( mnem hash ) with function realloc )

unction memset match ( mnem hash ) with function malloc )

unction memset match ( mmem hash ) with Function mencpy )
unctior| menset match ( asm hash ) pith function memset )
Function menset match ( mnem hash ) with function menset )

Function menset match ( mnem hash ) with Function _except_handlerk_comnon )
Function memset match ( mnem hash ) with function _initterm )

Fig. 10. Query plugin execution result
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Table 1. OpenSSL function signature MD5 hasing result

el HAs) el o) Wake
3 4 oly Fu oo

= OpenSSL DLL

Compiler Function OpenSource RSA_public RSA_public
. . . - Rand_byte() Rand_screen()
version information Version _encrypt() _decrypt()
10.1f 361c782a918347676 | 1e5477cc1a80247d1 | 8886ffal651084d860 | 632dd603d16df435
VS 2015 o e0f6£f226f9d790 022601bdbd7hfe5 0bc6332831074e ad78244d897b92b2
1.0.2h flaab349b8f310adc | 942efl6ecbbc06e59 | 8886ffal651084d860 | 632dd603d16df435
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ecima
code 10.1f 3830edef6dbb6602e | 5d82205b4c62decdc | 36a2a9ec8bbdldIch | 9e8afafd6b29f6fldd
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