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Abstract 

 
Steganographic schemes which are based on minimizing an additive distortion function 
defined the overall impacts after embedding as the sum of embedding costs for individual 
image element. However, mutual impacts during embedding are often ignored. In this paper, 
an adaptive JPEG steganographic method based on weight distribution for embedding costs 
is proposed. The method takes mutual impacts during embedding in consideration. Firstly, an 
analysis is made about the factors that affect embedding fluctuations among JPEG 
coefficients. Then the Distortion Update Strategy (DUS) of updating the distortion costs is 
proposed, enabling to dynamically update the embedding costs group by group. At last，a 
kind of adaptive JPEG steganographic algorithm is designed combining with the update 
strategy and well-known additive distortion function . The experimental result illustrates that 
the proposed algorithm gains a superior performance in the fight against the current 
state-of-the-art steganalyzers with high-dimensional features. 
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1. Introduction 

Steganography is an important branch of information hiding. It is a covert communication 
approach which changes the original digital media slightly in order to hide secret messages 
without causing suspicions. The digital media can be various such as text, images, audio, 
video, etc. Image is currently the most widely used vector format, therefore, steganography 
based on image is a hot spot in the present study. 

Steganography embeds secret messages by modifying the cover image. The greater the 
influence caused by embedding operation, the more likely to be detected. Currently, the 
adaptive steganography [1][2] is the most effective steganographic schemes. It is based on 
minimizing the additive distortion function, which defines the distortion as the sum of 
embedding cost for individual image element. The key is to design and minimize the 
distortion function, combining with the steganographic codes, in order to achieve the 
purpose of reducing the detection rate and improving security. In [3], T.Filler et.al. propose 
syndrome-trellis coding (STC), which enable secret message embedding under additive 
distortion asymptotically approach the theoretical bound. Therefore, the research for properly 
distortion function gradually becomes a domain of extensive research instead of improving 
the coding scheme. WOW (Wavelet Obtained Weights) [4], UNIWARD (UNIversal WAvelet 
Relative Distortion) [5]and HILL (HIghpass, Low-pass, and Low-pass) [6] define the cost of 
individual image element using directional filters. They assign low costs for the noise and 
texture area and high costs for smooth area, hence they have improved security performance 
of embedding. In [7], V.Sedighi et.al. model the image elements as a series of independent 
non-identically distributed generalized Gaussian random variables, then embed secret 
messages using STC codes, improving the performance of statistical undetectability for 
steganography.UED (Uniform Embedding Distortion) [8] and its improved version 
UERD(Uniform Embedding Revisited Distortion) [9] introduce the uniform embedding 
strategy in the framework of minimal distortion embedding, which enables the modification 
uniformly dispersed in the DCT coefficients, leading to less detectability of steganalysis 
significantly. The above algorithms have good performance in steganographic security. 
However, these algorithms define the distortion as the sum of embedding costs for individual 
image element, and ignore the interaction during the process of secret messages embedding. 
The consideration of influential factors about distortion designing is not comprehensive 
enough, and the definition of distortion function remains to be better. 

Due to the correlation among image elements, during secret messages embedding, when 
one of image elements is modified, the statistical properties of other image elements will be 
affected. So it is unadvisable to simply define the embedding distortion as the sum of 
embedding costs for individual image element. In addition, the modern steganalysis schemes 
usually extract features that reflect the correlations among image elements. Therefore, the 
interaction among the image elements during secret message embedding should be taken into 
consideration.  

 Filler and Fridrich [10] first put forward the thought of dynamic update embedding 
distortion. Firstly, the distortion function is supposed as the sum of the costs(namely local 
potentials) for cliques(a set of pixels) .Then the STC codes for minimizing additive 
distortion can be used. Secondly, the cover image is divided into a series of sub-lattices. Cost 
assignment and secret message embedding are carried out sequentially in each sub-lattice. 
When secret message embedding is completed for a sub-lattice, use Gibbs construction to 
update the distortion in the remaining sub-lattices. By this means, the interaction among the 
image elements during secret message embedding is taken into account. CMD (Clustering 

http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7225122
app:ds:consideration
http://dict.youdao.com/w/unadvisable/%23keyfrom=E2Ctranslation
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Modification Directions) [11] proposed by Bin Li is a kind of spatial steganography 
algorithm which can dynamic update embedding costs. It takes the modification direction of 
neighboring pixels into consideration when computing pixel distortion, updating the 
embedding costs dynamically and improving the resistance of steganalysis markedly. W. 
Tang et.al. propose CMD - C (Clustering Modification Directions for Color components) [12] 
for color components, which is the expansion of CMD. It divides cover image into a series of 
sub-images and embedding secret message successively. When computing embedding costs 
of a sub-image, the correlation both within and among color channels is taken into account. 
The algorithms above are all aimed at spatial images. However, since JPEG（Joint 
Photographic Experts Group）is a popular format for image storage and transmission, it is 
more widely used in our daily life. In this paper, we put forward a distortion update 
strategy(DUS) for JPEG, and implement an adaptive steganography method combined with 
the strategy. Firstly, we preprocess the cover image. Specifically, we divide the DCT 
coefficients of the cover image into several sub-images, and generate embedding sub-blocks 
based on sub-images. The secret messages are also divided into several parts corresponding 
to the number of embedding sub-blocks. Secondly, the embedding costs are initialed for 
cover image using well-known additive steganographic methods such as J-UNIWARD [5] 
and UED [8] so that STC codes can be employed. Then the first part of the secret messages 
is embedded into the first embedding sub-block of cover image using STC codes. Thirdly, 
when calculating the embedding costs of the rest embedding sub-blocks according to the 
scan sequence which is specified in advance, we consider the impacts caused by both inter- 
and intra-block neighboring DCT coefficients during embedding, and assign different 
weights for embedding costs according to DCT coefficients’ properties. Then, Similarly, we 
use STC codes to embed the rest secret messages. Experimental results show that the 
proposed algorithm can effectively keep the correlation of DCT coefficients and gain a 
significant performance in the fight against the current state-of-the-art steganalyzers with 
high-dimensional features such as CC-JRM-22510D [13] and DCTR[14]. 

The main contributions of our paper are as follows.(1) A distortion update strategy(DUS) 
was put forward for ternary embedding considering mutual impacts of DCT coefficients, and 
it is able to increase the security of steganography. (2)The proposed method is so far the first 
attempt to consider mutual impacts during embedding in DCT domain. 

The remainder of the paper is organized as follows. In Section 2, the minimal-distortion 
embedding framework and STC code are briefly reviewed. After that, we analyze the factors 
that affect embedding fluctuations and propose the distortion update strategy in Section 3. 
The proposed adaptive JPEG steganographic algorithm is presented in Section 4. Experiment 
results and analysis are included in Section5. Finally, the concluding remarks are drawn in 
Section 6. 

2. Related Work 

2.1 Minimal distortion embedding framework 
In steganography, the transmitter hide secret messages into seemingly innocent media, such 
as digital images, so that she can communicate with the receiver without being perceived. By 
this means, it is not easy to distinguish the stego media from the cover one. The message is 
generally hidden (embedded) in the cover image by slightly modifying some individual 
elements of cover, such as LSBs of pixels and quantized DCT coefficients. The problem of 
minimizing the embedding impact for single-letter distortion is well formulated in [3]. Let 
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the binary vector 1 2 1 2( , ,..., ), ( , ,..., ) (0,1)n
n nx x x x y y y y= = ∈ and 1 2( , ,..., ) (0,1)k

km m m m= ∈
represent the LSB of cover x , LSB of stego y  and message m , respectively. We can define 
the additive cost function as 

1
( , ) ( , )

n

i i
i

D x y x yρ
=

= ∑                                 (1) 

where ( , )i ix yρ represent the cost of changing the i th cover element ix to iy .With the 
syndrome coding, the minimal distortion embedding framework is formulated as 

( )
( , ) arg min ( , )

y C m
Emb x m D x y

∈
=                             (2) 

and Hy m=                                    (3) 
where H is parity-check matrix of the code C and ( )C m is the coset corresponding to 
syndrome m . 

2.2 STC Code 
There are many well-known steganographic codes in the minimal distortion embedding 
framework, such as Hamming code, BCH code and STC code. Among these codes, STC 
behaves the best. It enables embedding under additive distortion asymptotically approach the 
theoretical bound. Both the payload-limited sender (minimizing the total costs while 
embedding a fixed payload)and the distortion-limited sender (maximizing the payload while 
introducing a fixed total costs) are considered. 

 STC code is a special matrix embedding. Its main idea is using parity-check matrix H
to establish the codes’ graphical representation, namely syndrome trellis, and converting the 
problem of minimizing embedding costs into the problem of striving for the shortest path. 
The latter can be solved optimally through the Viterbi decoding algorithm. The embedding 
costs iρ can be defined according to the specific situation, without having to share them with 
the receiver. The parity-check matrix H is generated by jointing a small submatrix Ĥ of size
h w× along the main diagonal. The submatrices Ĥ are placed next to each other and shifted 
down by one row leading to a sparse and banded H . The height h affects speed and efficiency 
of the algorithm, and the value of width w is determined by the embedding rate. The form of 
H was shown in Fig. 1. 

 
1 0
1 1 1 0

1 0 1 1ˆ
1 1

1 0
1 1 1 0

H H
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 
  

= → =   
   

 
  
 



 

Fig. 1. The form of parity-check matrix H  

3 Proposed Distortion Update Strategy 
Most existing steganographic algorithms are based on the minimal-distortion embedding 
framework. They suppose that the image elements are independent of each other, and define 
distortion as the sum of embedding costs for individual image element, ignoring the mutual 
impacts during embedding. However, in the process of practical steganography, there is 
correlation among the image elements. The operation of embedding on an image element 
will affect the statistical features of other neighbouring elements, influencing the calculation 
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of embedding costs. In this section, we first analyze the factors that affect embedding 
fluctuations among DCT coefficients. Then we propose a distortion update strategy called 
DUS which is based on weight distribution for JPEG. The strategy is based on the correlation 
properties of JPEG and enables to dynamically update the embedding costs group by group. 

3.1 Factors that Affect Embedding Fluctuations  
In spatial image, there is strong correlation among adjacent pixels. After converted to JPEG 
images, this correlation will be largely retained. For spatial image, the pixel correlation 
mainly behaves between the center pixel and four-neighborhood pixels. And in the 
four-neighborhood pixels of the center pixel, the pixels at different location make 
approximately the same contribution to embedding fluctuation. 

However, correlation of DCT coefficient in JPEG image is more complicated than the 
correlation of pixel in spatial image. The operation of block dividing makes JPEG images 
have not only the correlation in a block but also the correlation among blocks. The 
inter-block correlation mainly behaves as the correlation between the center DCT coefficient 
and four-neighborhood DCT coefficients. The intra-block correlation mainly behaves as the 
correlation between the center DCT coefficient and four DCT coefficients with the same 
frequency as center DCT coefficient in four-neighborhood blocks. In addition, due to the 
property of energy concentration for JPEG images, the contribution that DCT coefficients at 
different location make to embedding fluctuation is distinct. Therefore it is necessary to 
consider the location of DCT coefficient which affects the embedding fluctuation. In this 
subsection, two main factors are considered in our proposed distortion update strategy, i.e., 
the quantization step (QS), and the absolute value of the quantized DCT coefficient to be 
modified (VQ). 

[1] quantization step (QS) 

JPEG compression is an information-reducing operation. Quantization is essential for JPEG 
to control the compression rate. JPEG uses a quantization and rounding formula as follows 

( , )( , )
( , )q

F u vF u v
Q u v
 

=  
 

                                 (4) 

In (4), the integer-valued coefficient ( , )qF u v is the DCT coefficients after quantified, and
( , )F u v is the DCT coefficients before quantified. ( , )Q u v  is a quantization table. [ ]x  rounds 

the element x to its nearest integer. Fig. 2 illustrates the standard JPEG quantization table 
corresponding to the quality factor (QF) of 80. 
 

6 4 4 6 10 16 20 24
5 5 6 8 10 23 24 22
6 5 6 10 16 23 28 22
6 7 9 12 20 35 32 25
7 9 15 22 27 44 41 31

10 14 22 26 32 42 45 37
20 26 31 35 41 48 48 40
29 37 38 39 45 40 41 40

 
 
 
 
 
 
 
 
 
 
 
  

 

Fig. 2. Standard JPEG quantization table corresponding to 80QF =  

app:ds:quantization
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As seen in the Fig. 2, the quantization steps corresponding to different frequencies are 
different. Specifically, the quantization steps corresponding high frequencies are larger than 
those with the low frequencies. In addition, DCT transform is known to provide good 
decorrelation and energy compactification for images of natural scenes. After DCT transform, 
energy of an image is mainly focused on the dc coefficients and low frequency ac 
coefficients according to the zig-zag order. So we can conclude that the DCT coefficients 
which have smaller quantization step contain higher image energy. As a result, embedding 
secret information on the DCT coefficients which have smaller QS leads to larger image 
fluctuations. 

[2] absolute value of the quantized DCT coefficient to be modified (VQ) 

Image energy is not only related with the quantization step, but also related to the absolute 
value of the quantized DCT coefficient to be modified. The larger the absolute value of a 
quantized DCT coefficient is, the higher the image energy it contains. Therefore, embedding 
secret information on the DCT coefficients which have larger absolute value may lead to 
larger image fluctuations. 

The quantized DCT coefficients of a 8 8× block in a JPEG image is shown in Fig. 3, 
which illustrates that the DCT coefficients with larger absolute value are distributed in the 
low frequency area of the block. It also shows that the quantized DCT coefficient value also 
reflects the energy of image. Thus we can obtain the relationship between QS and VQ, that is 
they have negative correlation. As a result, embedding secret messages on the DCT 
coefficients with larger VQ will cause larger image fluctuations. 

 
26 3 6 2 2 1 0 0
0 2 4 1 1 0 0 0
3 1 5 1 1 0 0 0
4 1 2 1 0 0 0 0

0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

− − − − 
 − − 
 − − −
 − − 
 
 
 
 
 
  

 

Fig. 3. The quantized DCT coefficients of a 8 8× block in a JPEG image 

 

3.2 Proposed Distortion Update Strategy 
Combining with the analysis of the factors that affect embedding fluctuations in the previous 
subsection, in this subsection, we propose the distortion update strategy. The main ideas of 
this strategy is dynamically update the embedding costs group by group and assign different 
weights for embedding costs according to the location of DCT coefficients, so as to maintain 
the correlations of the DCT coefficients. 

The definition of embedding fluctuation in this paper is given below. 
Definition: 
Let the symbols ( ), ( )ij ijX x Y x= = represent the cover and stego image. ( )ijD Y X d= − =  
represents the difference matrix. We discuss the ternary embedding case in this paper, where 
the magnitude of the change is limited to 1, so { 1,0, 1}ijd ∈ + − . We define the embedding 
fluctuation caused by secret messages embedding as 
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ij ij
ij

ij

d V
q

σ
×

=                                    (5) 

where /ij ijV q represents the weight used to measure the degree of the fluctuations. ijq and ijV  
represents the QS and VQ for ijx . 

Suppose the embedding fluctuations’ sum of ijx and its both inter- and intra-block 
neighboring DCT coefficients is W . In order to keep the correlation among the DCT 
coefficients after embedded, the value of W should be as small as possible. As proved in the 
following formula (For simplicity, we take inter-block neighboring DCT coefficients as 
example, the proof process of intra-block is similar to it). 

1, , 1 , 1 1,

2 2 2 2
1, , 1 , 1 1,

2 2 2 2 2
1, , 1 , 1 1, 1, , 1 , 1 1,

min

( ) ( ) ( ) ( )

4 2 ( ) ( )

i j ij i j ij i j ij i j ij

i j ij i j ij i j ij i j ij

ij ij i j i j i j i j i j i j i j i j

W σ σ σ σ σ σ σ σ

σ σ σ σ σ σ σ σ

σ σ σ σ σ σ σ σ σ σ

− − + +

− − + +

− − + + − − + +

= − + − + − + −

⇒ − + − + − + −

= − + + + + + + +

       (6) 

Suppose the above formula is conducted when the embedding operation of ijx ’s 
neighboring DCT coefficients has completed. So only ijσ is unknown in the formula, the rest 
can be regarded as constants stabilizing the numerical calculations. Therefore, when W  
takes the minimum value, the value of ijσ  is as follows: 

1, , 1 , 1 1,
1 ( )
4ij i j i j i j i jσ σ σ σ σ− − + += + + +                         (7) 

Considering both inter- and intra-block neighboring DCT coefficients, we obtain the final 
value of ijσ  is as follows: 

1, , 1 , 1 1, 8, , 8 , 8 8,
1 ( )
4ij i j i j i j i j i j i j i j i jσ σ σ σ σ σ σ σ σ− − + + − − + += + + + + + + +           (8) 

Since the weight /ij ijV q  is positive, for ternary embedding, the sign of ijσ  should be 
the same as the direction of modification. Here the direction means the choice of positively 
or negatively changing the intensity of a DCT coefficient. That is, when the value of W  is 
positive, negative or zero, accordingly, ijd is 1+ 、 1− 、0 , respectively.  

Through the above analysis, we put forward the following embedding solution: 
Firstly, the DCT coefficients of the cover image are divided into several sub-images, 

then the embedding sub-blocks is obtained based on sub-images. Accordingly, the secret 
messages are also divided into several parts corresponding to the number of embedding 
sub-blocks. The first segment of the secret messages is embedded into the first part of the 
cover image according to the initial additive steganographic method such as UED [8]. 
Secondly, the embedding costs of the DCT coefficients in other embedding sub-blocks are 
updated according to the sub-blocks that have already been embedded. Next, the remaining 
message secret messages are sequentially embedded into the remaining parts of the cover 
image with the updated costs in sequence. 

The detail of DUS is as follows: 
Supposed the DCT coefficients of the cover image are divided into n  embedding 

sub-blocks which is denoted by tS , { }1,2,...,t n∈ . The initial additive steganographic 
method is denoted by ( )ijF f= . Take ternary embedding as example. The embedding cost of 

the DCT coefficients at the location of ( , )i j is 0( , , )ij ij ij ijρ ρ ρ ρ+ −= , where ijρ +、 ijρ −、 0
ijρ
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represent the embedding cost when  is 、 、 , respectively, . 
1) If , set . 
2) Otherwise, update the embedding costs according to . We use 

                    (9) 

                   (10) 

For any , we set 

                                 (11) 

where is a scaling factor, represents the four-neighborhood 
DCT coefficients of , as shown in Fig. 4.  represents 
the DCT coefficients with the same frequency as  in four-neighborhood blocks, 

 represents the four-neighborhood DCT coefficients of . 

 
Fig. 4. The four-neighborhood DCT coefficients of  

Through the above strategy, the modification direction of the center DCT coefficient 
will tend to be the same as the fluctuation direction of the neighboring DCT coefficients. So 
as to achieve the aim of improving the ability of resist steganalysis. 

4 The Proposed Dus Algorithm 
Combining with the DUS strategy in the above section, we propose an adaptive JPEG 
steganographic method based on weight distribution for embedding costs in this section. The 
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algorithm takes the interaction during embedding into account. The algorithm is mainly 
divided into three parts. The first part is the original image preprocessing. Firstly, we divide 
the cover image into several sub-images, and generate embedding sub-blocks based on 
sub-images. The secret messages are also divided into several parts corresponding to the 
number of embedding sub-blocks. The second part is embedding the first part of the secret 
message into the first embedding sub-block of cover image according to the initial additive 
steganographic method such as UED [8]. In the third part, the remaining message secret 
messages are sequentially embedded into the remaining parts of the cover image with the 
updated costs in sequence. At the end of this section, we set an example to visualize the 
process of updating costs in the algorithm.  

4.1 Secret Messages Embedding 
The detailed steps of the proposed algorithm are as follows. 

Part 1: Preprocessing. 
Step 1: For JPEG image, entropy decoding is applied to generate the quantized DCT 

coefficients. 
Step 2: Supposed the size of cover image is , divide the DCT coefficients of the 

cover image into disjoint sub-images sized , where . Fig. 5 is an example of 
the division of an image into disjoint sub-images. 

 

 
Fig. 5. An example of the division of an image into disjoint sub-images 

 

Step 3: Generate embedding sub-blocks based on sub-images. For instance, in Fig. 6, 
four embedding sub-blocks are generated based on sub-images in Fig. 5. The formula of 
generating embedding sub-blocks can be represented by 

 

                     (12) 
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Fig. 6. An example of generating embedding sub-blocks 

Step 4: Divide the secret messages into parts. Each part contains bits. 

Step 5: Determine the embedding sequence for the embedding sub-blocks. For 
convenience, we choose a horizontal zig-zag order as the embedding order as shown in Fig. 
7. 

 
Fig. 7. An example of the embedding order 

we denote the embedding sub-blocks by , . 

Part 2: Initial the embedding costs 
Step 6: Set the initial conditions. Start with , , .Determine the initial 

distortion function. For example, choose ternary UED[8] as the initial distortion function as 
follows. 

            (13) 

where and denote the inter- and intra- 
four-neighborhood DCT coefficients of ,respectively. and are scaling factor 
determined by experiment. 
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Step 7: Embed the first part of the secret message into the first embedding sub-block of 
cover image according to the initial embedding costs. 

Part 3: Embed the remaining data 
Step 8: Update the embedding costs using DUS and embed the remaining data 

according to the scan sequence which is specified in advance using STC codes. Considering 
the boundary DCT coefficients without four-neighborhood, we pad the DCT coefficients of 
cover image before costs updating. 

Step 9: Repeat this embedded operating until , then output the stego image . 

4.2 Secret Messages Extraction 
The detailed steps of secret messages extraction are as follows. 

Step 1: For a stego JPEG image, the quantized DCT coefficients are applied to generate 
the quantized DCT coefficients. 

Step 2: Generate embedding sub-blocks  based on sub-images, . 
Step 3: For each embedding sub-blocks, using  to extract the secret messages 

until all the secret messages are extracted. 
Step 4: Put the secret messages together and obtain the original secret messages . 

4.3 An Example of Updating Costs 
As an example, Fig. 8 gives a detailed explanation about how to embed the secret message 
bits using DUS strategy. In practical, we choose as the size of the sub-image 
because the size of JPEG’s sub-block is . However, for simplicity, we suppose 

in this example, we also suppose the size of quantization table is . 
According to the zig-zag order, suppose the DCT coefficients in and have 

already been embedded, and it is ’s turn. Fig.8(a) and (b) shows the difference matrix
and the value of quantized DCT coefficients to be modified, respectively. Fig.8(c) and (d) 
shows the QS and the initial costs .According to the formula of DUS in Eq.(9) and(10), we 
obtains the calculation result in Eq.(14). Suppose . It can be seen that the result is 
negative, therefore, the will be replaced by . Fig.8(e) and (f) shows the and 
after the initial cost is updated. 

 

         
                   (a)                                     (b) 
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               (c)             (d)             (e)              (f) 

Fig. 8. An example of updating costs. (a) and (b) are the difference matrix and the value of 
quantized DCT coefficients to be modified. (c) and (d) are the QS and the initial costs . 

(e) and (f) are the and after the initial cost is updated. 
 

          (14) 

5 Experiment Results And Analysis 
In this section, firstly, we determined the optimal scaling factor through experiments. Then 
experimental results and analysis are presented to demonstrate the feasibility of the proposed 
JPEG steganographic scheme. 

5.1 Experiment Setup 

A set of 10000 uncompressed gray images of size pixels from BOSSbase[15] 
database is used in our experiments. Then the images are JPEG compressed by quality 
factors 75, 85 and 95. The content of the image is varied, including landscapes, people, 
animals and plants. We test the steganographic scheme for different payloads (0.05 to 0.5 
bpac). Secret message bits is randomly generated. 

We compare our steganographic scheme with several well-known steganographic 
schemes, such as nsF5 [16], ternary UED[8], J-UNIWARD[5]. And the powerful 
steganalyzer CC-JRM[13] developed by Kodovský and Fridrich is used for experiments, 
which includes 22510 both integral and DCT-mode specific features. Besides, 
DCTR-8000[14] is employed to demonstrate the security performances of the proposed 
JPEG steganographic schemes. The ensemble classifier[17] is incorporated in our 
experiments, since it enables fast and automatic training in high-dimensional feature spaces. 
The (the minimum error probability under equal priors) is calculated as follows. 

                           (15) 

where and represent the probabilities of false alarms and missed detection, 
respectively. 
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5.2 Impact of the Scaling Factor 

In order to obtain the optimal scaling factor, we vary the value of the scaling factorα  under 
the condition of 1 2 8L L= = for UED-DUS and J-UNI-DUS. The steganalyzers used in the 
experiment are CC-JRM and DCTR, respectively. The results of the classification error are 
shown in Fig. 9 and Fig. 10. It can be noted that the scaling factor which performs the best 
does not varies significantly for different initial distortion function and different 
steganalyzers.  We can observed that in the range of 3 ~ 15α = , there is a peak value of 
classification error at the position of 9α = . So the optimal scaling factorα is obtained when 

9α =  

 
Fig. 9. Classification error(CC-JRM) for UED-DUS and J-UNI-DUS with different scaling 

factors (Payload=0.3bpac,QF=75) . 

 
Fig. 10. Classification error(DCTR) for UED-DUS and J-UNI-DUS with different scaling 

factors(Payload=0.3bpac,QF=75). 
 

5.3 Comparison to State-of-the-Art Steganographic Methods 

In this subsection, we compare our steganographic schemes UED-DUS and J-UNI-DUS with 
the non-adaptive steganographic schemes nsF5 and adaptive steganographic schemes ternary 
UED and J-UNIWARD. The security performances of the proposed schemes against the 
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CC-JRM and DCTR, for JPEG quality factors 75, 85 and 95, are illustrated in Fig. 11 and 
Fig. 12. We can see from the figures that for all cases, J-UNI-DUS has the best security 
performance which gives a slightly better performance than J-UNIWARD by a sizeable 
margin across all three quality factors. And these two methods obviously outperform the rest 
of the steganographic methods. We can conclude that the proposed strategy DUS can indeed 
improve the security performance of the original distortion function. J-UNIWARD performs 
well may because it can embed secret messages in all DCT coefficients, including DC and 
zero AC coefficients, so it is difficult for conventional steganalyzers to extract features. It is 
also noted that UED-DUS has a higher level of statistical undetectability than UED 
especially for large data payload (≥ 0.4 bpac). The reason may be that with the increase of 
data payload, our proposed strategy can better keep the correlation of JPEG images, therefore 
lead to better security performance. In addition, for nsF5, the detection accuracy of CC-JRM 
is almost at the same level as DCTR, and the classification error of these two steganalyzers 
for nsF5 is the lowest because nsF5 is a non-adaptive method. 
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(c) 

Fig. 11. Classification error for UED-DUS, J-UNI-DUS, nsF5, UED, and J-UNI with CC-JRM and 
ensemble classifier for (a) QF = 75, (b) QF = 85 and (c) QF = 95. (ternary STC coded) 
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(c) 

Fig. 12. Classification error for UED-DUS, J-UNI-DUS, nsF5, UED, and J-UNI with DCTR and 
ensemble classifier for (a) QF = 75, (b) QF = 85 and (c) QF = 95. (ternary STC coded) 

6. Conclusion 

In this paper, we put forward a distortion update strategy(DUS) for JPEG, which takes 
mutual impacts during embedding in consideration. Then we implement an adaptive 
steganography method combined with the strategy. Firstly, the DCT coefficients of the cover 
image are divided into several sub-images, then the embedding sub-blocks is obtained based 
on sub-images. Secondly, The first segment of the secret messages is embedded into the first 
part of the cover image according to the initial additive steganographic method such as UED 
and J-UNIWARD. Then, the embedding costs of the DCT coefficients in other embedding 
sub-blocks are updated according to the sub-blocks that have already been embedded. 
Thirdly, the remaining message secret messages are sequentially embedded into the 
remaining parts of the cover image with the updated costs in sequence. 

Experiments show that the proposed method can obviously improve the security 
performance of the well-known additive schemes for JPEG. It can effectively keep the 
correlation of DCT coefficients and has a higher level of statistical undetectability in the 
fight against the current state-of-the-art steganalyzers with high-dimensional features. In 
future work, we are going to research embedding schemes with larger magnitudes such as 
pentary embedding and consider more factors that affect embedding fluctuations among 
JPEG coefficients. 
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