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Abstract

In this paper, we investigate the security performance for cooperative networks over
Nakagami-m fading channels. Based on whether the channel state information (CSI) of
wiretap link is available or not, optimal relay selection (ORS) and suboptimal relay selection
(SRS) schemes are considered. Also, multiple relays combining (MRC) scheme is considered
for comparison purpose. The exact and asymptotic closed-form expressions for secrecy outage
probability (SOP) are derived and simulations are presented to validate the accuracy of our
proposed analytical results. The numerical results illustrate that the ORS is the best scheme
and SRS scheme is better than MRC scheme in some special scenarios such as when the
destination is far away from the relays. Furthermore, through asymptotic analysis, we obtain
the closed-form expressions for the secrecy diversity order and secrecy array gain for the three
different selection schemes. The secrecy diversity order is closely related to the number of
relays and fading parameter between relay and destination.
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1. Introduction

1.1 Background

Wireless communication faced many severe issues of security due to the broadcast nature.

The physical layer security (PLS) has emerged and received much attention as a key technique
to prevent wiretap. In [1], the PLS was first introduced by Wyner to study the secrecy rate.
Different from conventional cryptographic approaches used to address wireless security issues,
the PLS utilizes channel coding and signal processing techniques to communicate secret
messages between the source and the destination while maintaining confidentiality against the
eavesdropper [2].

Multiple antennas technique is considered as an effective method to improve the security
performance of wireless wiretap channels [3], [4]. The conclusion in [5] has shown that the
transmit antenna selection can considerably enhance the system security. In [6] and [7], the
authors have analyzed transmit antenna selection in a multiple-input-multiple-output (MIMO)
system to enhance the system security and obtained the exact and asymptotic closed-form
expressions for secrecy outage probability (SOP). But in some scenarios, it is difficult to
implement multiple antennas due to the limitation in physical size and power consumption,
such as hand-held terminals, sensor nodes, etc. Cooperative diversity has emerged as a key
technique to achieve the spatial diversity without the need for multiple antennas implemented
at the terminals [8].

1.2 Related works

Recently, the PLS in cooperative networks has attracted considerable attention, due to the fact
that cooperative relaying can improve the reliability and throughput of next-generation
wireless communication networks [9]-[13]. In [14], the authors analyzed the security capacity
of the wireless transmissions in the presence of an eavesdropper with one relay node, where
the amplify-and-forward (AF), decode-and-forward (DF), and compress-and-forward (CF)
relaying protocols were examined and compared with each other. Besides, DF can be further
specified as fixed DF and selective DF [15]. Refs. [16] and [17] studied the opportunistic relay
selection in cooperative networks with secrecy constraints and obtained the closed-form
expressions for SOP. In [18], the authors investigated the secrecy performance of DF strategy
and derived the optimal power allocation. In [19], the authors proposed the AF and DF based
optimal relay selection schemes to improve the wireless security against eavesdropping attack.
In [20], the authors proposed a generalized multi-relay selection scheme to improve the
security in the cooperative relay network. The authors in [21] presented two physical layer
secure transmission schemes for multi-user multi-relay networks and derived a tight lower
bound and asymptotic expressions for SOP. Cooperative Jamming (CJ) is another kind of
cooperative scheme that the relay can transmit the jamming signal to confound the
eavesdropper. In [22] and [23], the authors proposed several selection policies for secure
communication with CJ relay. The secure resource allocations of the wireless sensor network
with and without CJ were considered in [24]. Ref. [25] presented a comprehensive review of
PLS issues in interference-alignment-based wireless networks.
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While all of the aforementioned works ([16]-[24]) substantially provide a good
understanding of cooperative communications. However, all of them assumed Rayleigh
fading channels, which are typical in realistic wireless relay applications. Compared with
Rayleigh fading, Nakagami- m fading model provides a good match to various empirically
obtained measurement data and is widely used for modeling wireless fading channels,
including Rayleigh (m =1) and one-sided Gaussian distribution (m = 0.5) as special cases
[26].

In [27], the authors analyzed the symbol-error-rate (SNR) performance of DF cooperative
communications. The outage performance of dual-hop cooperative spectrum sharing systems
over Nakagami- m fading channels have been investigated in [28] and [29]. In [30], the
authors presented performance analysis for underlay cognitive DF relay networks with the
N th best relay selection scheme over Nakagami-m fading channels. Ref. [31] investigated
the performance of DF relaying over Nakagami- m fading channel and obtained the
closed-form expression for outage probability.

1.2 Motivation and Contributions

So far, to the best of the authors’” knowledge based on the open literature, there is an absence of
investigation on the security performance of the cooperative networks over Nakagami-m
fading channels with relay selection. In this paper, we investigate the security performance of
DF relay networks over Nakagami-m fading channels, our main contributions are as follows:

® The secrecy performance with optimal relay selection (ORS) and suboptimal relay
selection (SRS) schemes are analyzed and compared with multiple relays combining
(MRC) scheme. The exact closed-form expressions for the SOP of the three different
selection schemes are derived, which build the relationship between the secrecy
performance and the parameters of the related system and are verified via simulations.

® The asymptotic closed-form expressions for the SOP of the three different selection
schemes are derived, and the secrecy diversity order and secrecy array gain are also
obtained. An interesting observation is achieved that the three different selection
schemes achieve the same secrecy diversity order and the impact of the wiretap
channels is only reflected in the secrecy array gain.

® Relative to [19], wherein the intercept probability (IP) of the three different selection
schemes over Rayleigh fading channels were derived, which is a special case of SOP
when a predefined target secrecy rate is zero. Besides, the DF protocol in [19] is unfair
where the ORS and SRS schemes used fixed DF, and MRC schemes used selective DF.
In the following, we used DF to denote selective DF if not specified.

1.4 Motivation and Contributions

The rest of the paper is organized as follows. In Section 2, the system model considered in our
work is described and the ORS, SRS, and MRC schemes are presented. The exact and
asymptotic closed-form expressions for the SOP of the three different relay selection schemes
are derived in Section 3 and 4. In Section 5, we present and discuss the numerical results and
the Monte-Carlo simulations. Finally, Section 6 concludes the paper.
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2. System Model

/Jr’“i [

Fig. 1. System Model demonstrating a source (S), a collection of relays (R), a desired destination (D),
and an undesired eavesdropper (E).

In this paper, we consider a cooperative network as shown in Fig. 1, which includes a source
(S), N DF cooperative relays R, (i=1,---,N), a destination(D), and an eavesdropper (E). All

nodes are equipped with a single antenna and operate in half-duplex mode. Following [19] and
[32], we assume that the direct link between S and D/E is unavailable due to severe shadowing
and path loss, and the communication from S to D can be established only via relays. In the
first phase, S broadcasts messages to relays, and each relay tries to decode the received signal.
In the second phase, the best relay will be selected from the successful decoding relay set and
forwards the decoded outcome to D, and E may overhear messages from the selected relay.
Moreover, the link between each node can be classified into three groups, S > R,, R, > D,
and R, — E . All the channels of each group in the DF relay system of Fig. 1 are considered to
be characterized as independent and identically-distributed (i.i.d.) quasi-static Nakagami-m

fading as [30] with fading parameter =z, , the average channel fading gains of each group is €2,

where j € {SR,RD,RE} . The transmitting power at S and relay is P, and 2, , respectively. The

thermal noise at each receiver is modeled as additive white Gaussian noise (AWGN) with
variance o?.

The probability density function (PDF) and the cumulative distribution function (CDF) of
each channel gain can be written as

AT

1y (y):F(Jmf)ymj ‘exp(Ay). (1)
% (5o

Fy ()=1-exp(- 4,0} 3 =25 (2)
n=0 L

where Yj:|hj|2, h; is the instantaneous channel fading coefficient of each link, and
A =m, /Qj .
In the first time phase, the channel capacity between S and the i th relay can be expressed as
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Cs =%Iog2 (1+ a¥sr ) (3)
where a =P, /o® and 1<i<N.

Based on [30] and [32], the i th relay can successfully decode the received signal when Cg,
is larger than the target data rate R, > 0. Otherwise, the relays are unable to recover the signal
from S. So the probability of the i th relay can successful decoding is
P =Pr(Cq =R;)

suc

(4)
=Pr(Yy, 20)
where 6=(2°% -1)/ .
In the second time phase, we denote the successful decoding set as @ and the number of
relays in @ is L=|<1>|,(Os L< N). The channel capacity between the k th relay of ® and
D/E is expressed as

Cro =%|ogz(1+ BYao). (5)

Cee :%Iogz(lJr,BYRkE), (6)

where =P, /o’ and ke ® .

Next, we will introduce and analyze the three different relay selection schemes for the
transmitting signal to D as follows.

2.1 The Optimal Relay Selection Scheme

In this subsection, we consider that the full CSI of both the main and wiretap channels is
available at relays, which is called active eavesdropping [33]. We can select an optimal relay
that maximizes the secrecy capacity as [19]. The relay selection criterion for ORS scheme can
be expressed as

b=argmax| C, , - Cqc I

1+ 6Ys o , (7)
=argmax————
ke® 1+ﬁYRkE

where b signifies the selected relay and [x]" =max(x,0).
Then the instantaneous secrecy capacity of ORS scheme can be written as

ORS *
Cs = TSDX[CRKD _CRkE:I

ed

= r{]ax[%logz(l-i-ﬁYRkD)_%logz (1+ﬂYRkE):| |

2.2 The Suboptimal Relay Selection Scheme

In this subsection, we concentrate on passive eavesdropping scenario, where the CSI of
wiretap channel is unavailable at relays. We can select an optimal relay that maximizes the
main channel capacity [32]. The selection criterion for SRS scheme can be expressed as
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b =arg rpgg([CRkD} |
=argmax fYg o
Then the instantaneous secrecy capacity of ORS scheme can be written as
CSSRS = [CRDD - CRbE :'

+

1 1 +, (10)
Z[EIOQZ (1+ﬂYSRS)_EIng (1+ﬂYRbE )}
where Cp, and Cg. is the channel capacity between the selected relay b and DI/E,
Yors = nQEB('DXYRkD '

Because the fading channel R, — D is i.i.d., utilizing the multinomial theorem [34], the
CDF of Y, can be written as

F...(Y)=T1F., ()

ked

(11)

N
mRDfl(iRD Y) ]

:[1—exp(—ﬂRDy) 2
=Y Aexp(-By)y°
SS

where SS denotes a set of (mRD +1) tuples satisfying the condition:

Mep +1 L! Mgp 2/ n-1 Pn
SS:{(pl,...’meDﬂ) 2;4 pn:L}, A:%TH(_(nRil)J ) BZ/IRD(L_meD*’l)l and
ITp!™ '

n

Mgp

C=>(n-1)p,.

n=1

2.3 The Multiple Relays Combining Scheme
In this subsection, we assume all relays in @ participate in forwarding the signal to D for
comparison purpose. Maximal ratio combining scheme is employed both at D and E. With the
equal power allocation, the transmitting power at each successful decoding relay in the set ®
is P, /L.

Then the instantaneous secrecy capacity of MRC scheme can be written as

Célec _ [C MRC _ ~MRC ]*
D E

+, (12)
1 1
:|:E|0g2£1+€YD)_EIOQZ(1+€YE ﬂ
where Y, => Y., and Yo =D Y, ..
ked ‘ ked ‘

Based on [35], the CDF of Y, and PDF of Y. are given as

Y(mRDL’ X’RD y)
F -
)= FmaL)
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A Mge L
RE meglL-1

f\(E (y)_—)y

= exp(—4 , 14
F(mol P(~AeeY) (14)
where Y(a, X)= J'Oxta‘l exp(—t)dt is the lower incomplete gamma function as eq. (8.350.1) of

[36].

3. Exact Secrecy Outage Probability Analysis

We evaluate the secrecy performance of the three different selection schemes by deriving the
exact closed-form expressions for SOP in this section. SOP is defined as the probability that
the instantaneous secrecy capacity is less than the desired secrecy rate R, >0 [2].

According to the law of total probability, the SOP of this system can be expressed as

P, =Pr(Cs <Ry)
N (N
zz[ Ljpr(cS <R, |®|=L) , (15)
L=0
N (N
iZ?( L]Pr(|CD| =L)Pr(C, <R|®|=L)

pL

out

N I
where =L, Pr(|<D|=L) represents the probability that the number of
L) L{(N-L)

successful decoding relay isL, and P\, represents the conditional SOP on |cD|: L. In the

out

event of |<D| =0, no relay can be selected to forward the messages, as a result of C; =0.
According to the definition of @, the probability of || =L is given as

Pr(|®|=L)= Pr(igCSRi >Ry, 1 Cas, < Rd)

=[Pr(Y20)] [Pr(Ye<6)]"" , (16)
L N-L
L o ) n me-1(1 @ n
:{exp(_ﬂSRg) Z_(; %:l {1—exp(—/13R6) > ( S;! )

Next, we will derive the conditional probability P- of the three different schemes,

out
respectively.

3.1 The Optimal Relay Selection Scheme

Because the fading channel of each group is i.i.d., using eq. (8), P, of ORS scheme can be
written as
RS ~Pr(Ce™ <R )

=[1Pr(Ceo —Cre <Rs). (17)

ked

= ( Pors )L
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where Pogs =Pr(Cpp —Cre <R;).
Substituting egs. (1), (2), and (8) into P, , and using eq. (3.326.2) of [36], we obtain

n
xf: yMee exp(—(/lRDG) + Aee ) y)dy
zl—exp(_ﬂ/RD (®—1)J ﬂ‘REmRE Mgp—1 n ((n]L_n

ﬂ F(mRE) n=0 |=0 | n!lRD
X[(a_l]”' (Mg +1)
B ) (Ap®+ A )™
Finally, the SOP with the ORS scheme is obtained by substituting eq. (16) and eq. (18) into
eg. (15).

3.2 The Suboptimal Relay Selection Scheme
Using eq. (10), P, of SRS scheme can be written as
P =Pr(C <R;)

out

- Pr(YSRS <oy, +—®ﬂ 1) . (19)

o 0-1
:.[o FYSRS [®y+ ﬁ j fYRE (y)dy

Substituting eq. (1) and eq. (11) into eq. (19), and using eq. (3.326.2) of [36], we obtain

[< );z( Jo( %]
xJ:ymRE+'_16Xp(—(B®+ZRE)y)dy . (20)
ox _B(@—l) .
-f(w J%@U o %] cametd,

Finally, the SOP with the SRS scheme is obtained by substituting eg. (16) and eq. (20) into
eg. (15).



2424 Zhang et al.: Security Performance Analysis of DF Cooperative Relay Networks over Nakagami-m Fading Channels

3.3 The Multiple Relays Combining Scheme

Using eq. (12), P, of MRC scheme can be written as
PR =Pr(Cy"° <Ry)

out
L(©-1)
=Pr| Y, <OY, +T . (21)

_[F, £®y+ L((Z‘l)j f, (y)dy

Substituting egs. (13) and (14) into eq. (21), and using egs. (3.326.2) and (8.352.1) of [36],
we obtain

out

A L(®—=1))\™eLln (TjﬂREmREL/’LRDn L1 .
R s =1 P> [te-)

X(L(@-l)J"' Ao T (Mg L+1)
B (Zp® + e )"

Finally, the SOP with the MRC scheme is obtained by substituting egs. (16) and (22) into eq.
(15).

4. Asymptotic Secrecy Outage Probability

In this section, we consider a special scenario that the received SNR at R and D in the high
regime to derive the closed-form expressions for asymptotic SOP with the three different
selection schemes. The asymptotic expressions can help us analyzing the secrecy diversity
order G, and the secrecy array gain G, . Mathematically, we describe this scenario as
Qi =Qpp =Qp > .

Based on eq. (4), when Q, — o all relays can correctly decode received signal. then the
probability of lim Pr(|®|=N)=1 and eq. (15) can be simplified as

Qgp —0

Py =Pr(Cy <R||®|=N). (23)
According to refs. [6] and [7], the asymptotic SOP also can be written as
Pr =(G,0Qp)  +0(Q, ), (24)

where G, determines the slope of the asymptotic SOP curve, G, characterizes the SNR
advantage of the asymptotic SOP relative to the reference curve Q"% , and (’)() denotes
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higher order terms.

4.1 The Optimal Relay Selection Scheme
Applying the Taylor series expansion given by exp(x) = ZX—I , We obtain
n-o N:

Map -1 1 n ) Mgp
$ (4=0Y) zexp(ﬂRDy)_(TnL)'Jro(ymm)_ (25)

o n! RD*
Substituting eq. (25) into eq. (2), the asymptotic CDF of Y, can be written as
) Mgp
S Yl +O(y™). (26)
m.. !

Yro
RD *

Substituting egs. (2) and (26) into eq. (18) and using eq. (3.326.2) of [36], we obtain
Poo,ORS — ( P(;;S )N

N
® o 0-1
- |:.[0 FYRD (@y +7J fYRE (y)dy:| . (27)

Mgp —N N
Sl M rf(%j[@—l] C(Mee 1),
Qg ™ r(mRE )mRD ol n p © Mg
Henceforth, using egs. (23) and (27), the secrecy diversity order and the secrecy array gain
for the ORS scheme are obtained as

GJR = Nm,,, (28)
1

GO = ﬂmi(mmj(@—ljmw” or(meen)|>
ARE

I(Mge )Meo oz N Yij

4.2 The Suboptimal Relay Selection Scheme
Substituting eq. (25) into eq. (11), the asymptotic CDF of Y., can be written as

© (ﬂ'RDy)NmRD N
o (y)=——"—5—+0(y"™). (30)
Y, (mRD !)N ( )

Substituting egs. (1) and (30) into eq. (19), and using eq. (3.326.2) of [36], we obtain
[oe] @ 0 ® _1
F’out”SRS = Io FYSRS [G)y +7] fYRE (y)dy

= QRD?NmRD mRDNmRD W n(NmRDj[® —1ijRD_n r(mRE + n) .
(Mg )(mee )" 2= L n B 0 "'my"

Henceforth, using egs. (23) and (31), the secrecy diversity order and the secrecy array gain
for the SRS scheme are obtained as

(31)

G;* =Nmg,, (32)
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1

Mrp Mgp NMep =N yn Nmggy.
G z{ Meo' NZ [NmRDJ(G)—l) O"T" (Mge +n)] N )

F(mRE)(mRD !)N o\ N B e

4.3 The Multiple Relays Combining Scheme
Utilizing the same method as ORS, we obtain the asymptotic CDF of Y, as

o 1 Mrp Mep
R ()= (i oY) +O(™). (39

Substituting egs. (14) and (34) into (21), and using eg. (3.326.2) of [36], we obtain
- ® o 0-1
P = jo K, (®y + 7} fy, (y)dy

_ (QRD )_NmRD mRDNmRD NmZRD n NmRD 0-1 NMeo =1 ®“F(NmRE + n)
B F(NmRE)(NmRD)! =0 " n B O "my"

.(35)

Henceforth, using egs. (23) and (35), the secrecy diversity order and the secrecy array gain
for the MRC scheme are obtained as

GJ'R¢ = Nm,, (36)
1

GMRC_ mRDNmRD NmZRD NmRD ®_1 o r(NmRE+n) _m (37)
O T(Nmg ) (Nm ' & n B O A" '

Remark 1: Obviously, one can find that the exact or asymptotic closed-form expressions for
SOP of each scheme are consistent when only one relay (N =1) is utilized. Besides, the
secrecy performance of each scheme will be improved as Q increases or Q. decreases as
can be seen from egs. (27), (31), and (35).

Remark 2: It can be observed that the expression of secrecy diversity order with three
different selection schemes are same and only relate to the number of relays and the fading
parameters between the selected relay and D as can be seen from egs. (28), (32), and (36).
From egs. (29), (33), and (37) we find that the impact of the wiretap channels (m.. and Q. )

is only reflected in the secrecy array gain.

5. Numerical and Simulation Results

In this section, we present the exact and asymptotic numerical results by using the derived
expressions of the three different selection schemes and investigate the impact of various key
system parameters on the system secrecy performance. Monte Carlo simulations are also
presented to validate our analysis. The main parameters utilized in analysis and simulation are
setas, Mgy, =My, =My =m, o =1, and the unit of R, / R, is bit/s/Hz. As shown in Fig. 2 to

Fig. 5, it is clear that the results of exact analysis match very well with the simulation, and
ORS scheme always outperforms other schemes when the global CSI of all links are available.
One can observe in Fig. 2, when N =1, the three different selection schemes have same
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security performance. This is because only one relay can be used to transmit signal and
instantaneous secrecy capacity of each scheme are same as can be seen from in egs. (8), (10),
and (12). With the number of relays increasing, the security performance of all schemes can be
enhanced. It indicates that cooperative technology can enhance the wireless security against
eavesdropping attack as MIMO. Besides, with the number of relays increasing, secrecy
performance of MRC scheme performs better than SRS scheme in the high Q. region.

Fig. 3 plots the SOP of the three different selection schemes versus P, while m varying.
From this figure, we can observe that SOP decreases with the transmitting power increasing,
while there exists a floor for the SOP in the high P, region, which is testified in [37]. The
security performance with lower m worse than the one with higher m, since a higher m
typically refers to a stronger received SNR and the number of successfully decoded relays
increasing. Besides, higher m means a higher secrecy diversity order of the model as the
conclusion of section 3. One can also observe that SRS scheme may perform better than MRC
in the high m region.

Fig. 4 demonstrates the SOP versus Q¢ with varying R . One can find that with Q.

increasing, the secrecy performance is enhanced because a higher Q, signifies that the

received SNR at the relays is improving and more relays can decode signal successfully.
Besides, the SOP decreases as the desired secrecy rate decreases.

Fig. 5 plots the exact and asymptotic numerical results for the three different selection
schemes while Q., varying. It is shown in Fig. 5 that the asymptotic curves tightly

approximate the exact curves with Q. increasing and very close to the exact curves in the

high SNR regime, which corroborates the accuracy of our derivation and can be utilized to
effectively evaluate the secrecy outage performance of this model in the high SNR regime.

"ot

%* MRC Simulation|: -
I A SRS Simulation [ B\
| © ORSSimulation| "\ \
Analysis

!
th -

10

5 10 5 0 2
QRD ((“‘3)
Fig. 2. SOP versus Q. with Qg =Q.,, m=2, P, =P, =1dBW, R, =R, =0.1,
and Q. =15dB.
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10

10_1':: - ¥

Pou!.

L {1y —— ST DU . : T
* MRC Simulation § ORGSR

A SRS Simulation | SG N\ o
O ORS Simulation | ™S h N
- IAnalylfms _ : | ; g

25 -0 -5 -0 5 0 5 10 15

Pr (dBW)

Fig. 3. SOP versus P, with P, =P;,, N=3, Qg =Q,,=6dB, R, =R, =0.1, and Q.. =1dB.

Potrt

* [Rg — 0.1 Simulation
A Rs = 0.15 Simulation
10 O Rs =0.2 Simulation |..... . > T ¥
—— Analysis [y

-15 -10 -5 0 5
Qgp (dB)
Fig. 4. SOP versus Qg with P, =P, =1dBW, N=5, R, =0.1, Q,, =5dB,and Q. . =1dB.
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.| % MRC Simulation|
107" A SRS Simulation
O ORS Simulation | :

107% —— Analysis
|l - Asymptotic
10 3 0 5 10 15 20
Qpp (dB)
Fig. 5. SOP versus Q. with Qg =Q.,, m=2, P, =P, =1dBW,R, =R, =0.1, and
Q. =1dB.

6. Conclusion

In this paper, we studied the security performance of cooperative wireless networks with ORS,
SRS, and MRC schemes over Nakagami- m fading channels. The exact and asymptotic
closed-form expressions for SOP of the three different selection schemes were derived and
validated by simulations. Numerical results illustrated that ORS scheme always performs
better than SRS and MRC schemes and the secrecy performance of SRS scheme is better than
MRC scheme in some special scenario such as when the destination is far away from the relays
(i.e. then the average main channel fading gain falls in the low region). Also, we obtained the
secrecy diversity order which is Nm., and the secrecy array gain. It is indicated that the

number of relays and parameters between the relay and D have a great impact on the secrecy
diversity order, and the impact of the wiretap channels is only reflected in the secrecy array
gain. The model will be beneficial for designing practical cooperative communication system,
especially where the PLS issues is considered. However, comparing with DF, AF protocol is
easier to implement in practice, which can be an interesting topic of our future works.
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