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ABSTRACT

In this paper, we analyze the security and performance of the Quantis Quantum random number generator in terms of
cryptography through experiments. The Quantis’ post-processing is designed to output full-entropy via bit-matrix-vector
multiplication based on mathematical background, and we used the min-entropy estimating test of NIST SP 800-90B so as to
verify whether the output is full-entropy. Quantis minimizes the effect on the random bit rate by using an optimization technique
for bit-matrix-vector multiplication, and compared the performance to conditioning functions of NIST SP 800-90B by measuring
the random bit rate. Also, we have distinguished what is in Quantis’ post-processing to the standard model of NIST in USA and
BSI in Germany, and in case of applying Quantis to cryptographic systems in accordance with the CMVP standard, it is
recommended to use the output of Quantis as the seed of the approved DRBG.
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Fig. 1. NIST SP 800-90B(second draft) Entropy
Source Model

‘Post-processing s A#H o2 A48 £ Q=S
78ttt ‘Post-processing-> ‘Conditioning’
I fARRE - o' ARRE A uE Post-processing’
o 4L nlolojant AAF dole|2A A Hle]
B (Raw data)e]E=2 ‘Post-processing o2&
=9 dlolEld] 2 dERA7} BAER] dE

B =R E o2 35 EAET thEA gt
A71e A7 HAAE AEssle] wletRn 9=
NIST SP 800-90B T WAl ZzEE 7|Fo
FAe A& Bt} g
1.2 YXfEMT] Quantis(5]

244315 TRNGel+= A RS o3 7?%“—0‘
43t s AAskE A7) o
gt 2912 1D Quantique AR Quantlst—
el 32 (Single photon)®} ¥ ~Z#E(Beam
splitter) & o]&3l WE FH3te WA
2 USB, PCI, PCl-express E]#o]~E 71zl
Hulo]lx(device) 2 AlE .

Quantis®= A dHelHE %@13}—‘5 35,
4Mbps(Mega bits per second) &
9] ¥4 ¥ E(Random bit rate) "é?% 712
o, tule]AE o] &% 4 9le a]r‘-"]“ gy A4 =

=3} 2ol neje Ag el




AR R 53| =82 (2017, 6) 451

2 =relde A7l Quantise] 4
2] G5 hske] oA FMska, A
Fronyy Asd A2 sk 284 v
staLzh et

[I. Quantis?| £Xz2| 2™ 2M(6,7)

Quantise=  FIH  ded G FE7]
(Randomness extractor)&

Wi FxE] I LzEYe] TR Ak T3
2] AL sl gt

A HA A2 AA L ute]s Wil Az]E
= Exolvwt ¥R (Von Neumann's method:
Von Neumann unbiasing algorithm)2=,
NIST SP 800-90B<] %<4l% 'Post-processing’
WhAlol] ggaic, Eimolnt HhAle E7jo]a o144l
o]l dlolEel| thale] A& 7lsdtr] wiEell FAhd
sz FA2 AA 6 AR AR, AA
FA40]7] el gHAZF EAghE AL A el
Apd o]t

T A AT 3AL LZE] ZeadA
AeE =S Folglar, Eiolut Hiile] AH4H A=
5 b gEHem og3le W F :
‘Conditioning’el si@spd A WAl =] 249
A Bk FokEl FAe] AAS AHH o8l
Left-over hash lemma®} 2-universal
hashingoll 27(8)3}x glon, @y PHL o] &
slo] o]zl sgi--wE] (Bit-matric-vector) + <Al
< s G5 FE71000)

Quantis= F WA FH7 FAAHE o=
Agst7] $lste], £ZE ] T2 aaleA Exowt
ukalo] 4% dlole|R Ay 3 dlo]e]E AA3)
o] 2 AR, W 2 8 Avic Ay 3§

dlole]l FtdE glyuol AL4-# = JEE AlFs)
sttt Quantis A7 HAH-L kA gle] o]
AL FEEARE, WA §A] gk okA
w38 FH3P| 9= Az dgEE A
2 o]z} o dleledl A5d3t F7ielo]

A

o oox i kol
o 2

3

o S A5 AAlaFolef Grhe 27le] U asich
e CHEIEELIEE I ISR ERE
$elalof gt

E =FolA= Quantis®] USB tluje|xe} &
Z2 72 EasyQuantis, ID Quantique”} A
glolng] Z2AE Samples C ZEAES

ofd oo
ot

+ Windows M*& : Windows 10 Pro
o A zE ZZAA
. Intel(R)Core(TM)i7-4790K CPU@4.00GHz
o Al~®El RAM : 32.0GB
. Asd £
D B4MIE o AAl, x64 718 ZZ2AA
. 7% xzay
© Microsoft Visual Studio Community 2015
zgg o] C/C++

2.1

= 4ol dEz)

e

Quantist Left-over hash lemma<}
2-universal hashing®] |22 zlol TA3}e]
Z9l =25 (full-entropy) 8l 5 E3l7] sl
of 3%7] Eet: {0,1}"—{0,1}" 9 h5E& 24
stk 2719 45ES AY PFHE AR i
WA & g FAA ARl AF ¢, =e>0
of thisted g2 dlole]e] w|E(bit) @ NEZIs}
s o)A o, ok Al os A=)

1
210g2:

1
- = k= sn—2log,—
n n sn 082 €

o 5> 0.946 (75%) n= 1024 , k=768
s> 0973 : (87.5%) n=2048 , k= 1792

Quantis= FpAdel digt H7kE NIST SP
800-22, DIEHARD, BSI AIS20/31 %<9 ®H~
EE A, A3 g2EE AABCH9). =
g ZE(Collision) VERIZ o]2x oz R3]
A, olF EFd Byl b o SRR 4AA



452 At

A7) Quantis®] A7 HA el Het hashd 24

= HAQERI) (min-entropy) & Flslgicia
Alsldch, B =RelAE Quantis g3} @A

el ofL

=

To2 ﬂl*lﬂxl 3l Aol Hd NIST SP
800-90B F WA e ZE EAR HAJEZT
4 e Zﬂ.%ﬁ}"ﬂﬁ ulebs]  NIST  SP

1l
H

800-90B<] 44 ERy FA HAEE o]EHOR

W oEAE A E-JJE AA ARE Tl AE

3= ovlE 7k J“/}.

NISP SP 800-90B¢] HAEx= FAHSZ ¢
o] o= AIE 7] fdste] 2 1,000,0008 0] =
o]xke] dolelE o= 3tx, WA dHele e FAA
£4<¢l  IID(Independent and identically
distributed) %% #<ldk 3 IID ofF-ol uje}
Aekst JER T Z=x] S AHL35lo] HLE R
5 =Ygt gEiA 71%01] 2= AFE 9o
Quantis tlrle]~ZRE] A4 dol8] 1,333,376
ulolE 1070E F3Esla, Zbztel| wisle] Quantis
oA 7]EH o2 AlFgt Fxolut iyl 3 dlo|
o] &3te] F 7 F&71E5 F8l 1,000, 032‘3}0]
1078, 1,166,5928F0]E 10705 o], = 3070
g AEZIE FA3A
of AH-¥ Quantis®] 1A] dlolE|e} FA2

95 AA dolHE &% 11D dHolH=Z hls|o]
IID HadEeRy 34 HAEE APslyc), w3t
Quantis &% dle]e]7} 11D dlole]7} o 722
FIE S A FHRNERIAS FeldHr] 93}
o] Non-I1ID HAJE=RY FA HAEL F7l2
A rgket. & 3070 AEel et AP AE Al
2E5S FAidERd R AAse] a2z ehlH,
7k (Fig. 2), (Fig. 3)% %t}

IID HAxAERS 34 €2E Aol 994 d
olele} T2 HAE ARl Hlole 9 HAadEZT
Ws We7E 0.994¢) 0 996 Alolql Ao= Hol
Quantis7t AARE 32719 oF delge] nvlE o
JERI7L s o]ielojo} gtk 7Pl F-3ata
=% dloly =g FAEZIZ Fds}r]o -&%5&
Ao},

Non-1ID HAJERT 34 €2E ZAIe U4
delelel A7 A& A dlolEld HAQERT]
o] W% W7k 0.887 0.96 Alejal 7L~i Qf"m
t} IID dleledel oigk Non-IID FHAJEZS
A H2E A¥= Quantis FHE JJrZLl qE
dlo]el7} Non-1ID dle]e] 2 AEriele 4l
2I= 0.9 A=R 344 Aozt #d 5 9l

w2 (m o

o 2

Zo
E
A

al

:

i)

(m % —{N

1

0.995
0.99
0.985
0.98
0.875
097
0.965
096
0.955
085

10 average

Wrawdata W1024*768 W2048°1792

Fig. 2. Min-Entropy Estimation of IID Sources
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Table 1. Average Min-Entropy of the

experimental data

Raw data | 1024 <768 |2048 < 1792

IID Test| 0.9957 0.9954 0.9955
Non=IID 5 9475 0.9124 0.9162
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Fig. 4. The main idea of Quantis efficient
implementation

Table 2. Comparison of Operator calls

Quantis | Conventional
xor(6b) 2 64
shift (>) 4 64
insert(=) 4 66
and (&) 2 1
multiplication (<) 1 0

Table 3. Speed comparison of Reading raw data
and Post-processing operation (Mbps)

1024 X 768 2048 < 1792
Quantis 101.7 54.1
Conventional 12.4 11.3
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Fig. 5. Speed testing target

Table 4. Result of Speed test by EasyQuantis
application (Mbps)

1024 X< 768 2048 < 1792
(1) 3.9
(2) 1.5
(3) 32.8 17.6
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