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ABSTRACT

In this paper, we propose an adder that can be applied to data encrypted with a fully homomorphic encryption scheme and
an addition method with improved performance that can be applied when adding multiple data. The proposed arithmetic adder
is based on the Kogge-Stone Adder method with the optimal circuit level among the existing hardware-based arithmetic adders
and suitable to apply the cryptographic SIMD (Single Instruction for Multiple Data) function on encrypted data. The proposed
multiple addition method does not add a large number of data by repeatedly using Kogge-Stone Adder which guarantees perfect
addition result. Instead, when three or more numbers are to be added, three numbers are added to C (Carry-out) and S (Sum)
using the full-adder circuit implementation. Adding with Kogge-Stone Adder is only when two numbers are finally left to be
added. The performance of the proposed method improves dramatically as the number of data increases.
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Encrypted_XOR.(params, pk, ci, c2): The ol fler, ¢z, ..., ca)& AT 5 %D]F“‘E 2
ciphertexts C1 and C2 are input to perform < ovjglt}, A= oks3) & wel e I
an XOR operation on the plain texts 712 otague] gl Aol TA7ol "/H'O—E]T:

inherent in each ciphertext, and the

. . . IgHe H b= =S
resulting ciphertext C is returned. When C1 MA71= hEis SEstehd FE f(my, ma, ...,

and C2 are represented by bit strings, mn)S de] ¥ 5 gt
bitwise-XOR  operation is  performed. B oo ehdEdels(9) whe 13g

Hereinafter reffered t D) . .
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Fig. 2. 4bit Kogge-Stone Adder(g=4bit)
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L
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WAE= Carrys Ao AXsle 24 dA Y 3
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e
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X
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>
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N

Al bitwise-AND®] <dibe] 71 ews=r} &
Recryption <d4ke] 3] 7|Ee] 7] wel], 3|2
oA bitwise-AND <d4ke] #¥(level)d] 43}
7} F93lt}t. Kogge-Stone Adder+ Fig. 3.3
o] Prefix(Py,.,. Gip. Pi Gi. G, P)2] @41
o] FHAF HA A A Zerhe S gt

= hEsgt
3 37olA JiEgl Kogge-Stone Adderd 71%
=R A et P A A ) =

u

A, B: ciphertext with a g-bit integer packed
SUM: ciphertext to store the result of the
addition operation

function K-S Adder(SUM, A, B, q)
InitialPrefix(Po, Go, A, B)
for i{-1 to [log q]
//Function for Carry calculation
LevelEval(Pi1, Gi1, Gi, Pi, D
end for

Out(SUM, Po, G liog o)
end funtion

//refer to Fig. 4
InitalPrefix(Po, Go, A, B)

Po=A®B, G¢=A-B
end function
Pl”eﬁX(le)mv, Gil)rcv' PH, GH, PiCur' GiCur)

GiCur = (GiPrev : Pi’l ) @Gi’] ’ PiCur = P
end function

* Pia

1Prev

//refer to Fig. 7
Out(SUM, Py, C, q)

SUM=(C{1)BPy
end function

LevelEV_al(PH, GH, Gi, Pi, i, (1)

// (0~27-1) slots of Gj are

// corresponding to confirmed Carrys of Gi
// (Fo~Fa14, in Fig. 5 ~ Fig. 6), which

// need not to be changed.

// (0~271-1) slots of Pi are similar.

for j¢-0 to 27'-1
Assign(Gi,Git, . j. @)
Assign(Pi,Pi1, j, j, @)
end for
// Pipe, and Gip,, are shifted version of
// Pi1 and Gi to calculate Pi and Gj for
// this level.
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// (refer to Fig 5~Fig. 6.)
Giprey= Gi1 (27", Py = Py € 27

// Calculation of the prefix for next level,
// using Pipev: Giprey: Pi-1, and Gi-.
// (Picy,. Gig,, are the results)

PreﬁX(PiPrev' GiPrev' Pi'l' Gi'l' Pi(}ury GiCur)

// Pi and Gi combine the confirmed
// part(e.g., Carrys) and the calculated
// prefix(Piq,. Gigy)-

for 3¢-27" to g-1
Assign(Gi, Gigy,. i, 3, @)
Assign(P;, Pig,,. J. J, @

end for

end function

Assign(A, B, a, b, q)
ptxt(b)=1 // ptxt is q size plaintext
mask = encrypt(ptxt)
A=A®(mask - B{((b-a))

end function

Fig. 3. Pseudocode of Kogge-Stone Adder

B QoM 283k shdEdkse] 3hdA g
gholEl e IVAL] Table. 2.9F Rt} o]z} zlo]
gepule] S & AS d33 & e 39
N4 1200 slote]ar 30 slot ©F$|Z 1 bit dlo]
HE AR 4 Qv ks Ao 40 bite] ol
= ¢t33}8 4= )i, Recryption Q4ke a4+ ¢
2 FHd 24 Zol9| bitwise-AND AHS x|t
t}. 249] bitwise-AND 94t Zlo]& m% x[23}
W Recryption <d4b& Faeof dkar, o]F 3
bitwise-AND  <d4bzelE A3 o v}
Recryption Q4Hs S3jsfof g},

Fig. 4~72 Fig. 3.9 Kogge-Stone &g

o\

A [of1]o]4] = = of1]o]o]
g [ofofo]1] G

@, ool A
o [a[o[ol1] = | @ wee | = & [olofo[1]
Fo(Carry In) @

Fig. 4. Kogge-Stone Adder algorithm to add
data encrypted with FHE 1

SHEHgsE vl R g A i% 9
Aare] el i3k Adwelc). Fig. 3¢ 7 &
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FE BE Fi~F& 73] 93 el K-S
Adderdl|A] 3= A o3 2}

Fig. 49 ©.@ AL F A9 49 A, BE 74
7k Half-Adder(bitwise-AND, bitwise-XOR)
<% E3 Py, Go, 283 Carry Fig T3l=
ol Fig 34 K-S AdderelA InitalPrefix
FE 3Este] "t @ A A Carry
= et a3 Zoltl. a#d Fo(Carry
In)& dHbE R 00]7] Wi @ FAE 538 F
AAE Fre Gool 2° #Aelel gt & ke 71w
@ A4 A= 7Fesleh(Fig 3ellAe A=),

Fig. 58 @@, A= 0,0 4 the
gule] Py, Gy 282 Carry Fa, F3 & F317] ¢
g 474]"]‘4 g = Fig. 39 LevelEval 3§

= 53 385} Fig 594 & 5 9l=el Pt
G1t 71 Po?t Gog ZHE AMSEs 2T, o
HetA oA WHAEE Carry =% Prefixebe] <d4ke
B3l A= FEoE ek Pt Gog 2WE
AMEEE pae 7k 20 Aelelw | Fig 3¢ Assign
5 ARl Pt Giol a7 AR dRid
(LevelEval®] A WA for &%, Fig. 5-0).
o2 e atdAelA Hagh o A9

Al
ol

Hr o

Po [0f1]ofo] P [1]0]0]0]
— [ | shift<<1 —>
e [ofofofr] G 0]0]1]0]
P [of1]o]0]
L1 ]ofo]o]
Pre Grrey P @ G = Grg :> ﬂﬂn
Go \0\0[0\1\ Po " Prprey = wlolofof1]
@ Giey & Pres o
[ofo1]o] [ofolol1] [o]o]o]o] [o]1]o]o]
e [ofofo]r] Pofofefo]n]
F, R By

Fig. 5. Kogge-Stone Adder algorithm to add
data encrypted with FHE 2



420 gAFYgzE d53E doleel AP

A R A i I I M A

Prefix¢} Carry+ @3 #°o] Pyt Gog FHE<S]
Shift tae]EE AHgste] Aslul=x 2" bit A
o] EAIZ) Pipey, Gip,/t H™, @} 7o) Py,
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Prefix¢} Carrys Ak} @7 A4k Fig 39
LevelEvalell4] Prefix 345 3Z3te] F3gic}
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E AHgste] 2! ~2° A2je] Fgshe (LevelEvald
T A for £F, Fig. 5-®), oldl, A Carry
Fy, Fs& ©9} Zo] Gyoll o] ZgH=ic)

a bite] dlele 270& 7k o, Fig. 59 Q,
@0 IS AF 4 AEd Fo ~ F& 73 o
742 whagict & @ellA P, GiE ARk $13
oA wAY Piy, G Shift duz|&s S A
$lulE= 27 bit 4 o]FA4It}. Fig 69 ©,0,®
2 o]e} 2 HkES oA Py, Gy 8|3 Carry
Fu(@79 A5, Fu~ FO)E T3] 1% 49 A
wojct,

g4 A=l Fo ~ Fog AF Fsisiod, #135
Aew Fig. 79 @H A3} o] Fig. 3¢ Out
e &3] A9 B9 bitwise XOR <14+ 2
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Faste] £ 7ME A9l Resultd A& o]
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T e
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Popes| 0000 | 06 a | 2 nnn
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Fig. 6. Kogge-Stone Adder algorithm to add
data encrypted with FHE 3

b [0]1]
’ Lo o] I:"\‘ P Fos = A®BOF.. [ Result [o]o]1]1]0
G<<1]0[1]0]0]o0

[N S

Fig. 7. Kogge-Stone Adder algorithm to add
data encrypted with FHE 4
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Fig. 3, Fig. 4, Fig. 5, Fig. 6, Fig. 7& 4
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el SUM;3 CE& Al Kogge-Stone(SUM:,
SUMi, Z, @) A3l 23]o o] 7MbE
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39| bitwise Full-Adder32& A4 A2 735
1 E48S S Coa = o, X+Y+Ze] 7HE Az
= S+Ce| 7Mt Ao} FAstH(22). ol 23]9
Vb7 el Fas sEr 13 M) el
Full-Adder ¢4te2 £d 4 glx Full-Adder
QA4 bitwise-AND <dAbe] 1=HARE ARS-E]7] o

o

L o

Wl rlo 2k

fo 0

ol bitwise-AND <dAtdolE 1 A®sly, F
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(A-B)¢t ((A®B) - Cin))7F 257 19 5= A
3 4 9l7] 9] XOR-Gate® WAZ 5= glrh.
Fig. 5+ bitwise Full-Addere <Az =s9}
Full-Adder Circuitell =gt Z23o]r},

Full-Adder(S, Cout, A, B, Cin)
S=A®B®Cin, Cout=((A-B)®((AD

B) - Cin))<<1)

end function

Full Adder Circuit
A_®

S
BT @ >
Cin |_

Cout

Fig. 8. Pseudocode of Full-Adder and
Full-Adder Circuit

Fig. 92 3708 A+ ks X, Y, ZF 7Mlet
7] $13] Kogge-Stone Adder®t ARS-gF v} A
otsle v el Full-Adder3 25 244171 23o]
3, Table 1 Kogge-Stone Adderst AH-3l=
Wil Full-Adderst g7 Abgshs whale] alar
A7} bitwise-AND s14bzlo]e] A3} v]alxzo]rt,

Table. 1.¢] A= v o] A dsvs 7F
Aksk ) Aokt el Kogge-Stone  Adder
with Full-Adder #W#AUZoe]| 7|&2] wldc} #
galrh= A& o & 9lth Recryptione $3314]
o 29 bitwise-AND d4bgo]7t 244 7%
At WAUES 7MbeE A she A dEae]
N7HY o, logoN wHE9] bitwise-AND <4F zlo]

The method of add three integer ciphertexts The method of add A, B, and C by applying
A, B, and C using K-S Adder Full-Adder circuit.

Result Result

Full-Adder
Circuit

Fig. 9. The method of using Kogge-Stone
Adder and applying Full-Adder circuit

Table 1. Comparison  table  of using
Kogge-Stone Adder and applying Full-Adder
circuit

~ Kogge-Stone
KogﬁgdStone Adder with
e Full-Adder
bitwise-
AND 14 8
depth
. About 120sec + About 120sec +
Operation L About
. About 120sec =
Time About 240sec 1sec(Full-Adder)
= About 121sec

d

TS AR NO Ae i IR £d +
otk wekA A”F e A ASE S
o]l 71& o7t 24 - 7(Kogge-Stone
Adder’} 4R3sHe bitwise-AND <14kZo]) =
170]22 Hd 2'7e AS GzEe /M o
Recryptiongle] 8 7hFssieh. ol kst
Kogge-Stone Adderws AH&3hs 7129 HpAlE
AW A ©A2] 7HEE Recryption® $8317] o
ol 87 elsle] A4 GEES 7REEE wou
Recryption§le]l 488 753}t

Fig. 10, Fig. 11, Fig 12+ Alekst w7 Zal
Kogge-Stone Adder with Full-Adder$] 8bit
dlole] 671 7HEE wf HA 5F 2 A dag
Foll tigk W-golct.

= dolele g7l 671 o HeleE 34
oA Full-Adder kS SR L
bitwise-XOR®] Zql Se} bitwise-AND®] 4
el CE 9S4 ik

Fig. 109] @l L& S 2719} C 2705 FolA]
thAl  Full-Adder 4 Sgstd @
Full-Adder 4bs 338kA] %3 v=A] 1749

oo o 11 01]
nnnnnnnn»me'»snnnnnnnn
el T . ppnonnnn
(00 1000 1 o] :
¢ [o]1]o[1]o]0]o]o]

[oolofof1]1[1]1]
nnnnnnnn * Full Adder ‘ s nnnnnnnn
— [0 0 [0 0 00101
[o0lofofo]ofo]1] <
¢ [ofofoofo[1]1]0]

The result of bit shifting the bits C; and C,
by upper bits, C;' and C;'

-nmcnm)>®

Fig. 10. Kogge-Stone Adder with Full-Adder
algorithm 1
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Fig. 11. Kogge-Stone Adder with Full-Adder
algorithm 2

DEOOOEEET | paw—m
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Fig. 12. Kogge-Stone Adder with Full-Adder
algorithm 3

IV. 84524

B Aollx= A3AAA AR WS AYS
i  AsIch A #HL Intel 17-6700

3.40GHz, 16.0GB RAM, Ubuntu 14.04 LTS

#AA etala AAl 792 HE-lib(10) 3
AH4-3tsith Table. 2.9} zFo] FhejulelE HA 3P
Hdl 249 bitwise-AND AAFIAIE A3t | o]
= bitwise-AND <14z o]& Recryption <I4HS-
A @ Zo 24704 AR 4 ik o
ot & W Recryption® S Hel=
bitwise-AND o4& 33] S8 of =k}
Recryption <l4be] 83},

Table. 3. Kogge-Stone Adders}
Full-Adder Circuit®] 16/32bit 1ol wHgk A
gAzko|eh, 3.2004 Algtsls 7 WAUEE A
43te] AAkgl o] b dAke] A= Table
4¢} zrowf dolge] sigrt woldE wlg- &
T84S HoF9rl. o]+ Kogge-Stone Adder
qE AR A EAE QA Wol asle # o
A Recryption 4Fe] @-sko] FAsA F7tsle
d uwbs, 3.29] M AAUES £ S
Kogge-Stone Adderd] AH¢- 347} 132 Foi&
I AA QdakEke Z7] wjfeltt Fig. 13 AAl

|

Table 2. Parameter of HElib

Parameters Values Remarks
Cyclotomic m = 31755 =
ring 572*31%41
Lattice | pitm) = 24000
dimension
plaintext p =2 d= 20,
space GF(2720)
Total of 40
number of 1200 bits in 30
slots units
available
security 93
level
L. B L =25 B=25
maximum multiplicative circuit level that
can be reached before first Recryptionion:
24(bitwise~AND depth)

Table 3. Operation time of Kogge-Stone Adder
and Full-Adder circuit

Kogge-Stone Full-Adder
Adder Circuit
16 bit | 32 bit | 16bit 32bit
Operation | About | About | About | About
time(sec) 93 s 120 s 1s 1s
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The method of add 6 pieces of 32 bit data using only Kogge-Stone Adder

@ sabit one

Using depth = 21

Operation time of Level 1= About 120sec * 3
Operation time of Level 2= About 120sec * 1
Operation time of Level 3= About 120sec * 1
Total operation time = About 600sec

Level 3

Level 2

F E—
TTTIT

The method of add 8 pieces of 32 bit data using only Kogge-Stone Adder

- 32bit Ctxt

Using depth = 21

Operation time of Level 1= About 120sec * 4
Operation time of Level 2= About 120sec * 2
Operation time of Level 3= About 120sec * 1
Total operation time = About 840sec

Level 3

Level 2

Wiiﬁﬁiéii

The method of add 16 pieces of 32 bit data using only Kogge-Stone Adder

. 32bit Cixt

Using depth = 21

Operation time of Level 1= About 120sec * 8
Operation time of Level 2= About 120sec * 4
Operation time of Level 3= About 120sec * 2
Operation time of Level 4= About 1200sec * 1
Total operation time = About 2880sec

Level 4

Level 3

“ﬁ&u@ﬁﬁﬁu&ﬁ

The method of add 6 pieces of 32 bit data using Kogge-Stone Adder with Full-Adder

— Using depth = 10
.- ] ‘ - [:] [:] -
- . ” C] ) D S Ctxt
- =
o ()
- = Fulladder

C] . c ot
D Kogge-stone adder

7
23

7
/3

Level 1 Level 2 Level 3 Final step
Operation Time of Level 1 to 3 = About 10sec
Operation Time of Final step = About 120sec

Total operation time = About 130sec

The method of add 8 pieces of 32 bit data using Kogge-Stone Adder with Full-Adder
Using depth = 10

| C] 32bit Ctxt
‘llgl'» H>o s con
.

=) FullAdder

) Kogge-stone adder

Level 1 Level 2 Level 3 Final step

Operation Time of Level 1 to 3 = About 13sec
Operation Time of Final step = About 120sec

Total operation time = About 133sec

The method of add 16 pieces of 32 bit data using Kogge-Stone Adder with Full-Adder
S|

_ Using depth = 10
]

32bit Ctxt

Level 4 S Coxt
- C Ctxt

®)  FullAdder

B)D D Koggerstone adder

Final step
Operation Time of Level 1 to 3 = About 37sec

Level 2 Level 3

0 ’ Level 1

Operation Time of Final step = About 120sec

Total operation time = About 157sec

Fig. 13.The operations and results of 6, 8, and
16 pieces of 32 bit with Kogge-Stone Adder
and Kogge-Stone Adder with Full-Adder

AYe Z3l| 32bit Yol 670, 871, 1670 o <
AL A3 AIE BelFw Table. 4.+ As°l &
ahu AE 9l EA] AE]sle] RofEr)
Fig. 137} Table. 4.°] ZHz}e} o] tlgl9]
fﬂ"]ﬂi 7Rk w) A4 & 5 9l Al WAYUSE
0 g7t 60 AS & 4.4 A= kR

l

A;z wolFgla, 32709 4% oF 350 P4 A
s el A AL EE dsha o
PO AL BeRE Us e A Fof

Ag 2 Ao A Ao 7H—r7]' 1024714
ok 6460 FAE AL Z9r}. ke Fig.
14+=  Kogge-Stone AdderS’Jr Kogge-Stone
Adder with Full-Adder®] §3A17& vepd 1
g zolc},

2

Table 4. Performance comparison between
Kogge-Stone Adder and Kogge-Stone Adder
with Full-Adder

z _ Kogge-Stone
£ Kog[fg diione Adder with
=z Full-Adder
= | Kogge- Kogge-
— | Stone . Stone .
5| Adder | OPration | xqqe, | Opration
@ Time Time
B usage usage
- count count
6 5 ~10min 1 ~130sec
8 7 ~14min 1 ~133sec
10 9 ~36min 1 ~138sec
12 11 ~40min 1 ~144sec
14 13 ~44min 1 ~149sec
16 15 ~48min 1 ~15Tsec
32 31 ~116min 1 ~195sec
Operation Time(2"min) Performance comparison graph
7 Kogge-Stone Adder 2%7min

6

22584min . 17
Kogge-Stone Adder with Full-Adder 247min

1

% 18 20 2 24 26 28 30 32 Number of data

——Kogge-Stone Adder  —e=Kogge-Stone Adder with Full-Adder

Fig. 14. Performance comparison graph
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