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A Study on the Insider Behavior Analysis Using Machine Learning for Detecting
Information Leakage
Kauh Janghyuk « Lee Dongho

{Abstract)

In this paper, we design and implement PADIL(Prediction And Detection of Information
Leakage) system that predicts and detect information leakage behavior of insider by
analyzing network traffic and applying a variety of machine learning methods. we defined
the five - level information leakage model(Reconnaissance, Scanning, Access and Escalation,
Exfiltration, Obfuscation) by referring to the cyber kill-chain model. In order to perform the
machine learning for detecting information leakage, PADIL system extracts various features
by analyzing the network traffic and extracts the behavioral features by comparing it with
the personal profile information and extracts information leakage level features. We tested

various machine learning methods and as a result, the DecisionTree algorithm showed
excellent performance in information leakage detection and we showed that performance can

be further improved by fine feature selection.
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- Interactive Graph Exploration (Apolo)
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