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Mobile devices provide various services through payment and authentication by inputting
important information such as passwords on the screen with the virtual keypads. In order to infer the
password inputted by the user, the attacker captures the user’s touch location information. The attacker
is able to infer the password by using the location information or to obtain password information by
peeping with Google Glass or Shoulder Surfing Attack. As existing secure keypads place the same letters
in a set order except for few keys, considering handy input, they are vulnerable to attacks from Google
Glass and Shoulder Surfing Attack. Secure keypads are able to improve security by rearranging various
shapes and locations.

In this paper, we propose secure keypads that generates 13 different shapes and sizes of Tetris and
arranges keypads to be attached one another. Since the keypad arranges different shapes and sizes like
the game, Tetris, for the virtual keypad to be different, it is difficult to infer the inputted password because
of changes in size even though the attacker knows the touch location information.
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[Fig. 1] QWERTY Keypads
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[Fig. 3] Keypads technique by Lee — ripple type keypad
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[Fig. 4] Keypads technique by Pak - keypads exchanged
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[Fig. 5] Keypads technique by Lee — clone keypad

2.2.3 Hx|&ETpolE 7=
[Fig. 6= 719l=9] 3R E B8] 92 B4)
olFetAY &efel=E F3 ok wAE A9
AE 7)HEE A SH26]

2‘3
c 0 E F « |

X y z a b Z>

[

i

Ko/En ‘ #e= ‘ DEL

[Fig. 6] Keypads technique by Lee — touch & slide
keypads
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[Fig. 7] Keypads technique by Seo
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[Fig. 9] Application case of number secure keypad
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(b) Example of secure kepad with tetris type

[Fig. 10] Application case of alphabetical secure keypad
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