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ABSTRACT

As Infernet banking service became popular, many users can exchange goods by online. Even though this advanfage, there are
incident cases in the Inferet banking service due to security threats. In order to counteract this problem, various security techniques
have been applied over whole area in the Infernet banking service. Therefore, we described that analyzed results of security
techniques applied in the financial institutions area and network communication area in this paper. We consider that this paper will
be useful as a reference fo protect security threafs occurred by insiders and vulnerabilities i implementation.
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(Figure 1) Development process of security technologies for the Internet banking service
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(Table 7) Security technologies for the network
communication

e AEF )&
¢ Full handshake ZZ2EF
SSL 54l SSL/TLS * Abbreviated handshake
ZRES
« HTIP Z2EZF &&
9 73 FAE |+ SDK B4
ozs | AT ¢ud 2E o WEY 2
g o B 34
I3 [ Zetod Ay
o st |« Y HAY ZEZES &
2E
4.1 SSL 4l

SSL- 1994'd Netscape toll A 9 HE}9-AE S35t
A vlelHE AFstr] 913 HHOE ARMENL
™, 1996'd IETF(Internet Engineering Task Force)ol A1 SSL
V3.0 ARSI ol§ A& o7 £ 9 HAFHS
™, 19991d ol = TLS(Transport Layer Security)Z ™83 o]
735 0] REC 2240(TLS v1.0)>.2 F33}% 9t} SSI/TLS
= ASASH SEAS Aol A3t $8AF 22
Je] HHAA S A3t o] & flste] WRHOZ ¥
FZ #o]ol¢}t handshake, change cipher spec, alert,
application data TZEZZ o|Fo|At}h

SSL/TLS= A1/ dei et ARG E o] FoAH, &}
ko] Al el o8 7)o Aol E3tEE FEjolt
B FEelAdES MW7 Bals FastaA AAste
G EH 715 ALY v duldE, 2 Holofd
A HolEHE A we dANEHE WA FAs
st dlole FyFAS S8kl YU e 2o E
FHlSHL Sith

Handshake ZEEZ|ME G153 22 B ¢
2B S A4 e, A4 E sebulEE It goloE
A=l 7] EES AT &, el = Hehsitt o]
% change cipher spec ZEEZo] 2|5t HAJENZE A
SEm, 71E9] duPdElE 2718E N, o] HAA

/\};j, /\} C\’lH ll U(I,] /J 7"] W

=

1. Client hello

2. Server hello

3. Server key exchange

4. Certificate

5. Certificate request

6. Sever hello done

7. Client key exchange

8. Certificate

9. Certificate verify

10. Change cipher spec

11. Finished

12. Change cipher spec

13. Finished

(& 3) SSL9 full handshake Z2EZ
(Figure 3) Full handshake protocol of SSL
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1. Client hello

2. Server hello

3. Change cipher spec

4. Finished

5. Change cipher spec

6. Finished

(T2l 4) SSLe| abbreviated handshake Z2&Z
(Figure 4) Abbreviated handshake protocol of SSL
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(Table 8 Common functions of cryptography
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(Table 9) Security techniques for the user terminal area
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