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2.4 KISA-ISMS
20025 S=AEESMSRUA HEoHH ZHHEE
KIA 1QVS= “ AESAY 0l &8 2 FEES
SOl 28t HE” 9| M47=0l 2o “ &9 =
2 2 B3| fol 382522 Exe uE
= MAZEC=Z ol XNZEez 22290
fIet SEECIMH" E LotH, HESAIS o
o 9 FEO| dgH2 &85t /ol <=8 - 29
otl) U= JI=A, 2elF, &AelF, 2N BSAX
et SHAEES ZEstt) Ol UESAIRIRS DA
2E0F OlLleh st= SADISES(TTA) EE22 S5
S0 JACHY.C Choo and JY Chai, 2010).
KISAHIMSNI= 131 SHI=0t2t 20 SHIAFEOI
QULL KIAAMSHAM SHAY dEg 3222
A HE = 2" 22 HEUA OIRHACH /A=
2= HAN M) HEES 80, USez 4
g2 F4Hole RAsz 248 2l 012§t
=& ZUE JIxolH fEs dotet O Z2gst
A225 2 HESHCHHI Jang, HH Han, N.Y
Lee and CH Cho, 2010),
Tab. 2-1. KISA-ISMS Information Protection
Measures Control Items
Field Detailed Control Contents Num
item
information . .
protection approval.and pubhcatlon.o.f policy, 6
. maintenance of policies
policy
information .
. organizational structure,
security o eqe 4
L responsihilities and roles
organization
. contract and service level agreement
outsider . .
. security management, outsider 3
security . >
security execution management
Classification | investigation and assignment of
of information |information assets, classification and| 4
assets handling of information assets
information establishing, implementing and
security evaluating education and training 4
education programs
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, _ Nom| 22 30 SUILQDA, W2, ADESYD M
Field Detailed Control Contents A _
— | ftem | 2 e 4 YsO, 2O ZYIBOZE 2
assigning and regulating QIOTIO| HD TAE A=A AAX ol
human responsibilities, confidentiality, 5 2llo R JaE, &4dEd, ddHA =
security qualification assessment and SCH e D90| A2 ETRIGQ YRE2H0| HEX
management of key personnel ]
physical information protection 0|, ADIERA MdE = KT2t HEMMLHM &XI
Dhyleal measures, data center information 9 8koq _S_%:' x0|[:|_ é."éj@ﬂgl ?3:‘_?_ gaﬂ/\ls Ho_”
security protection, equipment protection, ’ ‘ ’
office protection AIAE JAA - OI"EAIE AAT DHIE |
system analysis and design security CAIAZ OHLIHHE AIRO R2IE| 22H0I9E’
development management, unplementat%on an 10 B ‘ -
security implementation security EoED, ZAl il © AIAZ MIOIZE|l o1 AR
ement, change management o _ _
Tanagemer 8 g CIEl 224 2 €5l RHIYRQMAS 295
password Establishing password policies, 9 i}
control using passwords, managing keys Ch. ETRIC ER HIADE JeE S8 HI0IH &
Access control policy, user access =2 G50 =93 1t ABIS Col=
access control management, access control domain 14 £ 2ok, AOIEHT 2M AILEE =20t0]
operating procedures and THEH A2 stAS 2UMGID AOIERIA MHIAE &
. ibiliti t erations, - _ = -
operational | 10 e s e and | 22 | CIBICh LEEZRM0IAE SSLVPNO 2st orxst
security document management, malicious SN HEO| ASFE E5 012K 2 PC o1
SW controls, and remote operations o - _

. = 5 A zH al =13 AIIEQ
nfringement infringement incident response plan = ofil, Biol2A O PC &3t AZES0f
! Zzeﬁent and structure, response and 7 EHHBIRCM, PC 3IE Cl1AT EAIQ 253512 PC

recovery, follow—up management = 1 ol o B o
— — =2 e Q2 XAEH =2 TIEHs
IT disaster infringement incident response plan Of GIOIHE =Xl &= A =¥ S =
recove and structure, response and 3 AAES D=F1000} SHEOIEBNME SUEHE
Ty recovery, follow—up management o e
fIst & Al AAE L CCTV S22 &0t
= SBC(Server Based Computing) 218t JHAIGE AIAEY
3. AN[ESQ|T HENS A

S =5 296t UCHKorea  Internet
ANES|T MuEs To| 93 Promotion Agency, 2011),
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Tab. 3—1. Mobile dient platform features[8]

Classification Characteristics
- Separate development of individual
independanta | applications for each O / S
tive - Performance is excellent, but the
application cost is increased by developing each
OS separately.

. generalized regardless of OS, but
single : . p
application needs to reflect version up and change

of each OS in middleware, so bhe
through . . .
. delayed in support period or increase
integrated . .
. in operating cost, and the performance
middleware

due to the middleware is lowered.

hybrid client | high performance, medium cost

platform
3.2.2 T
ME2LE M= AFRAS AIR 220 &l
AFCIHOE otH Chs MAITlE 401 g4l ol
BL Lok, -E—%“E cl, AlAgZe 222 A28
UCHVenture Business Association, 2009).

StCh.

73

Tab. 3—-2 Information communication infrastructure
technology required for telecommuting[4]

Classification Contents
computers & notebook, PC, monitor, keyboard,
accessories mouse
multifunction . .
. combined scanner and copier
— machine
% communication |accessory equipment and routers for
equipment laptops
video equipment web camera
communications high-speed communication network
network
antivirus antivirus for viruses and malware
intrusion web firewall and PC firewall
prevention
integrated PC | internal data leak prevention and
g security security USB
&
£ | DB/ content . )
s Security DB security and encryption, DRM
access network access control and
management biometrics (fingerprint)
virtual private virtual private network (VPN)
network
D electronic payment program
payment pay prog
electronic .
programs for communication
messenger
. . fi i fi
% file sharing ile sharing program for smooth
& work
;5. e-mail e-mail management program
) project roject management program
management proj g progr:
remote
collaboration tools to collaborate remotely
management
. DMS client PC HW / SW asset
Z management
§ PMS OS patch /vaccine/application update
= | data backup data redundancy security backup and
B management
2 immediate restoration management in
@ |system recovery
5 case of system problems
@ N
= | personal video . .
web Image communicate programs
conference
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2A0= LANHOIS, LANEXL S1E(Hub), AP(Access

Point) S0I QUCH HEIHO0IEES JAZHALEDL 2
FUHME AR 22 20N 228 = UAES
g2 L= ARLPIOIE S8 H3Bote H2e=Z, It
AD|YOl CIEC, & ClAZ, LE2AL, A §
A(EASIe UC &), & HY, 2uAZ23 S0|
UCHKorea Broadcasting Commission, 2011).
Tab. 3-3. Component of smartwork center
application infrastructure[8]
Classificati Contents
on
knowledge management, personnel
business management, payment, electronic
documents, etc.
comtr.nuruca UC, clubs, blogs, etc.
ion
mformgtlon web disk, archive, bulletin board, etc.
sharing
securit anti-spyware, DRM, server based
y computing(SBC)
office spreadsheets, words, presentations, etc.
ADIERI MY 29 2EZct= ANERZA HIH
O SUEOI 222 oM 2ga2| AIAEZ 22
OIHOF &tLt oz AZ AP ADERA dIH
O AE AldES H2lotH Mot AREREY = US
= Algze], ottAz, 22 M2 S22 28 2l
IIRIE A=
AOIERIA MBS A, EUEM S0l AFEE=
SOl 4Ol HotAIHZ 20l ADIERA
MIES| HAA it A50] 2E2NE0 SEC=
AMESH 20 L2 AHESH, 2N &85
ot B8 PCetE 20, &2Al4 S0| UCH
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Tab. 3—4. Component of smartwork center
security infrastructure[8]

Classificati
on

Contents

access

control access history management using RFID

user
manageme
nt

manage user location information using
RFID and WiFi

firewall, DB security, intrusion detection,
web security, etc.

network
security

server

security servers with security-related solutions

3.3 ADIEST EOWPI=E BM
AOIEER T 4315
E93 0|2 &
ﬂ%ﬂog 0|348t

IE X

e
=

[>-
=)
M
2 K
rr

S

SR
fol

R 02 > B 2
rp'ﬂ = >
=
g
Y
,'1
fo
oin o
o= un

0x
0
-
ng
0
_l_l_
o i
o
1
x0
in
i
A=
or
g W
o0 4 A

I>
=

CHKorea

Tab. 3-5. Information protection recommendations
for smartwork activation

T lassificati
yp | Classificat Instances
e on
infra technological protection measures such as
Serv securit hacking correspondence, wired / wireless
1ce Y | network security, physical security
pro R R
vide public PC techr_lologlcal protection measures for
T | security public PC memory storage devices and
removable storage media in the center
terminal, |administrative protection measures for
service, |terminal, service and content protection
man| contents |from malicious code, lost or stolen
ager administrative protection measures such
human . . )
as training and monitoring for user’s safe
asset .
use of smart work service




ABIERIT Ml20lN HEHEE 9iot 32k ThS ot

Typ|Classificati

on

Instances

infringeme
nt incident
response

procedures to cope with various security
breaches that can occur in smart work

informatio
n asset

providing the user with the inspection
and carrying out the procedure for the
proper protection of information assets

user

raise
awareness

conduct educational and learning activities
such as information protection precautions
and response procedures to raise awareness
of users’ continuous information protection

infringeme
nt incident
response

guidance for users to promptly respond to
security  breaches in  smart work

environments
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4.1.2 MHIA XIS oMo Y=HES 27
Ak

@ (MHIAEOH ARZIDF AIS6ts MUIADE T
et SHCZRH Xl E=2 LlHE N = U
OOk &

@ (S22eh AEEXDL AMZdks 2Dt CheF
gt SHCZRH Al E2 LIHE X = AN
OF &

Q@ (MHEH MBIt CHst SAC22H JX
w2 LoiE 2N = ACoF &

@ (RPEABYX) COIEXl 242 AL AHI
A2 018 + S00F &

® (ELSH) MUIA SO 2= HH £28
KletolioF &

2 ANIEST RAE Hot 2

AOIERID E22S RIS HIECZ AL
ERd TY & 2% 2AB0A 2o A X F
82 TEolRlh ADERD Al JHI 2J= 82
g sdot= ?AXl, AlSdcls H2 ABIAS X0
Z F=ECh otXIgH X A0 U= HEE A
getlte J0lLt R4 UIER/IE ASstle &8
2 Sgolth. 187 H20l 728 250N 29
A0IERDE SSREEY ZH220A, WE22,
A0IERD HE Sate fECz2 22E = U
Ch.

Tab. 4-1. Security Threats and Vulnerabilities by
Smart Work Structure[7]

Category ‘ Contents
Common Threats and Vulnerabilities

Malicious employees who want to leak
information

User -
Withdrawal of employees with company
information
Security vulnerability in business services

Service | Use non-licensed business services for
account hijacking

76

Wireless LAN connection with non—secured

Wireless AP
Direct exchange of information between
employees
Packet sniffing in network section
Network | Hacking network equipment such as
switches, routers
Internal | Internal server hacking via mobile terminal
Network | Security Vulnerability in Cloud Computing

Security Threats and Vulnerabilities of Mobhile Office

User Careless work by employees

Lost or stolen business terminal

Use terminal of family members, relatives
etc.

Information backup, synchronization of

employee terminal

Termi -
erminal Sale and transfer of employee terminals

Security vulnerability of terminal operating
system

Use business applications on unlicensed
terminals

Telecommuting Security Threats and Vulnerabilities

Lost or stolen business terminal

Use terminal of family members, relatives
etc.

Home — ;
Malicious software such as viruses and

worms

Lost or damaged printouts

Threats and Vulnerabilities of Smart Work
Center

Security

Lost or damaged printouts

Access to non-licensed centers

Use non-licensor’s public terminal

Center Malicious software such as viruses and

worms

Business information stored

terminal

in public

A0IERD Bl et 20l &M
ol ACH Olefet, 2etpg2 &d s =+ 8le
FES0l OtLlct P ALE D182 SH0IA 22l
o, 20 otMEt ADIER D S 52 += UL
=R D10 ADERT ¥ F&6tl, A0
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Vulnerability Countermeasures for Information Security in Smart
Work Services

J Seog, Kim*, Dong Soo, Kimx*, Hee Wan, Kinkx*

ABSTRACT

Smart work refers to enhancing the efficiency of work by utilizing smart devices. Smart work improves
business productivity by improving business productivity of companies, reducing costs, but there is a threat
to various information protection. To operate telecommuting, mobile office, and smart work center, hardware
and software are needed to support various network resources, servers, and platforms. As a result, there are
many vulnerabilities to security and information protection that protect information resources.

In this paper, we analyze the smart work environment for smart work service and analyze vulnerability
for smart work information protection through anaysis of 1027001 and KISAHSVIS. We have developed
requirements for information protection requirements for users and service providers. We have developed a
solution for information security protection for smart work environments such as common parts, mobile
office, telecommuting, and smart work center for security threats and weaknesses per smart work type.

Keywords srart work, information protection, vulnerability, informetion protection requirements
information protection countermeasures
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