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An Incremental Elimination Method of EEG Samples Collected by
Single-Channel EEG Measurement Device for Practical Brainwave-Based
User Authentication*
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ABSTRACT

Brainwave-based user authentication technology has advantages such as changeability, shoulder-surfing resistance, and etc.
comparing with conventional biometric authentications, fingerprint recognition for instance which are widely used for smart
phone and finance user authentication. Despite these advantages, brainwave-based authentication technology has not been used in
practice because of the price for EEG (electroencephalography) collecting devices and inconvenience to use those devices.
However, according to the development of simple and convenient EEG collecting devices which are portable and communicative
by the recent advances in hardware technology, relevant researches have been actively performed. However, according to the
experiment based on EEG samples collected by using a single-channel EEG measurement device which is the most simplified
one, the authentication accuracy decreases as the number of channels to measure and collect EEG decreases. Therefore, in this
paper, we analyze technical problems that need to be solved for practical use of brainwave-based use authentication and propose
an incremental elimination method of collected EEG samples for each user to consist a set of EEG samples which are effective
to authentication users.

Keywords: BCI, Biometrics, Bio Signal, EEG, Authentication

Received(03. 02. 2017), Modified(03. 21. 2017), by the research grant of the Kongju National
Accepted(03. 21. 2017) University in 2015.”
R s 20159 FUlEtw st R Ak AR + F42}, kohangyu@etri.re.kr

o oJste] 4=3) =g} “This work was supported ¥ 2A1A 2} sunchoi@kongju.ac.kr(Corresponding author)



A8 A9 7k At 915E A’ 9 A EEG

=

4 AE T8 w8 BEG A1E] A3A AA w

o7t

H X
QteFe EAIS | =
49 = ode TAFe] &EAlste AEAHQ A3
of ulal, A, A 5o 4 AQledlAl FE5A1 A
ARE o]8gk olFHhge EAlY o] glu =&
HAE Agol= el o8 =849 F 9= A
o] Adldez Yol 7]& SIS R} Hgslw
skAslth= A o] 9l7] wio|tl. Thorpe S(2)&

3l

ntEA| Aok sl QA | oE

« 7PA  (Changeability): AR} QlEAH R 7}
FEHAE A5, oE AHRZ dAT 5 glefok
ghe} (o, B s WA)

(Shoulder-surfing resistance):
AHEAPL QAAEA] g Aol ko)A ARl
vt 715 Aol o3 AFARI} xFH A5
A& Wyt E45A] ¢olof o)
Xt 9kA] (Theft protection): 1FA B &=
2 Tido|u ZASFE ol 28 oS FAd o3 e
7F 45w S WAEP] 8 A5AI~He ol
E=Z3(entropy)’} ZEAAY £EE Srlsl=
F4AS BAsof g
. oA "2 (Protection from user
non-compliance): UFAHRY F&& WA|EY|
A AR oz 2 s Wl A
Aol ASARE o ARk A - T ¥
ojo} ghr},

O =
=

EEIE S
S84 54

AREREIEE
Fs4e] w4 EAlsm(el, A2l
RHEe] 9 Ax

=
= Abatel] 2] 3

24

SSl=g

o]¢} Z-& HAQ thelo g ¥ o2 83k JZubY
o] AlotEgltl. EEG (electroencephalography)
2 dlE= ¥ diolHe o Al o8 A=
o2 AMAES RS S e a2 B ARE
Agd oz A FHAME AFFHoR AR
7)o Fstrhe Aol SHEAUCH?, 3, 4).
EEG= Aoyt 3A9f e o2 zeuA|
7o) delel2A A Au|e] Zgo] AAEA] &
A g = 7] wiel mydey f&9] 7eA

7

[SIASN
e

7b sl Elofof g} Fig 1.4 &
Aoz AJEgk EEG dlole 4% =
ool Aol Fig.l.ol FAE FIo} 7] el A

A Hojol s}, A2 EEG AN 7% wHew
A9 57k 207) olskx Az s FHE &

St EEG 34 Al Ee] 27159},

EEG 24¢ A% 435 A4t 5 25714
o 483 ZeAE FPAY Al Z4H
BEG A1) A ke ofs) old] e 14
el Ask BAV} haslelol ek 9 BEG 2
4 ANES B84 ST B Q7SS YA
e Anw o 95-98%9] AZARES uol
= oz Bl HART~12),
A
3}

>

B oodolA 3%t
Hol| wl2m AAZ AFF 7o

o
= g
£ rfu
Lo

—~
oft ofX
l

O o r
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*Z" refers to an electrode
placed on the mid-ine,

Fig. 1. Standard electrode map, illustrating the
commonly deployed 10-20 system (7)
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Table 1. Four groups of EEG signal

Type Frequency
Alpha 8~13 Hz
Beta 14~26 Hz
Theta 4~7.5 Hz
Delta 0.5~4 Hz
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Fig. 3. EEG based user authentication framework
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14:end procedure
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