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ABSTRACT

Previous research on data recovery in Microsoft SQL Server has focused on restoring data based on in the transaction log
that might have deleted records exist . However, there was a limit that was not applicable if the related transaction log did not
exist or the physical database file was not connected to Server. Since the suspect in the crime scene may delete the data records
using a different deletion statements besides “delete”, we need to check the remaining data and a recovery possibility of the
deleted record. In this paper, we examined the changes “Page Allocation information” of the table, “Unallocation deleted data”,
“Row Offset Array” in the page according to “delete”, “truncate” and “drop” events. Finally it confirmed the possibility of data
recovery and availability of management tools in Microsoft SQL Server digital forensic investigation.
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Fig. 2. Page structure (Reference: Microsoft
Technet)
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Table 1. Structure of page header

Offset Content

00 Header Version

01 Type

02 Type Flag Bits

03 Level
04-05 Flag Bits
06-07 Index 1D
08-11 Previous Page ID
12-13 Previous File 1D
14-15 Pminlen
16-19 Next Page ID
20-21 Next PageFile ID
22-23 Slot Count(Row Count)
24-27 Object ID
28-29 Free Count
30-31 Free Data
32-35 Page ID
36-37 File ID
38-39 Reserved Count
40-43 Lsnl
44-47 Lsn2
48-49 Lsn3
50-51 Xact Reserved
52-55 XdesID Part2
56-57 XdesID Partl
58-59 GhostRec Count
60-95 Reserved
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record
n Null bitmap
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Vlaeﬁgf}lle Variable column offset array
column x 2
n Variable length data

341 Data Row Header

dlo]e] 3 Ftj= Status Bitl, Status Bit25
x3837] S8l 7 1bytes AHEste] Bit® HHE

el o SAsHs Qi Rows] At
B o] delel el Aol nE 2byted o4
Sol Rk =, 48 Are 2ol ol
7B AR 27 Jug 7)gse of geie

3.4.2 Fixed Length Data

w47e] dlole] e elold HA A AR

dlo]e] Elgl(data type)ell wel 4 Zo]d dlolE

7 A dodole. FAEoRE INT, FA3o

2= CHARZ} tiEAel w7 7o] rﬂo]a F,].Olo];]_
[e]

AAA
=
sk

=5 —124710] 2
9% sk &

30 00 3C DUlBl 00 00 00 1F 00 OO0 00 9D 02 00 00
DO BF 13 40 00 00 0O OO OO OO OO OO O1 0O OO OO
00 00 00 00 64 DA 38 00 OO0 00 00 OO0 OO 00 OO 0O
00 00 00 00 00 00 0O OO0 17 0O OO 00| 1B 00 08 AO
8D 04 OC 00 6E 00 BE 00 &E 00 CE 00 CE 00 CE 0O
D4 00 DA 00 F2 00 F2 00 F6 00 26 01|65 00 74 00
65 00 72 00 6E 00 61 00 eC 00 6D 00 &5 00 7B 00
22 00 75 00 70 00 64 00 61 00 74 00 65 00 64 00
41 00 74 00 22 00 3A 00 31 00 33 00 34 00 31 00
35 00 37 00 33 00 38 00 34 00 30 00 2E 00 33 0O
36 00 33 00 34 00 31 00 3S 00 2C 00 22 00 66 0O
72 00 69 00 65 00 6E 00 64 00 73 00 43 00 6F 00
75 00 oE 00 74 00 22 00 3A 00 30 00 7D 00 15 C8
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ﬂ DEI 4F ﬂﬂ E'B DDI_—, Variable Length Data

Fig. 3. The areas of fixed length data and
variable length data in row
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Table 3. Query commands of record deletion
event

Command Query
delete DELETE FROM [(object name])
WHERE (condition)
TRUNCATE TABLE (object
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drop DROP TABLE (object name)
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Deleted Row Offset
(Modified to 0xD000)

21 21 21 21 21 21 21 21 2121 21|2]. 21 21 21 21

~
>

OFFSET TABLE:

Row - Offset

12 (Oxc) - 7154 (0xlbiz)
11 (Oxb) - €488 (0x1558)
10 (0xa) - 0 (0x0)

00005144 9 (0x9) - 5244 (0xl1l47c)
0ooog1e0 21 21 21 21 21 21 F2 1B 58 19|00 00| 7C 14 9C 13 8 (0x8) - 5020 (0xl135¢c)
00008176 B2 07 4E 05 DO 02 &0 0O 7 (0x7) — 4376 (0x1118)

18 11 (00 00) 3A 0C B4 09

(Oxe) — 0 (0x0)

Deleted Row Offset(Modified to 0x0000)

> €
5 (0x5) - 3130 (0Oxec3a)
4 (0x4) - 2484 (0x39b4)

Fig. 4. Transformed row offset array according to row deletion

Zro] "slo]A] &|-dlole] Y-HlF7-3Y 2 T A
A" FAEe] glonz oz o FdE
ste] &A= EﬂO]EV} AAE A=A RS AL
4 gtk

W2 Microsoft SQL Server =15 o] 4
g A o] 7 A &g 719 e HaE $
9] Holx]9] IDE &aldt ¥ Transaction-SQL
9] DBCC(Database Console Command) ®#
o5 o] &3 s dHolx|9 51]‘:154 AA dlolg], 1
g3 Poe=A Ho:l o §]-o i oh;}, u}ok 7‘}‘]“:H
24 o] <EEe %}?4+:F§—' 3 A A
o] oJf#rhd Hex Editors o]&38t A% ZAL: 7}
=38t

dlolel 9] tiell A HABtL Sl= B At 2
NQ1A], mrek HhAE 9129 dlo|E]7} AtAlo]Hl Eo
oA AtAIE dlelelepd Fig. 49} o] Pz A
S "0x0000" o2 7YAlsle R o] & &alsle] AbA|
#H o dlelge]  fF5  #lsler g} o
Microsoft SQL Server?] ®Adl| ulz} P A
S o)Al o] o=l ghS dojy 9= Wi o =z 7Pl

e 4SE lonE §e% Bart olr,
5.3 At Row HOlE] 57

A o g AR dlolE] 3 F 1709 dfe] AbA|
g 7§ Fig. 49 3ol oA &3} ohf o] e
A 3HE ol83te] AAlE e ArE 3 4 ol
hek Akl efo] oldrE|o] EAIgrh A WA AHA]
5 3 dlolele] F2E AR ¥ FAE SR 3§ b
ole] & B3 virtek gt

AAR Rowe] A4 9392 Helgk Fof
g doleE EElste] Hauvrtel gl
¢l#ll4] Table 22| Row Structure® 3=s}e] 2
o A E AA veleE F3 5 ol

>,

o

r{r
&

o
i m[m g

]

=

A7) deleletgle] A Al Aelutg ]
o|E]E 3} ﬂ“&(carvmg G A = R g R |
Zo] dlo|E|e] AHfol= ZF 7l Ade] AE dHlo]E 4
gk Null bitmap ¥ 324l ARES A e}
g 5 ool whel 7pHAC] A9 Hlo|HE Eelsted
st 414 9 vlolelE #7g 4 glek.

vI. &

ek

21

_

6.1 =7 ML &

I
oz
z

Agol|M= bRl 7<% AAE g2 ¥X ¥
i:rL 71& EEHE Zh AHA| oWl Eol| mE Y=

FE o E-& Felskgl

Gk Mlcrosoft«l A4 A AF Microsoft SQL
Server 2008 o]l &A1 3¢ WAL /NEALY
2] g3 Alejo|th(7). mdF oA AT E o]
o] A7 ] Soll 2o 7 849 7R WA

2008+F 201674 2F Fdd s AR
WAL 71 Aol Thedte] FFelm AHE Ths

Aol sl AF F EAY uE 7 Fye AR
= 7F 2008 WA A ofo 2 AR
A A o 2k HA Microsoft SQL
Servere]l Az 7HEZaE QAT T 1749
Integer Bt A&} 3709 Varchar Bty #Hzle
2 FAE go|is AAsIATE HolELS A &

Q1¢]9] 20 vlelel B¢ AHalsksizh ol Detach
A& Ea A% mdf, 14 HA& wda) nYsn
A Avke NslEe Qi mdf, ldf S

SQL Serverel] Attachsle] o]&slsic}. 7|29
Aol F2 delete W 53 o] F AHA| o]
W Ed| gt EdlA 22 gaoR AL 23
g Hb 2 AlFelxE Table 39 7+ M 2%

TG o] F Fo]A] f HlolH e EA fF &



230 Microsoft SQL Server AH| o|#l 2] dlo]e] A& H|nL

PageFID PagePID IAMFID IAMPID iam_chain_type PageType

11 79 NULL  NULL  In-ow data 10
2 1 78 1 75 Inrow data 1
Fig. 5. Page allocation information of the

experiment table(before deletion)

4747DFDO: 00000000 00000000 eelZceclZ aa028702
4747DFED: 63024202 2202f£f01 dd0lball 30016401
4747DFF0: 48012501 0501e500 co&6002600 24008000

Fig. 6. Row offset array of PagePID 78 (before
deletion)

4747C080: 30000800 04000000 04000003 00120020
4747C070: 00Z24004d &36b8l65 Gcel4dssef TT76ce57Z
4747C080: 31353637 30000800 05000000 04000003
4747C030: 0015001e 00220043 &£7275%6e ©e047365
4747C0R0: 62673139 35393000 02000800 00000400
4747C0B0: 0003001% 001c0020 00416c7S 73686l4b
4747C0C0: 696d313% 36393000 02000700 00000400
4747C000: 00030018 001b001Ef 0041768685 TZ754be3
4747C0ED: 6d3133%3% 30300008 000350000 00040000

Fig. 7. Starting Area of Row data in the
Page(PagePID 78) (before deletion)

A s Ao R A1kl

Aol okA, dlole] Akl F do]A] A AHH,
gexAl wid, & dloleje] AelE galsisict. A
g Heol gl 279 FolA7b el gl AlA
8 dlo]El& PagePID 78 s|o]x|ellvt #7b=|e] 9}
o (Fig. 5 3x) dvie} ezl wjd 4 dlo]E]
= AR ARE oSS Falskdck(Fig. 6,
Fig. 7 &x).
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6.2 O|HIER AlS Zin}
6.2.1 Delete

‘DELETE FROM
Employee'® WEe 271-& Eo|x| ¢k A 3
< AT AR AR A F dlolE AA9)
o]z &t Wz} glo] FUsA FAI=AL) & ©l

-3
oo
o,
o,
B3
i
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X

et wighg ApA] o]
E7} ol W a2 EAskar 9l5-5 ghalselct.

6.2.2 Truncate

Ao ARS-3F W3+ "TRUNCATE TABLE
Employee 2 €lo]E AAE %713} sl A3
A3} truncated o438 Ho|E 27]3} F Holk
A= AFAoR fAEPo deolx] g AR
AA7} 2713 o] 23|=A] dshct. ) dleolE &
A 55 Falslz] 98 PID 78 #Holx¢ Raw
dlolelE A4 x|k A#, Pez=Al ujd g 3§ d|
olg] R W3} glo] 1dl® Exsty 9l&& F]ls)
Atk truncate 3 Al FHolA IFAH e ¥
oAl A s Hlo]E AAe} dlo]x]e] FAE A
sho] wgd oz F A= vhalele] el FHgic} o}
gk o] A Fe|=F 53l Helg A dgH o
olA] AHE Falaly] o enR JH=E AN 5

6.2.3 Drop

Age]  Abgd WEES "DROP TABLE
Employee'2 Hol&S AHAsiael. Ay Ax
drop2 Elo]E AAE AHAslE W ololnz AA)
= AAle} FAle Fo]A] @ HHE 27135} =S
ok, AA AAE A E] de|ETE Fg de)A]

Table 4. Experiment result of data remaining according to deletion events

. Pagg Unallocation Row offset | Management D
Table Object Allocation . . Recovery
Deleted Data | Info. in Page |Tool Usability .
Info. Possibility
DELETE maintain maintain exist initialization possible possible
TRUNCATE maintain initialization exist maintain impossible possible
DROP removed initialization exist maintain impossible possible
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