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A Novel Process Design for Analyzing Malicious Codes
That Bypass Analysis Techniques

Lee, Kyung-Roul, Lee, Sun-Young, Yim, Kang-Bin

A Malicious codes are currently becoming more complex and diversified, causing various problems
-J spanning from simple information exposure to financial or psychologically critical damages. Even
though many researches have studied using reverse engineering to detect these malicious codes, malicious code
developers also utilize bypassing techniques against the code analysis to cause obscurity in code understanding,
Furthermore, rootkit techniques are evolving to utilize such bypassing techniques, making it even more difficult to
detect infection, Therefore, in this paper, we design the analysis process as a more agile countermeasure to
malicious codes that bypass analysis techniques, The proposed analysis process is expected to be able to detect
these malicious codes more efficiently,
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