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An Exploratory Study on Consumer Privacy Paradox Experience:

Grounded Theory Approach
Hyo Jung Kim - Jong Youn Rha

Department of Consumer Science, Seoul National University, Seoul, Korea

Abstract

This study redefines ‘consumer privacy attitude and behavior discrepancy’ that occurs in the transaction
environment that exists between consumer and provider as ‘consumer privacy paradox: In this study, qualitative
research was conducted based on grounded theory. This study explored how consumers react to a privacy paradox
as well as looked into how to adapt to the negative and positive results that can be generated by the privacy
paradox. ‘Consumer privacy paradox’ is the same as the existing privacy paradox in that consumers can utilize the
resources of personal information to consume and benefit from the market environment. However, it differs from
previous studies in that it examines the privacy paradox in terms of consumer influence and consumer experience.
The results of the study are as follows. First, a paradigm model of the consumer privacy paradox was derived.
Second, consumers used three types of strategies to rationalize themselves or maintain indifference or relief to cope
with the consumer privacy paradox. Third, the possibility of damage and the responsibility for privacy protection
were the mediators of the consumer privacy paradox. Fourth, the 'result’ generated by the consumer privacy paradox
showed four types of: non-response, satisfaction, commitment to change, and negative emotional experience. Fifth,
there is a difference in strategies to respond to the consumer privacy paradox according to consumer types.
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Table 1. Characteristics of Participants

e . Monthly . Average
Person Gender ) Occupation  average mobile Internet use per

charge (KRW) day (hr)
A Male 28  Office worker 100,000 7-8
B Male 25  Student 65,000 4-5
C Female 24  Student 40,000 2-3
D Female 28  House wife 35,000 2-3
E Male 34 Accountant 100,000 4-5
F Male 37  Public official 60,000 4-5
G Female 32  Web designer 120,000 7-8
H Female 38  Office worker 80,000 5-6
| Male 42 Researcher 30,000 3-4
J Female 45  Teacher 45,000 2-3

KRW, Korean Won.

it

o grofu7] $falo] Al W] w2 o}
QA5 HPolei{45], 117 o] =& olu] EAjs}
7\70] | REL S4aT melehs o S-fatn], tioks

ko) AL wetstar, Qe o= ARl AleA,
S jul

o

ko S
=l x
o e

My

rHI o Fﬁ
o
ol E& o
<o
[H - 5;7'
S5
Z T
£E32
oy N
-] N
L
r_tn? 2 o
I- r =
o3
OSr N =
o i
R A
2 o 3o
i N
TEE ]
o . N
o & T
Ko

[
i
_EL
T
~N,
o
:?12
ly
L
o
rhu
0]
»or
ot
Ol
i)
K
=)
.
ol
i)
pacd
i)
i)
Y

7iQ1e] WS a7gE E2 vk Zlo] ofue, thefet
ol gt ApdLe R olsfE viEgor 57

Al QAT B Rl B, A, e o AR 78

il
2
1=
)
2
=z

slctar s TH45].

oA A= B2 A, Strauss@) Corbin [47]0] A A]
St 17 o] 2 AAJof| ule} =35k A7 52| FE4 91 Lot A
Lﬁ = O

n

jmu
il
i
=

R B S |
1 olol] AL Yook AYTY A4S HASC,
= o 3

A5 QlollA] thl 2191 S48 7
o

)
j=im

Irt
o
=
s

=
Rk Abg) wieh ah9] WFE ohA) BRskich B4, wfeict
Y M-S wEZeh| ool 1A 2, Weby 2, A4 &
A, A2k, it QRS BEUR 54 @S ddsk= s At
o) BAE BAshnt SAE ARES WA o 2 v wsks 7}
A& A Ao 3548 S ol YHEA] vl 74
g olgsigli, Zageld B Heice) RS B2 W
5o d4sto] ojugh dAfo] WAYsk=A] FRlskict, uhx|ute
2 A A9 Fof 2 ko] AHFE Aok, RS
iR Avla 438 S Asilct

www.fer.or.kr

Family and Environment Research fer

2) A9 47

- Q1e] AElEl i 20-400) 4u)% 108 o
20154 79 19 78 200714 AYHAO, WA A7RS
oF 1471 30%0] 2R E|gich, B ol wiasly AEAS 5
HOR AFHHS NSO, WY Pht AT Holxe] A
59} ofzle] wjel st} 74w Sell A AHH AL HEHHAE A
Wl ool 15 HolxjolA] Qie] B, A ARE A
A 58 QP Ausisich, 97 Foldel ) WY w5 BRg
2 L WS ek R A9 QAEA B e S U
2 ekl Al BO15 Qo] QlER 8-S S5t v
FasE ARANE QTEAT B4, Leklzt 2nje 7))
olg e, B ejolu el chat Afele] Az, Leklel Ay
QU AlF Y M W, TefoA] et B BAo| f
3 AT, 2eil el AR AT olF AR WY 5
2 Bl ARER P

3) A9 A=A 2 ey R

2 Ak A4 Ao AR 9 RS ShEs)
o] AMAA 71R| (truth value), S84 (neutrality), #-84
(applicability), Y3d(consistency)S B7} 71052 #8519t
[23]. A, AFEA 7H)= WA B e S onfeitt, B e s =
o]7] 9o} L2 Ars the FE= AAFReRA HHE A o7
A5t Zrofrte] A7kE Elsielon, AT AREss ASA S

PG, =4, S 3dS Aagel

1o

f
ol

2 9
ﬂgogﬁg
o o E
o ot
L &
— e
J rsﬂjgr%
Lrﬁﬁ
e o X
A T
NN
—|—‘O_A.,F_E
B ]
oy ok
i)
=2
R
i
ks
1o
)
)
2
=
)
i

2

ofe

2

=

kd

N

o

28

o

=

)

o

2 oly

e E{E
O:
1o

-

kl
>

I
)

ofr
e
2
i
2z o
=

N
oo ﬂl

K1
b
i)
i
2|
AT

s
™
rin
JEI
_li_,

=2

o
il
iy
ol
N
I
)
)
[nt
it
=)
4
fr
o Z
©
o
©
Wl
o
QL
2
)
re
o[
NI
N

o
12
&
o
K1
=2
ol
ofl
ol
ol
H
rg Mo

.
an
1o

N,

>.

o]
N
1T on
)
2
inj
o
o
=

a7 g sleta o) wshs 3AS AR UA,
A e Alzlwo] sgeis o dute] v A

e wpARBLS] 4 3912
%

A Aol Hi S A WheA] Tefsok 8 5 7h A
& S A Aol 3 4 ok, FRAE ATE AHel]
ol dlol] A7} BStIAL SHe AAEol TiE S Aas

Vol.55, No.2, April 2017: 205-219 | 209


www.fer.or.kr

]
ol
0%
-
ofi
e

fer Family and Environment Research

Table 2. Categorization of Concepts

Category

Subcategory

Concept

Increased online access
opportunities

Utilizing personal
information as a
resource

Increased privacy costs

Automated decision
making

Increased use of smart
devices

Potential damage

Consumer privacy
paradox

Privacy protect
responsibility

Indifference
Maintain relief
Satisfaction

Real-time internet service

Use to adapt to social trends

Take advantage of benefits

Use for fun and joy

Increased personal information
damage by others

Difficult to protect privacy

Automation

Using smart devices

Possibility of damage
Experience of damage
Concern vs. information disclosure

Concern vs. non-protective behavior

Important vs. unprotected

Trust vs. accept terms

Trust vs. providing false information
Trust vs. disclosure information

Responsibility of the operator

Personal responsibility

No idea
Comfort
Relief

210 | Vol.55, No.2, April 2017: 205-219

Expansion of wireless Internet service

Free Internet service environment

Smart devices that can access online in real time

Increased discriminatory services according to the amount and scope of personal information
provided

Personal information is essential information for using online services.

Increase the pursuit of relationships with others using personal information

Increased non-facing transactions such as e-commerce increase the need for information that
can be trusted with each other.

Convenient with customized service

Providing benefits when providing personal information (discount coupon)

Pursuing fun by sharing personal information

Pleasure of communicating by providing personal information

Leakage and misuse of personal information by corporation

Sale of personal information to third parties

Cannot verify how my personal information is being used.

Unable to control the provision of personal information.

Abandon service benefits due to privacy

Problems that cannot be solved individually

Automatic log-in service

Automatic payment system

Smartphone universalization

Use of various smart devices

I'am aware that personal information damage will occur to myself.

We are aware that there is a possibility of damage in the future because we have experienced
personal information related damage.

Being afraid of privacy damage, but still providing personal information

Always keep location info 'on’ despite privacy concerns

Providing personal information despite fear of personal information being stolen

Despite fear of privacy damage, all website passwords are identical.

Behavior to delay password change despite worrying about privacy

Even though personal information is important, personal information is not protected.

Despite the lack of trust in the business, unconditional consent to the terms of use

In e-commerce, trust is a priority; however one still buys an item using a pseudonym.

Do not trust businesses, but still provide personal information.

It is natural for a business to protect personal information because it requests personal
information.

Personal information protection should be a priority for companies to solve.

Individuals are responsible for protecting personal information.

Responsibility for personal information protection lies with both individuals and corporations,
but individual responsibility still remains the greatest.

I'have no idea about benefits or damage caused by the provision of personal information.

[ think that | am doing well enough.

| feel relieved that | am doing well.
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Table 2. Continued

Category Subcategory Concept
Commitment to change  Promise | promise to make careful decisions next time.
No reaction Not interested I have no idea.

| do not want to think.

Negative emotions Anxiety Anxiety about my personal information being leaked
Concern Concern about potential harm
Discomfort Psychological discomfort about my protective behavior that does not meet the criteria | thought
Confusion Confusion about what should be prioritized while protecting and utilizing personal information
Uncomfortable Even if | do not have any damage to my reputation today
Annoyance Annoyance for situations that can not be reversed already
Stuffy Stuffy stuff that is not solved

Self-rationalization Evasion Recognize that personal information is well protected.

| realized that my choice was the best.
I think it's okay because my actions did not harm others.
If damage occurs, you can think about it.
Recognition of expanded benefits We recognize that the degree of benefit from providing personal information is great.

Since it provides personal information corresponding to the benefits offered by companies, it is
recognized as win-win.

Transfer control to the outside | think that a company will take care of my information and protect it well.
Reducing the impact of results | do not think damage will happen to me.
Reduce the meaning of protective | think it's no use trying to protect my privacy alone.

action I think there is a limit to the protective behavior | do.

Recognizing that it is not illegal to not protect personal information.
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Causal condition

= Utilizing personal information as
aresource
= Increased privacy costs

Context condition
= Increased use of smart devices
= Increased online access —»
opportunities
= Automateddecision making

Central phenomenon

Providing personal informationeven if | do not trustthe provider
Accept terms even if | do not trust the businessman

Thinking trustisimportant but providingfalse information to provider
Provide personal information to provider even if privacy concerns are high
Do not protect personal information even if privacy concerns are high
Thinking personal informationis important but do not protected

Intervening condition

= Potential damage
= Privacy protect responsibility

A\

Strategies
= Indifference ‘ =  Maintainrelief ‘ = Self-rationalization
Consequences
. =  Commitment . . N .
= No reaction to change = Satisfaction = Negative emotions

Figure 1. Paradigm model of consumer privacy paradox.
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Condition Attribute Self-rationalizing type  Indifferent type  Self-respect type
Central phenomenon Consumer privacy paradox Number/degree Many/high Few/low Few/low
Causal condition Utilizing personal information as a resource ~ Degree High High Low
Increased privacy costs Degree High High Low
Context condition Increased use of smart devices Degree High High Low
Increased online access opportunities Degree High High High
Automated decision making Degree High High Low
Intervening condition Potential damage Degree High Low High
Privacy protection responsibility Attitude Inside Out Out
Strategy Indifference Degree Low Large Low
Maintain relief Degree Low Low High
Self-rationalization Degree High Low Low
Consequence No reaction Degree Low High Low
Commitment to change Attitude Middle Low Low
Satisfaction Degree Middle Low High
Negative emotion Degree/number High/many Low/few Low/few
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