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Abstract Developing the TCP/IP standard IBA which is higher organization of IETF decided to attach the TCP/IP
protocol stack to small things, such as sensor. This means small object is also considered as on of the
communication node, it has symbolic meaning that expand smart object has all five layer. Under this background,
IoT/WoT configure the intelligent network between objects based on the internet to communication was introduced.
Things has own IP address on IoT environment and are smart object that a lot of people communicate over the
internet on Application Layer. In other words, IoT is that smart object are commercialized space. According to the
interest of IoT, IETF establish CoAP for use as IoT protocol. CoAP is expected that standard protocols created by
things is connected to the Internet protocol that can be used within a constrained environment. Accordingly, in this
paper, we proposed Middleware API that can manage and collect the data of objects that connected CoAP network.
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Fig. 2. CoAP Message Format
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Table 1. Client to Proxy HTTP Header

GET /proxy/192.168.100.20/gas?_=1377946214228
HTTP/LI\r\n

HOST: 112.108.40.147\r\n

Connection: keep-alive\r\n

Accept: application/json, text/javascript, "/";q=0.01\r\n
X-Requested-with: XML HttpRequest\r\n
user-Agent: Mozilla/5.0 (windows NT 6.2:wdw64)
Applewebkit/537.36 (KHTML, like Gecko)
chrome/29.0.1547.57 safari/537.36\r\n

Referer: http://112.108.40.147/\r\n
Accept-Encording: gzip,deflate,sdch\r\n
Accept-Language: ko-KR, ko:q=0.8,en-US;q
=0.6,en;q=0,4\r\nCookie: doxygen_width=300\r\n\r\n
[Full request
URELhttp://112.108.40.147/proxy/192.186.100.20/gas?
_=1377946214288]

[HTTP request 1/2]

[Response in frame: 38]

[Next request in frame: 71]
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GET, TKN:ab 04 /gas_=1377946214288?
01.. ... = version:l
.00 ... = Type: Confirmable (0)
... 0010 = Token Length: 2
Code: GET (1)
Message ID: 13239
Token: ab04
Opt Name: #1: Uri-path: gas
opt Desct Type 11. Critical, Unsafe
1011 ... = Opt Delta: 11
.. 0011 = opt Length: 3
uri-Path: gas
Opt Name: #2: Uri-Query: _=1377946214288
opt Desct Type 15. Critical, Unsafe
0100 ... = Opt Delta: 4
... 1101 = opt Length: 13
Opt Length extended: 2
Uri-Query: _=1377946214288
Opt Name: #3: Accept: application/json
opt Desct Type 16. Elective, Safe
1011 ... = Opt Delta: 1
.. 0011 = opt Length: 1
Accept application/json
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Table 3. Node to Proxy CoAP Header

192.168.100.20 192.168.100.5 COAP 62. ACK,
MID:13239, 2.05 Content, TKN:ab 04 (application/json)
01.. ... = version1
.10 ... = Type: Acknowledgement (2)
... 0010 = Token Length: 2
Code: 2.05 Content (69)
Message ID: 13239
Token: ab04
Opt Name: #1: Content-Format: application/json
opt Desc: Type 12, Elective, Safe
1100 ... = Opt Delta: 12
... 0001 = opt Length: 1
Content-type: application/json
End of options marker: 255
Payload: Payload Content-Format: application/json,
Length: 11
Payload Desc: application/json
JavaScript Object Notation: application/json
Object : Member Key: "gas”
Number value: 185
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HTTP/1.1 200 OK\r\n
cache-control: max-age=60\r\n
content-thpe:
application/json; charset=ISO-8859-1\r\n
Date: Sat, 27 Dec 2014 10:50:19 GMT\r\n
Server: Californium Http Proxy\r\n
Content-Length:11\t\n
Connection: keep-alive\r\n
\r\n
[HTTP Response 1/2]
[Time since request: 0.068103000 seconds]
[Request in frame: 9]
[Next request in frame: 71]
[Next response in frame: 97]
Javascript Object notation: application/json
Object
Member key: "gas”
Number value: 185
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