Information Systems Review
Vol. 19, No. 3 September 2017 http://dx.doi.org/10.14329/isr.2017.19.3.201

-’,‘-|Qf§ °1-_rl%j|7|' % X]OFxI[}3H o|.8.g|EO1|
o|lLTt BE OIX|=T1?

How Vulnerability Research Motives Influence
the Intention to Use the Vulnerability Market?

& A (Hyeong-Yeol Kim) 5
+

3A}L ooz 2] Al FE] H
Ef M (Tae-Sung Kim) =

st AR R}, BAAR

Al
hl
A=}

=

IS IN]

2 ¢

Araprte] AzHg deiE 48 F e B A JRe FFEoEA THAE A Hlew
Hopvhlo] F4H AT ol g Bt A AHE AAAGT Famd nel FAfgriAeA 9
“ﬂTE*“%gi ﬂﬂﬂi&°ﬂ TR e gdFAAL Ak £ A7e AR
Aol B3 & 303% EUZ Bt d3xle Hoky AFE)9 HFAnA o] 8w JFe

DA 839 AT 4T 24E QARAE AT B 0T A, A 97 ave
9], sol=npl ol gol, Barp ol &o)wol 493 AL 0|7 A ol FoIT FIE
B AAE ololst sl ol g ol frold IS w3or} sfolEn

g melt Fo8 G o137 @YY AR, AAT ol e shol=ohA ol gl w s BalrhA
g Ee] B fol% FFS vIATh WA, A%H AT AV ESEE BYS WA A o] ol
FOI% TS At A, 2P A o] WA SolErA olg s TaviA
olgwe] BE 48 9 vtk & AT Aok A7AYel U Bt AR BF 3o
2449 5 9 Aotk

A9E : 2 A7, HFHTA, Akd 97 AAE5F, B9, AAE ]9, FFHTA

o] &9 &

[.A & AGAY, 1A Mulx, BF 2, Ad 38 5
S 5t AZEI o] Bl §) Afo]ES} S PR

AR7|E] HHo g A9} AL oA GHA| A 2="S o] &3tar gt} F 9 (Vulnerability)S
289 Fa4e Srksta glom ZgelMe A AE3 7] A FAZE FAANA AT F
A LZE o], st=sof, A}, Abgrel] gk of

FE T B SR EAR B o YAE o) 7@,0]13]-(Ablon et al., 2014). Bt FFHS Faf <l
e A4 Xéjij]ﬂ:?:;ofgi}oﬁﬁﬁif A ke 20 Sl 1) iz
< 2015 EH?_‘:-L AzATA L] 1AL HlolE = Jﬁd 33, 24, = 53 22 A3
uho} 43 %l ?ﬂ—?"‘(NRF—ZOISS1A5A2A01009763). £ 92 4 Utk Bambauer and Day(2010)°] w=

2017. 9. 201



8.2 e A

a o

(o

M AEB S A 75% = AZEY e A
2 Yelgth ofd 7= me\léd A}
o] s Fol7] A GFS A =E 3
o]#| 3k 321-7301]}\1 ATEY o] 14ka4 A=
FOZA 7S AYUA HALS K e &
A FAFHuo] o]5p7t H Ao s|FAE Atold]
A A ES|O] FHoF FEI7L A= 3ithAblon
et al, 2014). 2T ESJo]e] HH FHE Alalvh=
AgE S5t 395 P (Vulnerability Market)
o2kl 3Fch(Bohme, 2006). H -] FR/RE
Aol FHAH F2ol whe} slo|EnpA, S,
agolrpAl o2 FEE T Fobos(2012)90] W=
Microsoft, Google, Oracle, Adobe} 22 FQ AZE
flo] 719<] AFl gk A= o] ek (Zero-Day
Vulnerability)©] L& o]wA 2} EnpAl o A v]@

=

=
fr xo
o>

O

HAh A= ek Aol sk olst
e 9% UGS AT B G e A

AE2 FHoH ’?LTU} AHEOE o]E AT 5
go] gltk. o]d o]fE Il F=UEYR
& %(Korea Internet and Security Agency, KISA)ol|A]
‘SW FHFH AL FFAEE AASkL Tk
JERZ-4, 2016). HFHwLS F3te] 7]ohst
£ e e A AskniAe 1e HoH
AT AAAANA FH AR AFEE AT
24 W b0l YopA T Hol 4
B g wHAS AS 7 de 7139 Zo] 2
ATk 3 7ol Al H e s dd < gle
B HoF EAIE s Asta AnlAtel A 71999
HRIAFES Y F Sl TR FHoRrPls
o]-8-3 4= Q1tHElgamal et al., 2013; Finifter et al.,
2013).

olo] Bt HoFd ARE WA F e gFS
Ad W3t Ao o] T8}
of gk A7 Bastr}. & X
Z5H FHoErPel tigk 2t 04?7} X3} &l
ATHAlgarni et al., 2013, 2014; Arora et al., 2010,
Finifter et al., 2013; Zaho et al., 2014, 2015). ©]%

oA A e FHoF e T/ 3 Ed

-l> r?Ll

= 7o) AHeb Bl Ut AEHE 5
sol Ak Fo} 5718 B3 Aw 22 g
o]—t —’F—?ZOE 7 tsJ}E—]Oqur(Algarnl et al., 2014) Lls

1_., =
7]%*—. ?ﬂ?"ﬂ A5E WA HoF o 845 ¢
ggufote] B3t A= Aotk A, #2
3, 2014)

& dolre &5 APl Fod 7}5
T =2 Bt d7AE
= AN S EC& %?ZP*

2.1 FUHOE

2.1.1 FHop o 4 SR/

BREFA 71eo] AEstE WA 4] Hytel] A
H A2~ "l (Information System, 1S)2] 7}*]7} =o}5]
omn, ol T 5 U= HF HFH T
TOAE F7bsaL Aok E3] AlA Hof AU
A A2 FAR] FE(Google) ol A= AZES
ofe]l tht FAIAI A F5 F0]7] st
F= FH(Code Review), FF B2~ E(Penetration
Testing), 42} B! &2 £4] & AF&(Use of Dynamic
and Static Analysis Tools), <3 B ZTZ 13
(Vulnerability Rewards Program)&- ©]-8-3}+= 52| =
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10~204H, Stevens(2012)] W4~ & 1587} 83tk
= TS JEIAT B Ay REL 154,

= Ht FHkd AT 73‘?‘5.4%}—%9] 7PU*°J AT+5
T A3 e BRI A
ol itk B A FHA AHL o] 1349
(87%) 2.2, 94 204 (13%) Bt} Bt dEg=
154 ©)23~204) w|vto] 1278(7.8%), 204 ©]/~254)
n]uko] 327(20.8%), 254 ©]~304] w]wko] 647
(41.6%), 304 ©]A~354] w|ato] 247 (15.6%), 35
A 0)F~404] m]Tto] 6%(3.9%), 404 ©]4to] 16
(104%) 0.2 AFox ZREL JF-5 F3E 3
o7 FAEE 254 o] S$EA vl &l 710%=
H‘—q, 4 6]-\':':]_9_ _,_‘gtﬂ—jr_ ECS 32‘35(208%),
st £ 889 (57.1%), A £ 26%(16.9%),
AL Z9 69(3.9%), 71EF 2H(1.3%) 22 S HA}
o] ¢k 80%7F et 4 o’de] 1eeEA} Feho|
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=B EL 1547

2 "L?-"J SHA T FHHA =
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AR 2WE08%), AT Her]Y GA =
Z13Best of The Best, BoB) #1174 H-& 12'5(7.8%)
o= Uehgth SEA AW oldo] Py £
ARE Hom moslg 4RATl Y AL
2 vehgth ¥ KUCIS, B2 v-$-E], BoB 3¢
0] AxF As & F ok
E AfoMe SuAte FRES A Q4%
B o5 SRlety] 98t A4 24 SH(CISSP,
CISA, CEH, CISM, CHFI), =] #}4 —Z—(ﬂiio}
7IAY, HHEHIRI7IAL, CPRG, TIAE TRl A
hamos 217k Fesel ARHATE $uA
AAZE Hf AL JHHT|AL 368 (23.4%),
CISSP(Certified Information System Security Profes-
sional) 20 (13%), CEH(Certified Ethical Hacker)
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5 & 72 H-&
ok Gic 1347 87%
o] /3 209 13%
154 o] ~ 204 W%t 124 7.8%
204 o] ~ 254 mlgk 324 20.8%
ks 254 o] ~ 304 ®|gk 649 41.6%
304 o] ~ 354wt 2473 15.6%
354 o] ~ 404 wgH 69 3.9%
404 o]/ 1673 10.4%
158w =9 327 20.8%
a ¢ 88 57.1%
#E9Y AL &4 269 16.9%
AL £ 63 3.9%
71k 27 1.3%
FHFH E4AF o 154 100%
L 3 %
oo - _ of 329 20.8%
M ke e oh e 1224 79.2%
BoB 2017 o 127 7.8%
oh e 1429 92.2%
. _ o 404 26%
KUCIS w43 oL 114 74%
A 15473 100%

188(11.7%), CISA(Certified Information Systems
Auditor) 1878(11.7), CPPG(Certified Privacy Protec-
tion General) 1473(9.1%), JH.H St AF471A}F 169
(104%), A" A2 HE7F 25 68(3.9%),
CHFI(Computer Hacking Forensic Investigator) 4
(2.6%), CISM(Certified Information Security Manager)
47(2.6%), 1B = 2rk2E 21, AR A 2 7]AL
SW HelF T4, EnCE %) 8% (52%) T2

887 (57.1%), A A2 608 (39%), 37 th 3] 4873
(31.2%), SNS 429 (27.3%), 7|EF & =3}, g%+
) 29 (14%) o2 YEsth 183 SEAY
7 7E A58 7ME 1247(80.5%), 317t
B A28 907 (58.4%), YA (War Game) 743
(48.1%), A N3] 52 (33.8%), 71E} 2%(1.3%) &
o2 et o]& F3te] 3R] Ayl o))
Het AE 7Y AR 2 ARUE 52

YERITH<E 4> 2%). 0]2 Edlo] Hot A1) FERES AT ws718S Fok A7 les &

Zo g ART AL 2o ARuE Ad 3 Sshe Ao® Ueigth B3 F53 i 7Es

43¢ A58 A2 ¢ 5 A TR Slato] SRA W olgo] REAL
SHAEY AA7E FEE= AEEE S TEoAY 8)7ke Al2HlE o $SE R Wl
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T+ 2 SEA & H|-&
CISSP 204 13%
2 CISA 187 11.7%
&
42 CEH 187 11.7%
CISM 47 2.6%
CHFI 47 2.6%
AR H )AL 369 23.4%
U A B H QA 7| AL 1673 10.4%
A Z CPPG 149 9.1%
gxg ¥y ARV} 2F 6™ 3.9%
71e} 8T 5.2%
(E b) 229 a7 &542 Y sldVs d&s8d
T & SEHA & H| &
ARYE &% 94 61%
SNS 427 27.3%
SIEARE 484 31.2%
N7 7 SEA
ANA7E S5AZ2 Ane 60" 39%
w7 881 57.1%
71E} 229 14.3%
7tE Al~H 90 58.4%
7Hd87 124 80.5%
qA7NE AE58H S AR e 5273 33.8%
AAY 749 48.1%
7|e} 27 1.3%
4.2 SNPTT L Ay, B A7 ALEE dEdEL2 FHeF
A A EeR B ) FEEAT FA, Y &
2 AFM e HAFHe o] &2 digk A &, AP A = ol8 AE, BRI &, 9
T A #3F AFE EE HoF A3 24 5 9%, 29 A3 57 FEEE - 2
AH A7 5 vAE Fo WFE 2} Z, 319 T, AT 2, B, AAH o] @
dot =29 g AT Aras, 29, 94 d 57) FEEAA o9, WA, A7V
€ o], SlolErpAl ol GO, Bl o] §9 2 AHFIA FF, FuH N o), solent
ol e HYATE PYEF F 2 A7 A A o gelx B ) FEE BT ok
FARAHE 6> F2). ATEH) 8A £4 714 > Ll Ao 44, solEvlal 2o}
dHEAS By 2 AP E viE Suay] g b - Seebl Aok A, Aok 4R #
Aol AEES FH AFASES o= A8 K A A o, steo]Enpl HAA R ), Eu}
% Ay HAES AT HdE HAE A olgoE B 3 FEEY A 7}

214 Information Systems Review, Vol.19, No.3



5o ARSI}

A =

520} 0890l

Ol Jekg olAl=7t?

> Slo|ErkAl A%A JHA, AP YR 4 = BFOITh, 4 = AT, s = WS Ak E
04] g A Ae FAer FAsAY 4 B SH Y T e 53 IAE H(Likert Scale)=
< 1= %A @y, 2 = 2%A gk, 3 S48
(£ 6) 2 979 4228 U T2 A12
A7 HEEY 8 FuFd
Aok B4 =7k ABE A9l skt Be Algto] Folarw ek
24 B7E g 492 92 5 92 ol
S ol WA Ao A FASke PES RelErhd A
Tvb_"}—‘jr EFE /‘]"9‘01'04 X—iloxj% A5 Zl: 991% Z'IO]‘:]F. Bandura(1982)
Aok 97| de AYE ) Mol 4K Aok 24 =7E o189 Fdol k| Compeau and
A71Es7 [ FGH 4 =75 ARSe] S A48T 5 S Aotk Higgins(1995)
FEZPE el Ak R4 shed B8 E0hd FoF #4 wyg | Giboney er al.(2016)
Agsel A4 42T 5 AL Aol
Hopg 24 A40] 19 45 Wk FEblA 258 248 5 Ak
Aok B4 =78 el A0S 9T 5 1L Rolb
oA L HAZE FEO 1= T H o
ol Hel HHe] e o] FoE £t Voiskounsky and
ST e R Aokye wdske B5E A0 R g 98 9F W Smyslova(2003)
e Bol b e st BUS AsE an Fe09
Hol A4S FE BB A FAH 0192 98 F drka Yu
Hol AoPHe FE INE T3S 9 F dun 4aun
- P - - . N Algarni et al.(2014)
oF kYL 3= B B A a7 7S A 4 Juta Ayzksk
o1z = o]o_] E—L-ﬂ*—ld ?< ‘EH RS I EA _]i g S doka et Bugcrowd Inc.(2016)
l‘i']-;d' S 2= PYE FiA AH 374S EAZD F g AL Young et al.(2007)
=l .
Hek AoRHe FE A9lE dolA g Foha Mg
AT S A AolA Ak B2 hAe] B HATH U g4
AlgAA Aok FEE AR =7t ok
& 7HA e A% AR ARETE U 3 E AA AR o=t
ol Era ‘T’M. Algarni et al.(2014)
olgow | THAH AN AdsE HopH e LxEdole] B4 0] =50l | Egelman er al(2013)
g Aoz 4787 Wl U A AelN o AR A2 Venkatesh er al.(2003)
&7t o
Hopd AuE ARG 5 e WA Amh AU e A Aol
Zokd JARE AT Y7o gﬂ:}.
A AR ool ok AR 7ol B HRThE Ui oha el
Herd B0 AAE S
= N Ablon et al.(2014)
B | o ARt k88 Aoz gl B GAFNN ARE =t
o|ge T 1o} Egelman et al.(2013)
sH= |2 Venkatesh ez al.(2003)
Aok 3NE ANG 5 9E A A} QrhE e A HeH
HARE Aes Aol 011;]_
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Zygd-dH 4y
V., AZEA AVE)$} 291 A Fh(Factor Loading)2] t-7 o2
7339t AVE#E2 Fornell and Larcker(1981),
51 =ND3 Chin(1998) o] F43sh= 71F221 05 o]Foz
ekt 3 77N E o AAlE A A F
B J Lo X} & PLS(Partial Least Squares) 2] -3k 1.96 o422 YEhY Fo4F 5%1A
& ok Aol 34 &3 AN v W J&tai7] Wzl HFe8Aol e Aoz e

2 #d(Internal Consistency), % E}Ed(Con-
vergent Validity), 8 E}3J(Discriminant Validity)
AAS g3t A E o Y FLdAA AAHES
8 m A7 HAoHY AT A7E
., AAE o], sto]EnpAl o] &Y, EdwiAl
o] &% Q915 A OS2 Fornell and Larcker
(1981)2] =3+ 2] & (Composite Reliability)2} 21
’d(Reliability)= 7|52 2 AASIATE EeHAlE
=+ Nunnally(1987)¢} Thompson et al.(1995)°]
Fete 71EA 07 o]F e g2 VeI, AEA
AR da] AMEEHE AE2u}sl Y3l (Cronbach's
Alpha) #-2 71FX|Q1 0.7 oo 2 et E}
A B AFEYS =2 S HIdBAL S

L
-3-71- =l

HTH<E 7> F2).

FEEFE S <3 8>3 o] AN e A
AT 5 A S A= AVEY] Al
ol ohE AN e BEAS fEd 2
7}e] 72 A s Fornell and Larcker, 1981).
AR A7, AVEY AlF & F 7P 2 4k 0826
| 74 & 248A1S 3k 0486 J3lata 9lom
22 AFEYY FNEe WHERAS g1
s stk

PLS #4]& 417 Q 1+ (Exploratory Factor
Analysis, EFA) R Th= 914 @ Q1H-4(Confirma-
tory Factor Analysis, CFA)S 273t} 8913 Q91
A e 7Nl tigk 891 ARzl T e

r

o

AFH<E 7> FX). A7l tisk 891 ARk Boh Aok sh=t), <3
HSEFAS AVE(Average Variance Extracted, 950l =7 Fako] W} &2 Fh(Cross Loadings)
(B 7) Agz 9 et 24 A5)
T B ey AVE FEulsl &y} B34 =
HAFY A+ A7ETH 3.83 0.740 0.913 0.934
=9 3.51 0.803 0.918 0.942
o1x® o]9] 3.71 0.683 0.883 0.915
glo|EnpAl o] 9on 3.65 0.794 0.912 0.939
2auA o] &9gw 2.48 0.790 0.869 0.919
(% 8) EHHEIEY M Z1}
FHekd AT ; i slo|ErA Sl
T8 A E7 =4 o1xE o] o) 8o P
AR A+ ANEEH 0.860
=29 0.376 0.896
AR H o] 0.324 0.486 0.826
Slo|EnpAl o] 9% 0.347 0.305 0.440 0.891
EdulA o] g9x -0.042 0.280 0.320 0.340 0.896
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Fokd A 3lo| EwlAll EnpA
5 . £9 olxd o]
= A B2 H ARG ) gagqe | ogge
VRSF1 0.822 0.402 0.341 0.345 -0.043
VRSF2 0.852 0.230 0.095 0.250 -0.203
HkHd A+
0 VRSF3 0.855 0.279 0.301 0.263 -0.107
A7 E57
VRSF4 0.875 0.250 0.265 0.259 -0.192
VRSF5 0.895 0.388 0.312 0.337 0.011
F1 0.292 0.905 0.443 0.284 0.208
e ol F2 0.320 0.924 0.508 0.297 0.244
=0 F3 0.430 0.836 0.301 0.216 0.149
F4 0.318 0.917 0.473 0.286 0.244
PB1 0.200 0.212 0.714 0.364 0.318
PB2 0.302 0.401 0.832 0.466 0.257
QA o]9] PB3 0.395 0.447 0.875 0.260 0.109

PB4 0.234 0.377 0.849 0.379 0.198

PB5 0.203 0.544 0.853 0.328 0.215

WMBI1 0.302 0.332 0.324 0.874 0.233

slo]En}Al | WMBI2 0.343 0.343 0.433 0.911 0.217

o] &= WMBI3 0.323 0.263 0.355 0.950 0.189

WMBI4 0.261 0.142 0.438 0.824 0.120

BMBII -0.044 0.208 0.309 0.275 0.891

£

olgols BMBI2 -0.165 0.216 0.043 0.118 0.887

BMBI3 -0.098 0.215 0.303 0.162 0.889

7] YAEH S 50003 g+ Fol =43} h(Hair et al,

A9 07 ol dela oE A N ik =
22 AAZE B} 7] w o), RE MR} 2016).
Eo9pAs = zz: }o:h;]. Az cm];oﬂ/qt ﬂ?y_ _/] xqah: 74;(40 /\1;\]

g rm

w A7 AFEIM A 54 =3 3l7] 913 71 2.2 R°3, Redundancy gk, GoFak-S:
T el WE LR, FTEGA, B AHE-SFSITE PLS 240l M 2R g o) duye
B34S A4 29 BE 7E 248 153 A74 7 (Explained Variance) R*¢k= 5=
Ak TR 2 ATl AR AFEE ] A A2 A8t 3 7F3HH(Chin and Gopal, 1995).
=93 B34S Sl ode] HA& flsl £ A7olA= Cohen(1988)F
Falk and Miller(1992)7} A1 A€k R*gtO.2 2 A

5.2 9ITEE I JHMAN At 2o AREE Bk R BAE%, & I
T BY] AAAT RS 014001 22 F3713

w AFelM ANE ATEE 2L AT & =9 AeE yehkon IAE o]efe] AAA
ZEO]Z Smart PLS 2.0& AHE3IAoH RE R*ZH2 02600122 026 o[o| B2 & Aoz
2EJ #41& % (Bootstrap Resampling) 7] 0.2 et =3 sto]Evpill o] &9 o) AAAF

2017. 9. 217



k= B2 FHAF = EE
HI-1 Ao A7 AEsH — E9 0375 3725 A e
H1-2 HFH A7 AVEeH — AAE oY 0.163 1.544 712+
HI-3  |FH%H A7 A7&ESH — o|ErP o] g% 0215 2.246° e
Hi-4 | Fo%4 97 AVEsH — Edvpl 0|89 -0.271 2797 e
H2-1 9 — A" o9 0.426 4789 e
H2-2 =9 — So|EVP o] 89= 0.057 0.826 717}
H2-3 =Y — U ol 8ox 0.222 2.040° EE]
H3-1 AAE 0]9 — solEnH o] go= 0342 3.062" PE
H3-2 A" o] — Edupi o] 8= 0.244 2328 e

p<0.05, “p<0.01, "p<0.001.

0.210(2.070)*

Slo|EOFZ
0| &2

R2=21.7%
0.375(3.690)***

e
o9l
R?=14.7%

-0.271(2.728)**
#p<0.05, **p<0.01, ***p<0.001

(I8 3) = o7 ZEAF

R*3LE 0242, EvA o] &= AAA 4 R? POETE F7] wiol] B AT AR ZF
#L 01472 FUAHEY Ao =2 YERHTH026 ] 3 AAZH Ag=rt w=rvia ddE,
=74, 0.13~026 = F, 0.02~0.13 = 3}). 12]al B SO B A7 HES AAer) st
€ 29159 R*%t] Falk and Miller(1992)7} A| Al AEATY FI4L AFAT ©1E Y3ty
& A4 1A 015 3]sk HE3F Redundancy AR FE e TR H2AFE 73 F
F= S U 7RI AFEr) Erha Smart PLS 2.0 ZZ 10| A Fsl= FELE
HETT #Bootstrap)= 1S Fot @S FekATh

ZZol= PLS A2 2389 AT 7% (Goodness- B ALY 7E L <K 10>, <19 3> BE
of-Fit, GoF)E #1°g3}3L A th(Tenehaus er al., 2003; upo} o] A A, Het Aate] FHb AT A7)
Wetzels et al., 2009). ©]o]| w2} £ Aol A= GoF Fego]l JEgE vAE kA 8 FolA =Y
#3 7IESE 354 (Communaliy) 9 R A 2) Wetzels et al.(2009)9] 2™ GoFe| JF=+= 0.1
el 71ed = AREREIH:. w434t GoF 9% 0.25, 0.36= ﬂ—frii 7—7(;7( :—F(small), o%?r;;c;um)
T 32 03889 22 Wetzels et al.(2009)0] A A3k Z(large) 0.2 BR3HATH
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o AT AVETHE EQ FFE ¢
202 ERRTH( = 0375, t=3.725). °o]& &
TR i dYATA e} FLaA FHeF
T A& s3] 29 frold 9 IR
A& AR P53 A7 Aol th(Voiskounsky
and Smyslova, 2003; A71% %, 2015; ¥4 35,
2011; i<, 2015). 5, FHH A7E A
A AIZE FAL B B AR AR B ol
A9, B9 =, A A B 29 22 A
] AT AETHE A B A7Ae
A A7E T 29E AT Aol

o

R T )

ar re

2l o FlE
2 HHA) B AOZ UEETHA = 0163, t=
1544). £ QTR o3 MY AT AR} G

3ol AAH o] fo g

o|th(Giboney et al., 2016; 7
Add, 2014). o] 3l Kot AFA=
Aol dial AIZF FA) W =8, AR

A AN
o
o,
)

oAl o] &= fofgh JS v B
TALE] gfo]EnpAl o] &% HFgho] 3.65
Bl Bol AAl= 3lo|Enp o] &= E

eE & 4 S whwe] BanlA o] gl

HU r?—‘ m[m
B ore e

1

>{\I

b
o

3) 7 BHe L A a4 gk, 2. 384 9,
3. WEolT) 4. Tk 5. v agTkeke gRow

_ - } 54 YAE H = (Likert Scale)Z =43t} Luk
= okA =710 o] o ] R
IS AT Al e Sl f e | Aoz Hitghol 3.00 o)delw Tk, 300 vl
FE PG <E 7>S AVEE B A7A ol ‘187 ghety $43 5 ok
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oA ol gl mel fold FFL e Ao
OJE]O*U}([} 0.215, t =2.246)(8 =-0.271, t =
). ol & A7EE 3 A A2}

TY3 }71] ok AT A& S 7] HFHRHA
Ol%"E o #o& d&FS vdde s AR
YJZ3F A7 Ato|thAblon er al., 2014; Algarni
et al., 2014; Chau, 2001; Egelman et al., 2013;
Venkatesh et al., 2003). &J714 58 L& #oF
A @7 A7 EE7] BriA ol oo A7
Moz B()o JFL AT B AAH o
ofo] 212} wiAE AROINE AEHOZ H(+)
o §g2 vl oItk ol uet A7A} 3
b AT AV S aQwonE Seniiel
ol goE RAHC|Y Py AT A7 E5H
F Aky a7l FYAL Aok

el hulg=
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U e i o =
I S
e
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2
N

A4e) 240] A% olole] HoF AL B2
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Smyslova, 2003; "1, 2013;, 2H3+& 5, 2016;
87, 2004; o)A, FEE, 2012;, WA, FEAL,
2016; S A&, 2013). o] EC& AT E]1o]
glolErl ol golEolE foI8 T2 A
@ B ol FIEAE o9 AL o1
A 9 A% A28 drdzelt
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m Atk 2ok A7) A E 0]9e Hitgto]
37IE Yehd 2ok A7k o A7E S8l
AAE o]} A7ahe

A Az}, oA E oo e ﬁ}O]EEVi ]%Q]E I
ogsok% nxE Aoe® el (s =0.342,

062), PP o] g &l IS P AL
\%E}‘*E}(ﬁ 0244, t=2328). o]& FkHupA

Information Systems Review, Vol.19, No.3



3lorz]

ATSI17t FAHoP o|22|zof ofwst Y& nlA=TH?

FoAzpet s A gk Aol A FHEA
AFE F B A4 AAH o]9o] 3ho]
EvpA ol golws} B} o] §olE B o)
& 9P vATE AL Y38 AT Aol

Algarni er al., 2013, 2014; Finifter et al., 2013;
Giboney et al., 2016; Owen, 2016; Zaho et al.,
2014). 5, Bl AFAE FHH S Fe B E
SalA 51 oY, B, sATIE 9F F,
A 5714 F=, orjFofeh 22 QIAE o]
< =7t wEbA] Bl AFAES FHRH AR
A AL stolEnpAl, Edurlo A A
s Agdthd ol &5t 2 7hedol =&

Aole.

d

(.
)
1o
el

o
fru

B PRA2E Y kg 27

A3 Y 3 Stz met Aepy B A
F 9l AekErbael 4Rom 1 E5sh
S5l gtk & @7E Aok Bajo] 4
FHY ot B ATHES Yow
A2 AFe B/ Tk Aokt
2ol YL TR AL T o

%
22 A459t ole 4B
QAFNAE AP A%
78 B3l ol A0 A7Y9)
qeez AR A7 AlE

i
M
o

i
0_94 r_)[; 10

o

R rie

ol
il
zo M

s ooff 2 i > oy A g doopoh N
Bk o 10t
oo
lo,

w ATl e A E47E el A= A
< o= 15479 FED AEAE I B,
BAEA 2ZE )2 Smart PLS 2.0 &85}
of Bt AAre] A7 9ok HFHrA )89
= o] JIABAE EAe AT B4 AT, AA,
A A7 A ETHE =9, v o8

%, HolErA ol §IE £o folF 9T
2 FAE Y Ao ey B4, 2ot @
T BYe A 0|23} BefuiA o] gelx
o frod A WAL Aoz ek A,
Bok A4 91AH o]efe BolErtA o 9]
£} BeulAl o) g% mRol FoF FFE
Aoz gk WA, A A7 A
e 292w QA ol fola
AAE Aoz ST sALoR
QA o]l vi7) 2 SolErA o] &9

= o = SEO
EF o g3Fs

N

o rl o fo
o o ofr rr

(

O fr = M omd o2 N A

(m
=]
=
N
o
ofo
lo,
b
=2
o
lo,
o
o2
ot
tlo
=y
g
>
sa o
ol

6.2 A7 AlAIH

6.2.1 O|2H AlAHA
Heb Hob A7 dFE s3] Sl =
o] A UL ARKES FF AFANE
S AR 5 ARIA(ZETE A,
EE )l U ARET g tg &
Tsted JSstAnh & AFeAE F
S| )
- A
sl

e

1% o
N2 to [ R @

= B AFAEs e R
o ATF7|9% Aok FRE ANY 5 9
sHAE Ol ErH, Sdeb) ol §o=o thstel
4Z84 sgvked et g ¥ A7
F5Y e A7ARE oI 2ok

AR, Aol AEL dEahn o Eojo]
o[ &8 AHHIA 23 EEFES EYE A
2744 AR A7} G Bek A7) Aok
AT B/ B ATEYS AL 45
Aclt, olel] £ A7mY] AAE B ATA
o A%k AT F710 B

o $38 49
AN F i o)z 7]

rr

=
ko] @ Ao 7,
EA4, B AFA AAS AL AT A7 EF

221



tlo
=)
=

ol rr

i

::1‘
NN

ol N

Tor L oot
ol
oo
e XN,

g IF

oL
ol
i)
D
&2
N
=
4 to

f
o
2
o
©

R

o

X

X,

kT afo
N

o,
-2
iz
N
O R Y= T R O (|

iih)
_&L_l,
o, e

X
)

2 o
19
o 2
N
N
Y
Hir

M o
o o
2,

oo 2

2

d fo
i 2
3
Jh
f
-0,

2 o

o ol
TR R
PR A
[o o yo -
fru 4y do

g0, ox If

rr

o

10

o,

X

ﬁ"

il

)

'o A o o

o Ho o m¥ T oo
:CI)L_"
1%
i
£
N
2
o,
D)

—

O M oX rg
o > 8

ofr

-

= u
o,
o
T
o ;;’:
o2
o =
o ofo
lo,
o> A
)
=)
R
o
o

[t o
J
I

-0,
4N
12
)
eg A
44

£
Y

2oy I
o

(e}

o

X

ol

[Lih )

o
ot 1

Kv

(=l

Lo =
2,
ol
2
M
&
ok A
rir <
ro !
N

T
o,

>~
>

N
N
X9,

ok oroh foopln T 10 10 ol R 2
:ﬁdrlr

s
)
ed
>,
M O o rok

©
d
)
2 )
o AN
o 12
r2
-
D)
N
kol
J

>

2

od ol o r[f
o

tilo
N
N

A

o om
o
il
1z
i
o2 ofr l ¥o

©
=)
-
9,
o °
1o
= 2

)
d
=)

I
0.
<
o
N
rit
-,
o
o,
N
N
N
N
j=|
==
=
ft
2

- 2 H v
Mo AEHLE HHe
ol Het A7 AE Ak A1
Rte 2= SEuplo] of§-ojke 44
Ao AT AETHS FFA
A7l EdstAY A Aol o
AASt] EupA o] gofko] THH o
dhe Aoz s E:

oy
o
o

o2
rg o
4 o
=3
L bor fr
off
o ¥
N oo @ H fo -

\0

f
o

ox 19 19

¢
rr

3o
rr
B
rr ;}g
i)
=

1
i
H
H
rO
¢

-
D)
rr
l
it

ARE BF 2 08718 B HY716S
R L B PPN e
AYE Bte] 147168 A4shs A2 Gl
ek E4, AL o §IEE solErH
ol gelEst Bepl o) gelwg PR 71,
Hopy o8, WAAAT ha NZoR 3

Aottt obA S Bt ARl Al FH ok vt
Aoldt gol& Aoatd I AU T DAA
wgshs yW A A TPAEE W
W R AYasy] wEe Hekguie) gk A
YATE B ALHIAL TRY 5HEL
Ejz EEYS BE0) SYAYTE A, @
AA7AA AYE FHokriAel £57, 4o 2 A
T %S st webM & ATelA He
g AN FF 2 8L Fuste] ne
ATANA Het e AR Bt 7HA] 7 o
& dAst= AVIZE H71E ZIHR:

6.3 2170| B U &% T W

B ATINE et AFAe] HoH
719 AGHEA ol golme] 2HS BT
3]

A sk oleld BAYS o
AFAME 919 Bt ARUE L th=1 9
webyoll &53te] HEAE Hus
Wgoz Jea A7E A

Information Systems Review, Vol.19, No.3



5948 I TETI} F{otEni 0|20l ofufst Y olAIE)?

2 9% 27] AFolth wetd AckguiA
si7el g AYAToA B2 AE o]ofe]

APES AesgR ol e A w9
=2 FRsgc FF AN A
FH AR FRES A4 $EL 3

444 89l FAH QML ), A
29l Avl, 2A% Bl B 59 =7

23] @78 A9 el
AR, B 57 12 A9 B HFO
2 B3tk & Aol HA Aol S Ao

Aoblo] FAH Fe)z Selt 91A) ot B

o 2% 71FE 54 AlE 2 vl TR

2gieh. el 20179 98 A AeIA e
£ 9 Aulzo] B 0ok AP S AN Al

A A2 20084 A 209 FeE A3}

£ W e EE 843 bt AepguiAe] o

& Bt ATAES B3 £87F 34 RoE
gLk ol HepgriAel 587k F7ksho] A

A3} B ATAEY] BAlo] Z7H5E FF Aok
AuiAe] E57sh A2 i FAZ HmAT

g £9% + g€ EW} oas aom.

A, HFATHA ol ol me] AYaL AR

ALY AT A a5, B, AA€ ||

o2 Ausel 29 ¥ £s) 2o WY 491

49s Foan F4 ATH A IR

g0l A Aelst =88 2elo] Aok
ogewe At FFS AR 4 Yk B2

mlruJ J

O

v

[} =
o] Basih
argd

[1] 7719, &v) 3], A44, “p7|as7te] &3
4T g ol mA= G, #F - A
A 21127?;4, A2%, 2015, pp. 365-386.
ANA, 42T, W HekH o= 18k &4u8
47, ?E%WMEH 8}35] %], 4199, #4435,
2014, pp. 31-43.

[B] A&, 3, “FRA|2F =82to] 75FH

2]

A7 857, AEAZE F4, FEEHE 4
37} 7o) 24 Aol BSt A, HFAS
A274, A23, 2012, pp. 75-93.

[4] wlste] Z.‘*iléﬂl slol, &9 FY, FEE7IA,
A1, 2006.

[5] ¥Md=, “Edl o] &-5717F el 27| &57k,
JEU &4 Bl S5l pX]= Gkl
w3 A, JAAFHA ] A7, AT,
2011, pp. 37-80.

[6] H}A1%, “AHIEE ALGARE] o] &
Ard wE 225 4", ¥
813, 2013, pp. 97-126.

[7] BFzFe, 6918 7AFIR], A3 3=, 13
“SHAES] AlE]wclel 7wk @47 s es
9 A S B, hERI S]],
A419, A4%, 2016, pp. 489-498.

[8] vl &<, “aFAF ST /N5 &
9 2 gulE 2229l u|x= g3y, HF
2| A A7 A27A, A123, 2015, pp. 355-374.

9] A&, AAQ], “mutyd FoA A7 &%

5715 ol &
$EAT A

o
7ol Y=o WA= P B AT
219 2AaNE FHo, JEYF
A AT A5, A4Z, 2015, pp. 349-
364.

[10] %&%, 724 md 259 A iy
=3 A2, 2014,

[11] %33, <A} Aefuiclo] a7y eiel w]X]
T Gl B3 A, sl ol E e E, A4,

A|3%, 2004, pp. 90-115.

[12] o]8A], AEF, “2rEE AL &
A5 AT 22 BT 181 o] fox
of #t A, sharilelE, A|267, AT,
2012, pp. 126-166.

[13] A%, 2, <5714, 184, 2eln
2 aQlo] A V& F5l WA= ¢ f?}”
Information Systems Review, A|187, A|1Z,
2016, pp. 57-78.

[14] 273w, F<e2}, “ADE Y53 Fow Z Al

B

2017. 9.

223



dd2-4H 4

e G4} mull o olglw A, BPT
A319Y, A43, 2016, pp. 325-344.

[15] AR T Y, “§WATF F k4", 2016,
Available at https://www krcert.or.kr/consult/
software/vulnerability.do?orgSiteUrl=http://
www kreert.or.kr.

[16] sIAE, “2eQ] AFAFYY o]&57]% =
Z5-(flow) 3 B ALH o] g9 =l #3
AT, #FAT, A28A, A2E, 2013, pp.
161-181.

[17] A3Security, Z2f7] F= FEH a7, AL,
T+, 2010.

[18] Ablon, L., M. C. Libicki, and A. A. Golay, Markets
for Cybercrime Tools and Stolen Data: Hackers’
Bazaar, Rand Corporation, Santa Monica, CA,
2014.

[19] Algarni, A. and Y. Malaiya, “Most successful
vulnerability discoverers: Motivation and meth-
ods”, In Proceedings of the International Confer-
ence on Security and Management (SAM), 2013,
pp- 1-7.

[20] Algarni, A. and Y. Malaiya, “Software vulner-
ability markets: Discoverers and buyers”, Interna-
tional Journal of Computer, Information Science
and Engineering, Vol.8, No.3, 2014, pp. 71-81.

[21] Andy, G., “Shopping For Zero-Days: A Price
List For Hackers’ Secret Software Exploits”,
2012, Available at http://www.forbes.com/
sites/andygreenberg/2012/03/23/shopping-for-
zero-days-an-price-list-for-hackers-secret-soft-
ware-exploits/#1d95627b6033.

[22] Arora, A., R. Krishnan, R. Telang, and Y. Yang,
“An empirical analysis of software vendors’ patch
release behavior: Impact of vulnerability dis-
closure”, Information Systems Research, Vol.21,
No.1, 2010, pp. 115-132.

[23] Bambauer, D. E. and O. Day, “Hacker’s aegis,
the,” Emory Law Journal, Vol.60, No.5, 2011,

pp. 1051-1107.

[24] Bandura, A., “Self-efficacy mechanism in human
agency”, American Psychologist, Vol.37, No.2,
1982, pp. 122-147.

[25] Bandura, A., “Self-regulation of motivation
through anticipatory and self-reactive mecha-
nisms”, In Perspectives on Motivation: Nebraska
Symposium on Motivation, Vol.38, 1991, pp.
69-164.

[26] Barclay, D., C. Higgins, and R. Thompson, “The
partial least squares (PLS) approach to causal
modeling: Personal computer adoption and use
as an illustration”, Technology Studies, Vol.2,
No.2, 1995, pp. 285-309.

[27] Beebe, N. L. and J. Guynes, “A model for predict-
ing hacker behavior,” AMCIS 2006 Proceedings,
2006, pp. 3394-3404.

[28] Beveren, J. V., “A conceptual model for hacker
development and motivations”, Journal of
E-Business, Vol.1, No.2, 2001, pp. 1-9.

[29] Bohme, R., “Vulnerability markets: What is the
economic value of a zero-day exploit?”, Proc.
of 22C3: Private Investigations, Berlin, 2005.

[30] Campbell, K., L. A. Gordon, M. P. Loeb, and
L. Zhou, “The economic cost of publicly an-
nounced information security breaches: Empirical
evidence from the stock market”, Journal of
Computer Security, Vol.11, No.3, 2003, pp.
431-448.

[31] Chan, S. H. and L. J. Yao, “An empirical inves-
tigation of hacking behavior”, Review of Business
Information Systems (RBIS), Vol.9, No.4, 2011,
pp. 41-58.

[32] Chau, P. Y. and P. J. H. Hu, “Information technol-
ogy acceptance by individual professionals: A
model comparison approach”, Decision Sciences,
Vol.32, No.4, 2001, pp. 699-719.

[33] Chin, W. W. and A. Gopal, “Adoption intention

224

Information Systems Review, Vol.19, No.3



3lorz]

ATSI17t FAHoP o|22|zof ofwst Y& nlA=TH?

in GSS: Relative importance of beliefs”, ACM
SIGMIS Database, Vol.26, No.2-3, 1995, pp.
42-64.

[34] Chin, W. W., “The partial least squares approach
to structural equation modeling”, Modern Methods
for Business Research, Vol.295, No.2, 1988, pp.
295-336.

[35] Cohen, J. O., Statistical Power Analysis for the
Behavioral Sciences, Lawrence Erlbaum, Hillsdale,
NY, 1988.

[36] Compeau, D. R. and C. A. Higgins, “Computer
self-efficacy: Development of a measure and ini-
tial test”, MIS Quarterly, Vol.19, No.2, 1995,
pp. 189-211.

[37] Csikszentmihalyi, M., Beyond Boredom and
Anxiety: The Experience of Play in Work and
Game, Jossey-Bass, San Francisco, CA, 2000.

[38] Egelman, S., C. Herley, and P. C. Van Oorschot,
“Markets for zero-day exploits: Ethics and im-
plications”, In Proceedings of the 2013 Workshop
on New Security Paradigms Workshop, ACM,
2013, pp. 41-46.

[39] Falk R. F. and N. B. Miller, A Primer for Soft
Modeling, University of Akron Press, Ohio, OH,
1992.

[40] Fidler, M., Anarchy or Regulation: Controlling
The Global Trade in Zero-Day Vulnerabilities
(Doctoral dissertation), Stanford University,
2014.

[41] Finifter, M., D. Akhawe, and D. Wagner, “An
empirical study of vulnerability rewards pro-
grams”, In Presented as Part of the 22nd USENIX
Security Symposium, 2013, pp. 273-288.

[42] Fitch, C., “Crime and punishment: the psychology
of hacking in the new millennium”, Global
Information Assurance Certification Paper, GSEC
Practical Requirements 1, 2004.

[43] Fornell, C. and D. Larcker, “Evaluating structural

equation models with unobservable variables and
measurement error”, Journal of Marketing Re-
search, Vol.18, No.1, 1981, pp. 39-50.

[44] Gefen, D., E. Karahanna, and D. W. Straub, “Trust
and TAM in online shopping: An integrated mod-
el”, MIS Quarterly, Vol.27, No.1, 2003, pp. 51-90.

[45] Giboney, J. S., J. G. Proudfoot, S. Goel, and
J. S. Valacich, “The security expertise assessment
measure(SEAM): Developing a scale for hacker
expertise”, Computers and Security, Vol.60, 2016,
pp. 37-51.

[46] Ha, I, Y. Yoon, and M. Choi, “Determinants
of adoption of mobile games under mobile broad-
band wireless access environment”, Information
and Management, Vol.44, No.3, 2007, pp.
276-286.

[47] Hair Jr, J. F., G. T. M. Hult, C. Ringle, and
M. Sarstedt, PLS £ 22 2] ©]3}Basic-, <l
Aujt]o], 1%k 2016.

[48] Hewlett Packard Enterprise, “The Vulnerability
Market Decoded”, 2014, Available at https://www.
hpe.com/h20195/v2/GetPDF.aspx/4AA6-4175E
NW.pdf.

[49] Hsu, C. L. and H. P. Lu, “Why do people play
on-line games? An extended tam with social influ-
ences and flow experience”, Information and
Management, Vol.41, No.7, 2004, pp. 853-868.

Kesan, J. P. and C. M. Hayes, “Bugs in the market:
Creating a legitimate, transparent, and ven-
dor-focused market for software vulnerabilities”,
Arizona Law Review, Vol.58, No.16-18, 2016,
pp. 753-830.

[50] Lent, R. W., S. D. Brown, and K. C. Larkin,
“Relation of self-efficacy expectations to academ-
ic achievement and persistence,” Journal of
Counseling Psychology, Vol.31, No.3, 1984, pp.
356-362.

[51] Locke, E. A. and G. P. Latham, A Theory of

2017. 9.

225



2e

-2 e A

Goal Setting and Task Performance, Prentice
Hall, Eaglewood Cliffs, NJ, 1990.

[52] Mitchell, R. J., “Path Analysis,” in S. M. Scheiner

and J. Gurevitch (eds.) Design and Analysis of
Ecological Experiments, Oxford University Press,
Oxford, 2001, 217-234.

[53] Nizovtsev, D. and M. Thursby, “Economic analy-

sis of incentives to disclose software vulner-
abilities,” In WEIS, 2005, pp. 1-32.

[54] Novak, T. P., D. L. Hoffman, and A. Duhachek,

[55]

[56]

[57]

[58]

“The influence of goal-directed and experiential
activities on online flow experiences”, Journal
of Consumer Psychology, Vol.13, No.1, 2003,
pp. 3-16.

Nunnally, J. C., Psychometric Theory, McGrow-
Hill, New York, NY, 1987.

Owen, K., Motivation and Demotivation of
Hackers in the Selection of a Hacking Task: A
Contextual Approach (Doctoral dissertation),
McMaster University, 2016.

Stevens, J. P., Applied Multivariate Statistics for
the Social Sciences, Routledge, New York, NY,
2012.

Telang, R. and W. Sunil, “Impact of Software
Vulnerability Announcements on the Market
Value of Software Vendors-an Empirical Investi-
gation”, 2005, Available at https://papers.sstn.

[59]

(60]

comy/sol3/papers.cfm?abstract_id=677427.
Tenenhaus, M., V. E. Vinzi, Y. M. Chatelin,
and C. Lauro, “PLS path modeling”, Computa-
tional Statistics and Data Analysis, Vol.48, No.1,
2005, pp. 159-205.

Venkatesh, V., M. G. Morris, G. B. Davis, and
F. D. Davis, “User acceptance of information
technology: Toward a unified view”, MIS Quar-
terly, Vol.27, No.3, 2003, pp. 425-478.

[61] Voiskounsky, A. E. and O. V. Smyslova, “Flow-

based model of computer hackers’ motivation”,
Cyber Psychology and Behavior, Vol.6, No.2,
2003, pp. 171-180.

[62] Wetzels, M., G. Odekerken-Schroder, and C. Van

[63]

[64]

Oppen, “Using PLS path modeling for assessing
hierarchical construct models: Guidelines and em-
pirical illustration”, MIS Quarterly, Vol.33, No.1,
2009, pp. 177-195.

Young, R., L. Zhang, and V. R. Prybutok,
“Hacking into the minds of hackers”, Information
Systems Management, Vol.24, No.4, 2007, pp.
281-287.

Zhao, M., J. Grossklags, and K. Chen, “An ex-
ploratory study of white hat behaviors in a web
vulnerability disclosure program”, In Proceed-
ings of the 2014 ACM Workshop on Security
Information Workers, ACM, 2014, pp. 51-58.

226

Information Systems Review, Vol.19, No.3



F 2 ATSI7t FAHOPE o220l ofwEt &S nlR=TH?

Information Systems Review

Volume 19 Number 3
September 2017

How Vulnerability Research Motives Influence
the Intention to Use the Vulnerability Market?
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Abstract

Vulnerability information, which can cause serious damage to information assets, has become a valuable
commodity, thereby leading to the creation of a vulnerability market. Vulnerability information is traded
on the vulnerability market from several hundred dollars to hundreds of thousands of dollars depending
on its severity and importance, and the types and scope of the vulnerability markets are varying. Based
on previous studies on vulnerability markets and hackers, this study empirically analyzed the effects
of the security researcher’s vulnerability research motivation on his/her vulnerability market use intention.
The results are discussed as follows. First, vulnerability research self-efficacy had a significant effect
on flow and on white and black market use intention but not on perceived benefit. Second, flow had
a significant effect on perceived benefit and on black market use intention but had no effect on white
market use intention. Third, perceived profit had a significant effect on white and black market use
intention. Fourth, vulnerability research self-efficacy had a significant effect on perceived benefit through
flow. Fifth, flow had a significant effect on white and black market use intention through perceived
profit. These findings can be used to predict the behavior of security researchers who have experience

in exploiting vulnerabilities.

Keywords: Security Researcher, Vulnerability Market, Vulnerability Research Self-Efficacy, Flow,
Perceived Benefit, Vulnerability Market Use Intention
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