Journal of The Korea Society of Computer and Information
Vol. 22 No. 3, pp. 53-60, March 2017

www ksci.re.kr
https://doi.org/10.9708/jksci.2017.22.03.053
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Abstract

The purpose of this study is to provide empirical and quantitative analysis on user 's perceived
privacy, security, and user satisfaction when providing visualization information about objects and
service provider behaviors that users can not perceive in internet service process. Through previous
research, we have examined the importance of privacy and security factors as a key factor to be
considered for the characteristics of the Internet of things and the Internet of things. In addition,
service blueprint, which is one of the service design methodologies to examine the flow of service
usage in providing Internet service of things, was examined. In the flow of things internet service
utilization, it is found that the things that are out of the user 's cognitive area and the behavior of
the service provider take up a large part. Therefore, the hypothesis that the trust of the Internet
service security and the satisfaction of the user experience can be improved by providing the
security visualization information about the behavior of the object and the invisible service provider
in the non-contact aspect of the user and the object. In order to verify the hypothesis, we conducted
experiments and questionnaires on the use of virtual objects' internet environment and conducted
statistical analysis based on them. As a result, it was analyzed that visual information feedback on
non - contact and invisible objects and service provider 's behaviors had a positive effect on user' s
perceived privacy, security, and satisfaction. In addition, we conclude that it can be used as a service
design evaluation tool to eliminate psychological anxiety about security and to improve satisfaction in
internet service design. We hope that this research will be a great help for the research on

application method of service design method in Internet environment of objects.
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2. The research methods and scope.
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[I. Preliminaries

1. Internet of Things
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2. Security and user experience of the 10T
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Fig. 1. Internet of Things active consideration
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3. Service design methodology
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Fig. 3. The Double Diamond Design Process Model
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Table 1. componential elements of Service Blueprint
Classification Description
Customer actions Customer behavior
User and service(Visible &

Contact line Invisible) contact

. ) Tools that users encounter or
Interaction device

control
The user and the device do
Noncontact line not contact and do not

operate.

Behavior of things that interact

Things actions with the user

Behavior of Visible Service

Providers

Visible contact
employee actions

Distinguish between visible and

Line of visibility invisible to the user

Behavior of Invisible Service
Providers

Invisible contact

employee actions
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[1l. Research methods

1. Research hypotheses
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Table 2. componential elements of Service Blueprint

Classification Description

Information visualization of
noncontact line things action will
influence the security user experience

Hypothesis 1

Information visualization of Invisible
contact employee actions will
influence the security user experience

Hypothesis 2
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2. Test method
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3. Operational definition of variables
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Table 3. Measurement perceived privacy & security

Classification Value

In the IOT service environment, your

personal information will be used for
Perceived other purposes or not used by others.
Privacy In the 10T service environment, the

user's personal information can be

freely controlled only by the user.

In the IOT service environment, your

personal information will be protected
Perceived safely and there  will be no
Security manipulation.

In the IOT service environment, your

personal information will not be stolen.
User Overall satisfaction with 10T security

; ) information visualization and | am

Satisfaction -~ )

willing to use the IOT service.

V. Analysis result

1. Analytical method
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2. Basic research and reliability analysis
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Table 6. Result of exploratory factor analysis

Classification | varl var2 var3 var4 vard

varl (.84)
var2 391 (.86)
* *
var3 ;324 ;258 (.90)
vard S e v
vars ;390 ;305 ;388 ;266 (.95)

2 veppad.

Table 4. Demographic characteristics of the subjects
Chargct Classification Frequency Proportion
eristics (person) (%)

Male 146 66.4
Gender ale 74 33.6
10 10 4.5
Age 20 142 64.5
group 30 42 19.1
40 26 11.8
Student 112 50.9
General | 76 34.5
Occupa IT
tion worker related 18 8.2
UXx
related 14 6.4
Strongly Disagree | 8 3.6
R ni Disagree 46 20.9
Z:&ﬁ? ' ['Neither 127 57.7
Y Agree 28 12.7
Strongly Agree 11 5.0
0 36 16.4
1-2 132 60.0
Device | 3—-4 31 141
. 5 or) o,y 9.5
Experie more
nce 0 12 5.5
Servic 1-2 64 29.1
o 3-4 98 445
S orl g 20.9
more

Table 5. Reliability Analysis

Classification Number of questions Crogbjch
privacy, security VAR1 VAR2 VAR3 0.94
User Satisfaction VAR4 VAR5 '

3. Hypothesis testing

Ngtel A3 BARY g wEHuA A 7
452 93 5 6709l - PEe AFaAon, us
g

QX HHvard), AHEAF T(vard

BT F el F bl i Aneas A%
=
7

¢}
A% 23 Table 63 #Zo] HIHEH Al=ds(varl),
=

H7FAL A A 2 Al 32 BE(var2), QAE =
)

3 WA, Table 73} o] v 5 AR ARAIZS A
T AREALY] Zetol A Q1A Aol A (+) P Ulilh
o2 eyl 2 dTREe AgEe 324%2 G5

Al q
99%el M EAHOR Feld AS % = Ak
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Table 7. Result of Simple Regression Analysis 1-1

Dependent i .
Classifica variable Perceived Privacy
tion Indep'endent Constant non—contacti
variable ng
Non—gtandardggd 0.88 0.84
regression coefficient
Standard error 0.05 0.04
Stgndard|zeq . _ 0.80
regression coefficient
t 4.56 16.27
Significance 0.000%* 0.000%*~*
Note. No. of cases =220, R—-square=0.408,
F=184.158, P=0.000 *p < .05, »*p < .01

W A= s A A ZFE A
{(+) F& A= AL

2 30.8%% 24 99%

JNF

Table 8. Result of Simple Regression Analysis 1-2

Dependent ) )
Classific variable Perceived Security
ation Indep.endent Constant non—contactin
variable g
Non—;tandardlggd 0.80 0.77
regression coefficient
Standard error 0.06 0.05
Sta.ndardlze(.j ' B 0.80
regression coefficient
t 3.96 14.94
Significance 0.000* = 0.000**
Note. No. of cases =220, R-square=0.354,
F=152.544, P=0.000 *p < .05, **p < .01

Al A, Table 99k 2ol HIHEH ALE s JRA 2} A
T2 AR W Aol A (+) WA= Aew U

o o=

Bl B dArmgel AwEe 29.0%% 5T 99%lA
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Table 9. Result of Simple Regression Analysis 1-3
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Table 12. Result of Simple Regression Analysis 2-3

Dependent : .
. Perceived Privacy
Dependent , , . variable
. ) User Satisfaction Classifica —
Classifica variable ) Invisible contact
i - tion Independent
tion Independent non—contacti ) Constant employee
) Constant variable .
variable ng actions
Non—;tandardlggd 0.76 0.73 Non—.standardl'ze'd 0.79 0.76
regression coefficient regression coefficient
Standard error 0.05 0.04 Standard error 0.05 0.05
Stgndardzeq . B 0.70 Stgndardzeq - _ 0.80
regression coefficient regression coefficient
t 3.54 12.68 t 3.24 14.57
Significance 0.000** 0.000%* Significance 0.000%* 0.000%*
Note. No. of cases =220, R—square=0.308, Note. No. of cases =220, R-square=0.350,
F=139.880, P=0.000 *p < .05, **p < .01 F=162.248, P=0.000 *p < .05, **p < .01

Table 10. Result of Simple Regression Analysis 2-1
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: actions S 9% Yrhadlor B8 5+ YSS AFHYOY HE7
Non-standardized 0.86 0.82
regression coefficient ' : ZANE £8P Table 133 2t}
Standard error 0.05 0.04
Stgndardlzeq . - 0.79 Table 13. Result of Testing Hypotheses
regression coefficient
t 4.04 14.98 Classification Description
Significance 0.000** 0.000** Information visualization of
Note. No. of =220, R- =0.380 i i
F::eﬂ 1%7opggsggo 1 Sqfsri 05, **p < .01 Hypothesis 1 Zzgggma\fntn irlwlfr:ﬁencethlqu Adopted
security user experience
. ) Information visualization of
O WA, Table 113} Zo] H|ZFA] Auj2=A32; s A4 Hybothesis 2 Invisible contact employee Adooted
BAZE AZe ALEAle] Hob olx] Awo] AH(+) At w actions will influence the P
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Table 11. Result of Simple Regression Analysis 2-2
Depgndent Perceived Privacy V. Conclusions
o variable
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tion Inciz?izr;?eent Constant employee 2 A= AFEAEY e Au2 AlFd glo] AREAL]
. B actions AFEQIENYL 2] S AAFojok 3 nbAg] tjs) AMg
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. . AS IA A 1E 2 o] H]—tﬂi N BE=
regression coefficient 0.79 0.76 AR A A Askel A ] HARL o] Al 2
Standard error 0.05 0.05 THE T d8& FA0Z AEQEY AEAL Zelo]HA|
Blzncisle - 0.80 9 uch X, AR B R Slg Wk RS 8
regression coefficient ' _ _ B = o
t 3.24 14 .57 %jq' O]:é‘ ‘?’]3]'0:] /\ﬂﬂlf_\_qZ}-?l %‘?‘J%E Hg—tg:{_oﬂ}ﬂ /\]’E
Significance 0.000%* 0.000%* QIEIYl AMu] 2~ &8 L2 Aol A AL AA|EHA] Kok
Note. No. of cases =220, R—square=0.350, APl % 9 Holx| W= Mu|AAEA HZo sk AR
F=162.248, P=0.000 *p < .05, **p < .01 _
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