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Abstract

This paper presents the architecture design, implement, experimental validation of a bistatic
backscatter wireless communication system in Wi-Fi network. The operating principle is to
communicate a tag’s data by detecting the power level of the power modulated Wi-Fi packets
to be reflected or absorbed by backscatter tag, in interconnecting with Wi-Fi device and Wi-Fi
AP. This system is able to provide the identification and sensor data of tag on the internet
connectivity without requiring extra device for reading data, because this uses an existing
Wi-Fi AP infrastructure. The backscatter tag consists of Wi-Fi energy harvesting part and a
backscatter transmitter/a power-detecting receiver part. This tag can operate by harvesting and
generating energy from Wi-Fi signal power. Wi-Fi device decodes information of the tag data
by recognizing the power level of the backscattered Wi-Fi packets. Wi-Fi device receives the
backscattered Wi-Fi packets and generates the tag’s data pattern in the time-series of channel
state information (CSI) values. We believe that this system can be achieved wireless
connectivity for ultra- low-power 10T and wearable device.
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1. Introduction

The internet of things (1oT) will rapidly change our life through smart wireless connectivity

and create opportunities for innovation and economic growth. By connecting our world and
monitoring our surrounding environment, this will bring many practical advancements in our
life, improving our health, safety and comfort. The 10T is not a choice for better humanity but
necessary for apparatuses to maintain relevance and control over our world. For effective
realization of these 10T applications and services, the 10T device should improve sensing,
actuating, processing, power supplying and wireless communicating capabilities [1]. Above
all, the requirements for perpetual operation and ultra low power wireless communication
become more and more important for developing various new loT services. Various types of
low power wireless communication and network technologies are applied to devices to send
data to each to the internet and to each other without cable [2]-[4]. The communication method
is decided by selection of appropriate wireless connectivity technology considering network
situation of various 0T applications. Key aspects for selection of optimal network
connectivity includes the operating range, data rate, power consumption, carrier frequency,
cost-effectiveness, and so on. However, it's hard to select the optimal wireless connectivity
because of their tradeoffs. For example, Wi-Fi is quite apparent choice for supporting fast data
transfer and high quantities of data in indoor environment. However, it requires expansive
infrastructure and considerable power. The wireless connectivity technologies for sensor
devices are Bluetooth, Zigbee, Z-wave, and RFID [5]-[8]. These have to be operated
low-power and made inexpensive. The conventional wireless communications for sensor
devices exist the limitations of power life time and needs an additional infrastructure [9]. We
suggest method for ulta-low-power wireless connectivity using Wi-Fi without needing the
additional wireless communication infrastructure [10].

The organization of the paper is as follows. In Section 2, we analyze the advantages using
the backscatter communication compared to using conventional methods of wireless
communication and review the backscatter theory. Section 3 addresses the bistatic backscatter
wireless communication system using Wi-Fi signal. We describes the design of the wireless
power transmission system as well as the bistatic backscatter wireless communication
architecture. Section 4 presents the implementation and experimentation. Finally, conclusions
are drawn in Section 5.

2. Related Work

2.1 Backscatter wireless communication system

The backscatter wireless communication is the modulation method for ultra-low-power. It is
operated that the energy of the incident RF signal is reflected back to a source. This method is
to transfer data by the measurement of changing a radar cross section (RCS) of the antenna.
The bakscatter device sends data during periods of transmitting the RF signal by switching its
input impedance at its frequency, changing its RCS and modulating the field [11].

The backscatter devices consists of an antenna, a switching transistor and a load capacitance.
The state of the antenna is changed by switching the load capacitive, causing the RCS to be
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modulated [12]. The reflected RF signal incident on the antenna is modulating the binary
backscatter data by altering amplitude and phase.
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Antenna Backscatter modulator
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RF signal generator
/data reader Backscatter Device

Fig. 1. Equivalent circuit of backscatter system

The system model for backscattering can be found from the equivalent Thevenin circuit
[13] of the antenna and the modulator, as shown in Fig. 1, where Zax = Rant + jXan iS the
antenna impedance, Z onp iS the load impedance and Zgy is the switching impedance for the
backscatter modulation. The RCS is given by [14]:
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where A is the wavelength and G is the device antenna gain. The reradiated power by the
antenna can indicate the differential backscattered power P s as:
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where 1 oap and lsy are the currents in different switched the impedance states Z, oap and Zsy,
and show that:
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where I' oap and Isy are the reflection coefficients and S is the power density S of an incoming
RF signal. By substituting (1), (2) and (3), the magnitude of vector differential RCS Ao is
expressed [15]:
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2.2 Wireless energy harvesting system

In wireless energy harvesting, the amount of the harvested energy can be decided by the
radiation power, the antenna gain, wavelength of the RF signals and the operational range of
the harvesting device.

The theoretical operating power of a tag according to Friis equation is [16]:

P,

Backscatter tag

2
) 6
= EIFP ® Gragantenna ® Mrec ® [mj ( )

Where, Pgacscatter tag 1S the received power, EIRP is the effective isotropic radiation power,
Grag antenna 1S tag antenna gain, 7. is the RF to DC power conversion efficiency of the rectifier,
A is the wavelength of the RF signal, and d is the operational range of tag, as shown in Fig. 2.
From this equation, it is concluded that the improvement on the efficiency of the rectifier and
the antenna gain of the tag are the high priority in terms of expanding the harvesting range.
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Fig. 2. Operating power of RF energy harvesting system

3. Communication System Architecture

3.1 Bistatic backscatter wireless communication system overview
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Fig. 3. Architecture of the bistatic backscatter communication system using Wi-Fi signal
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The bistatic backscatter wireless communication system is composed of Wi-Fi AP and Wi-Fi
device for Wi-Fi connection and a backscatter tag as seen in Fig. 3. The backscatter tag
transfers the data by reflecting or absorbing the Wi-Fi packets while communicating between
Wi-Fi AP and Wi-Fi device [17]. At first, Wi-Fi AP connects with Wi-Fi device to Wi-Fi
network. Via the modulated Wi-Fi packet from Wi-Fi AP or Wi-Fi device, the backscatter tag
is received the power for system operation and a request command. And the backscatter tag
transmits the identification and data of tag to Wi-Fi device by modulating Wi-Fi channel.
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Fig. 4. Operation method of data link (a) data downlink(from Wi-Fi AP/device to the backscatter tag),
(b) data uplink (from the backscatter tag to the Wi-Fi device)

((|J)

On the data downlink from Wi-Fi device to the tag, the Wi-Fi device transfers the
modulated request command and wireless power, as shown in Fig. 4 (a). The request
command is modulated an encoding data by adjusting length of preamble, header, payload,
and short inter-frame space (SIFS) in Wi-Fi packets. As shown in Fig. 4 (b), on the uplink
from the tag to Wi-Fi device, the backscatter tag transmits the data by scattering the existing
Wi-Fi packets between Wi-Fi device and Wi-Fi AP. It operates to change the reflection
coefficient of antenna by switching the load impedance. The changed reflection coefficient
affects the phase and magnitude of the Wi-Fi signal. The data of the backscatter tag is
demodulated and decoded by extracting the CSI and RSSI values of the modulated Wi-Fi
packet.

The backscatter tag is operating in a battery-less as well as a battery-assisted mode. It is
possible to efficiently harvest a tiny amount of energy from Wi-Fi AP and Wi-Fi Device
transmitting at a power level of 50 to 100 mW. This tag is designed to minimize power
consumption because of the physical limitation of Wi-Fi energy harvesting quantity.

3.2 Backscatter tag system

A block diagram of the implemented the backscatter tag system is shown Fig. 5. This consists
of the parts for the backscatter communication, Wi-Fi signal energy harvester, and a sensor
interface. The backscatter communication part includes the RF front-end block for detecting
the Wi-Fi packet power envelope and backscattering the Wi-Fi signal and the digital baseband
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block for decoding/encoding the data and controlling the system. The wake-up signal
generator turns on the whole system by providing initial boot up level of power supply. The
wake-up system operates by making a preamble sequence which triggers the wake up event.
The Wi-Fi power envelope detector extracts a data from the envelope of Wi-Fi packet signal
and conveys demodulated signal to the data decoder. It is comprised of a Wi-Fi power
envelope detector with a filter, a reference voltage generator, and a data silcer. It converts the
modulated Wi-Fi packet signal to the coded digital data. The backscatter load modulator sends
the backscatter modulated data to the Wi-Fi device by switching of load impedance. The
backscatter load modulator modulates the power level of Wi-Fi signal to reflect the Wi-Fi
packet back to the Wi-Fi device. This is configured to a single switch and capacitors for load
modulation.

The Wi-Fi signal energy harvesting part generates energy from Wi-Fi signal and provides
required power to entire tag system. This block consists of a Wi-Fi signal-DC converter and a
power management circuit. The Wi-Fi signal-DC converter converts from the ambient Wi-Fi
signals to a DC voltage. This block uses the active components supporting low power
threshold for the improvement of the conversion efficiency. The output power of the Wi-Fi
signal-DC converter is unstable voltage level due to complex modulated Wi-Fi signal field.
Because the whole system requires a constant DC voltage, the purpose of the power
management circuit is to provide the stable DC voltage that is independent of the source
variation. The tag antenna implements a Wi-Fi band directional antenna that is able to absorb
and reflect Wi-Fi packet. The tag antenna of impedance matching is required to ensure the
maximum energy of the input Wi-Fi signal for transferring from source to the system load. The
input impedance of the Wi-Fi signal-DC converter is generally much higher than the input
Wi-Fi signal impedance.

The sensor interface part is designed to allow connection between the sensor output and the
data analyzer. It is configured to support the digital and analog outputs of the connected sensor.
The clock generator and controller supplies the system clock to operating the digital baseband,
the sensor interface, and the memory.
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Fig. 5. System architecture of the backscatter tag
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3.3 Communication sequence

Fig. 6 shows the communication sequence of the bistatic backscatter data transfer system. It
starts from what is the backsactter reading mode of Wi-Fi device. The backsactter reading
mode can be controlled by mobile software of Wi-Fi device. After that, Wi-Fi device discovers
the surrounding Wi-Fi AP by listening for beacon frames being broadcast regularly. Then
again, Wi-Fi device sends probe requests to recognize Wi-Fi networks nearby. Probe requests
advertise Wi-Fi device supported capabilities such as IEEE 802.11n. If Wi-Fi AP has
compatible data rates, it sent a probe response advertising the wireless network name (SSID)
and its IEEE 802.11n capabilities [18]. During discovering the Wi-Fi network by scanning all
possible channels and listening to beacons, the backscatter tag near Wi-Fi device is waken by
supplying power form Wi-Fi signal. Next, Wi-Fi device sends a Wi-Fi authentication frame to
Wi-Fi AP setting the authentication to open. Wi-Fi AP receives the authentication frame and
responds to Wi-Fi device with authentication frame set to open. Once Wi-Fi device decides
which Wi-Fi AP would like to associate, it sends an association request to that Wi-Fi AP.
Wi-Fi AP creates an association identification for the Wi-Fi device of the backscatter reading
mode and respond with an association response. Next, the four-way handshake process for
using to derive the encryption keys is operated between Wi-Fi AP and Wi-Fi device, as shown
in Fig. 6. Finally, they transmit and receive the parameter sets for the backscatter
communication mode. That's all it is the association step for the backscatter communication
mode.

After operating the association step, Wi-Fi AP or Wi-Fi device sends a query command to
the backscatter tag. It responds to the query command with a RN16 command response.
Subsequently, the tag replies the identification, sensor data, and the other data with a
backscatter data packet by the acknowledgement and read commands. This way, it is run the
data transfer process between Wi-Fi AP/Device and the backscatter tag.
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Fig. 6. Communication protocol sequence for data transfer process between Wi-Fi AP/Device
and the backscatter tag
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We define the encoding and modulating methods of the data downlink and uplink for
communication sequence. In data downlink sequence, we design that the packet generator of
Wi-Fi AP encode data using length and existence of Wi-Fi packets. As shown in Fig. 7, the
encoding mechanism at the Wi-Fi AP uses pulse interval encoding (PIE) [19]. This is the
encoding method based on time duration of data symbols '0'and '1'. These symbols can be sent
to control the length of data payload in the packet generator of Wi-Fi AP. It encodes a ‘1’ bit
with increasing data payload length of a Wi-Fi packet and a ‘0’ bit with no data. The division
between the bits depends on short interframe space (SIFS). The backscatter tag is designed to
detect the envelope of the Wi-Fi packet and SIFS. It decodes data by tracing energy and
voltage level of Wi-Fi packets encoded PIE.

In data uplink sequence, the proposed system transfers data of the tag by backscatter
modulating the Wi-Fi packets from interconnected Wi-Fi AP, as shown in Fig. 8. For
improving the performance of backscatter modulating, FMO0 and miller encoding methods are
used to maximize the number of the transitions in the data. While transmitting the Wi-Fi
packets of the constant power and length from Wi-Fi AP, Wi-Fi device extracts the backscatter
data of the modulated Wi-Fi packets through analyzing phase and amplitude information of
the received channel state information (CSI). For increasing the data rate of the uplink
communication, the designed tag can use the multi-level load modulation method.
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Fig. 7. Data downlink sequence (Wi-Fi AP to the tag)
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4. Implementation and Test

4.1 Implementation

We implement the backscatter tag and Wi-Fi device for reading the backscatter data. The
proposed backscatter tag system comprises the components for the communicating and
harvesting Wi-Fi energy, as shown in Fig. 9 (a). The data communicating block includes the
Wi-Fi packet power envelope detector of Wi-Fi packet and the backscatter load modulator.
The power envelope detector removes the 2.4 GHz carrier frequency, and extracts a data from
the envelope of Wi-Fi packet and SIFS. It is made up of a filter, a voltage doubler and
ultra-low-power comparator. We design the voltage doubler to use Schottkey diode with high
rectification efficiency at low RF power levels. The TS881 [20] ultra-low-power comparator
from STMuicroelectronics is selected for its low power operation. The backscatter load
modulator generates the modulation index of backscatter signal via capacitor load array. For
switching at 2.4 GHz band, the ADG901/902 [21] RF switch components from Analog
Devices are selected.

The Wi-Fi signal energy harvesting part obtains power from Wi-Fi signal and supplies the
power of the whole tag. This block is composed of an RF energy to DC converter and a power
management. The RF energy to DC converter transforms from the ambient Wi-Fi signals to a
DC voltage. It consists of Schottky diodes and capacitors based on voltage multiplier structure
[22]. The output voltage level is nominally the twice the peak input voltage and increases to be
multiplied by the number of stages, and is correlated with the frequency of the incident Wi-Fi
power, the output load resistance and the threshold voltage of Schottky diodes [23].

The backscatter tag antenna is designed a micro-strip patches, which resonates at 2.4 GHz
that can absorb and reflect Wi-Fi signal, as shown in Fig. 9 (b). The input impedance of the tag
antenna is approximately designed by the RL circuit required for bandwidth optimization and
conjugate matching at 2.4 GHz. Fig. 9 (c) shows the simulation result of the tag antenna. The
power reflection coefficient of the designed tag antenna is depicted in the left of Fig. 9 (c).
This result is less than -10 dB at 2.4 ~ 2.65 GHz, which satisfies the bandwidth need of the
backscatter modulation in Wi-Fi bands. The far-field 3-dimensional radiation patterns and the
calculated gain of the designed tag antenna at 2.4 GHz are plotted in the right of Fig. 9 (c). It
can be noted that the main radiation direction of the designed antenna tends to the orientation
that is perpendicular to the antenna surface. The antenna gain is more than 6 dBi when the
operating frequency ranges from 2.4 to 2.65 GHz.
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Fig. 9. Implementation of the backscatter tag prototype (a) system board of the backscatter tag,
(b) the designed backscatter tag antenna, (c) simulation result of the backscatter tag antenna

We design the backscatter data reading system by using CSI data. The CSI values
essentially characterize the channel frequency response for each subcarrier between Wi-Fi
device and Wi-Fi AP. Because the changed power of Wi-Fi packet is captured in the CSI
values for all subcarriers, it can extract more accurate backsactter data. For demodulating the
backscatter data, the backscatter data reading system of Wi-Fi device consists of Wi-Fi band
multi-antenna, Wi-Fi communication module, CSI tool driver, CSI data extrcter, and CSI data
preprocessor, as shown in Fig. 10. We design the system using Wi-Fi Intel link 5300 card that
can collect the CSI data. CSI tool driver and CSI data extrcter extract the subspecialized CSI
information. CSI data preprocessor is composed of a diversity combiner, a resampler,
decimation filter, a DC rejecter, and a band-pass filter.

Wi-Fi Band
| Multi-Antenna

| | ; || nter Link 5300 : CSI Data Preprocessing :
Wi-Fi CSI Tool Driver || |
Communication | |
Module v || Diversity R | Decimation DC Band-pass | |
(Intel Link 23 Combiner ReSAMPIEt = Filter T Rejecter | ]  Filter |
5300) CSI Data 1) |
Extracter kst pata |
|

Fig. 10. The backscatter data reading system of Wi-Fi device for demodulating the backscatter data

The designed CSI data reading system is operated as follows. The CSI data refers to the
signal distortion during the signal propagation process from transmitter to receiver through the
air interface. In Wi-Fi standard (IEEE 802.11), the signal included in legacy long training field
(L-LTF) of frame header is used for getting CSI data. Each CSI data is affected by the
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combined effect of the general channel properties and the tag state changes. The CSI data
streams from the received frames can be presented as

s = S nlt)s - t,) )

where t, denote each frame receiving time, h;(t) denotes CSI data affected by the combined
channel properties.

The CSI data for OFDM based Wi-Fi standard frame can be obtained for each subcarriers
and diveristy path. These signals can be combined to get a single high SNR signal. The signals
having high SNR are selected and combined as

5.0 = Y as,(0) (8)

=M

where s;(t) denotes i" selected signal and ; is linked weight factor. The combined CSI data
has variable sampling rates because of transmitter transfer frame at irregular time due to
CSMAJ/CA multiple access protocol. Through this process, the irregular sampling time is
recovered and converted to constant for the succeeding signal processing steps.

slnl = i 3(nT)s(t - nT,) 9)

—o

where $(t) denotes the estimated signal, T, denotes sampling periods.

The recovered signal need to be filtered out for removing high frequency bands and reduce
the number of samples for lessening the processing . The polyphase decimation filter is used
for this purpose.

Suucln) = S s [oh1 ~ K1 1, 4] (10)

k=0

where M denotes decimation facator, h[k] denotes lowpass filter coefficients. The CSI data
inherently has DC value on it because it also includes the general channel properties as well as
the tag signal. For estimating DC value, basically 1IR filter is used because It typically uses
less memory than FIR and is more efficient. The narrow bandwidth lessen the effect of
nolinear phase distortion.

Sdcfe/[n] = Sdsc/[n] - DC(Sdec/ [/7] ) (11)

where DC(-) denotes DC value estimate IIR filter. DC offset estimated from this result is
excluded by DC rejecter for improving signal-to-noise-ratio (SNR) in decoding process.

The tag signal is designed for seperating from the general fading effects (i.e. FMO,
miller-subcarrier, manchester). Therefore the signal has particular band incluing tag signal.
The bandpass FIR filter is used for selecting the data of the backscatter tag signal.

Wl =3 xikTe 4] (12)

Where hyi[K] denotes bandpass filter coefficient related to tag encoding scheme.
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4.2 Test

We implement a prototype of the tag and Wi-Fi device, and test a bistatic backscatter
communication system using a commercial Wi-Fi AP. Fig. 11 shows the test environment.
Wi-Fi device can decode information on the date uplink at distances of up to 1 m. This is
achieved at data rates to 1 kbps.

Demodulated Backscatter
Data Monitoring

Backscatter Tag

Wi-Fi Device

Fig. 11. Test environment

Fig. 12 shows the result of restoring the backscatter data using CSI data. The backscatter tag
data, encoded FMO, is transmitted by backscatter modulation to Wi-Fi device. CSI level data
are extracted from the incident backscatter modulated Wi-Fi packets and preprocessed, as
shown in Fig. 12 (a). And CSI data are restored the backscatter data through a low-pass
decimation filtering and generating a threshold value, as shown in Fig. 12 (b).
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Fig. 12. Result of restoring the backscatter data using CSI data (a) preprocessing of CSI data
(b) post-processing of CSI data
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5. Conclusion

This paper has presented the backscatter communication system using Wi-Fi signals. We
propose the backscatter tag system and the downlink/uplink sequence between the backscatter
tag and Wi-Fi device. And we implement a prototype of the backscatter tag and Wi-Fi device
for reading the backscatter data, and test the bistatic communication system. This work will be
expanded in the future with the implementation of the system-on-a chip (SoC) that includes
the backscatter communication part and Wi-Fi signal energy harvesting part. We will make the
tag size of the credit card.
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