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ABSTRACT

Recently, the critical infrastructure is changing from the existing closed environment to an open environment, and it is
becoming a new target of cyber-threats by expanding into cyberspace. In addition, due to the development of information and
communications technology(ICT), the interdependence among critical infrastructure is increasing. Previous studies ranged from
trend investigation and policy discussions to protection, but separate studies on the diagnosis of the current status and
appropriateness judgment for efficient policy implementation were not performed.

Therefore, this study compares and analyzes three international indicators that measure the level of cyber security in each
country in order to build a new index to measure the level of cyber security of critical infrastructure in the USA, Japan, UK,
Germany, Norway, and Korea. It is hoped that this study will serve as a basis for expanding Korean influence and building trust
among countries in future cyberspace.

Keywords: Critical Infrastructure, Cybersecurity, Critical Infrastructure Protection(CIP), Cybersecurity Index

LM 2 (Duqu) 53 & zeg <lsje] dishs

871Nk diAe] AAA A7) 37kkRE 9

< Z9% (Flame), 2=&82Y(Stuxnet), 7 ale AZE 842 oFEa o) w3 F8Uk
Received(01. 18. 2017), Modified(02. 13. 2017), t 22}, aymi0103@gmail.com

Accepted(02. 13. 2017) ¥ WAIAL, yooo@smu.ac.kr (Corresponding author)



164 TNl

F05 Aol uel £ ula - 24

AL EE‘]“]' 3170
oz wistelal Afoln 2
3] A= o] Ha siet. FRIMEAA

g Aoz Ao Qs wAske A Tt 7l
Zhell 2 2 Qs vlAY FEspt ach vE
of FR/MMA te] zeeAe] Skl met
(16) 2 =7be =7H4 2Rde o =7} 73] Al
s 5 %Xﬂﬂ Aol A FerMAES BFE)
4 }

:g _,
()
- |g
1\0{_5
=
it
&
E
>
o,
2 T oo

LFAHE olelT B
"l selandl 2 A 4
6‘

71%@4 wE ES W] SAgens W)
e
=

=

7o) A E 5] SR vkt Aas 2de A
B8k glek. olsh Zo] Far|bAAde HE
T A %Zﬂi&ﬁbﬂﬂ A2k FosiAa 9l
ot &= 94 7.7 DDoS ¥4, ¥d WU 34,
3.20 A o4, e A & Fske] o ol
A Far|iA el gt }C’]HiEﬂEiETEi okdatA|
o] FHHAULER o]F BIF] 913 xHo

m_\.

=
RN

4

°
=
o

K

ORI T e
vH2T) vhepalAl s Sgel e ol 2 Belsh 4
A4 W AL AR o elAA e Aoz

ol B dFE= Foaw e RITFS U
A Zmo] ohd HAAAQ A Fekslr] 95}
2 %2 F7HIAA B3|

EE 1]%-‘4 == Xﬂ/‘h‘f}l, T} el
=

Il Mol

FoMAAES BEs] S8 REAA Ax 3
A i Alee] A7 B3 B3 2ol GE
BPAL FAlo2 o]FlA %L Seh. FEE(2016)
& FRAWEAMAAS Ale e Belal]

Sate] w=e] Alolwmel =del=, ISO/IEC
27001, &9 ARHESs F=AA(ISMS)E et
AEAA, B, A, a7 53 2 fg%
& E3to] ofel 74 A AAE wlmakirks). 3
248 (2015) "7 & wl=re] Apolw] Bl Jzﬂ%‘
9128} Qi TPAS] Aol ekdl 71, aelm e
QAREAZ|NIAAL ARRS $F9H7 [SMS A
ARNE FE FrhAEs via-zdste] 4
B35 vk TAAS AT A= AES A
Askel e B o Rseh ATt By,
AlE| 2 wiek 55 AARIH(34). 9AH3H2011)2>

o }n 4x

= A5 (2014) & FAAREAIALS)
dlote] 2o AAHS Alel
A ope Hopd ¥
A7} 71ES o) xﬂovwl 2a|55k 9
4 A, 1 S v pse] 9710

|

(11). °]38F(2016)= FL7|HHAAL] 3

e )
32
fu &
(S —

JﬁﬁkOoﬁoﬁ,F&ﬂ

(
1(2013) = FoARFAZMAIES] B
[e)

.o
0,

wRe A welk A
3 AR A4, BA A, e AR, FAA
HHO F 4AR o] Foz] DA HIAAE Al
AshAeb(17).

A7 7129 AP 71EA

_{

e
5

of 24 %

F7v FerAAde] okl 4 9 HTbel 71z
3 ZrAon gy FoFe] Pl BiA
Aol g A7 A i"”ﬁ*“% A ek el ™
=3 gle] e Alelurel o W FRIHMAA
o REFFES BAsAE ool E2Hql e o
= S w3 o] S SAEY] S Bl
A 3ob AEdste] Afo]w H el S| rpx|gute] o
TEUIL, I F Ao Eel A]grel] Far]uix lé R
301 A4 Sk el A= SAE36), F

S7AHe) e B Qe A8 egam.



AR RT3 =A] (2017, 2) 165

webd Wtk FaslAde #4S E
Aol AN Eoleh F0uHA ] 54y

Aol el 7t A st
. SHXE Hu-EY ¥ FeF MY
3.1 IHX|E Hl@-24

FE7HAA L] gl Alelugrtor Erygl e
upe} Ale|MESE A £F 53kl FAIHIAAEY] B
FFE BAslaA} g},

TAA LR Alold] B AleluiH Y] £ FA
&7] 98 EAske B =4 A% F HAesiEAY
SR Vel A A Exley, 1Ela T
AHQl F7ke] EAl - 58 7IE R =AY
S48t (International ~ Telecommunication
Union, ITU)9 AA el BekA]4(Global Cyber
security  Index, GCD), AZE ] AF
(Business Software Alliance, BSA)$] Ale]H
HeF A B =(Cybersecurity Dashboard, CSD),
a8 3FAAH AT A (Australian Strategic
Policy Institute, ASPI)2] o}-elx] Alo|mA<&
% (Cybersecurity Maturity in the APAC
region, CSM) % 3714 A && AlA il

a8ar o] F F3t Faa = (v, 4, 9
=, =Y, X290 =EIYh. =g Fax7)
oo HIsEs H]JJ—EV] st dd AEE2]
ARGEE 71Fo 2 iR 5709 AFEE 200 =
TAE A EE TSR] EAg22).

UN 4ksle] ITUE 541223 57k 71e] &
HE ol Ale|HusE AFHoR FAstaAt
ABI Research®} 3522 45 335l GCI
5 AT HuAE skt Aol HEeke] Q1A
Aaet A 2 A TS S5k A J3s
TR BlaL Abolr-g7tel] gt Al HakAS via
3171 flste] Fatoleh. A AA 193705 7k Ab
oA Hrt o RS} AHFf A F
2% A xR HAES 22, FAEY, Vs, o—:I]EC}:—?—

= 57}%]1 FEH3, Zb JEEE A REES
7?*4 1771A19] o s A=Y ek 71
7VEA = A derh21).

BSA= 201549 EUZ| 9= 2870513} opAlo}-ef3
oF A2 1070l ok Al HRE AEmE ¥4 2
Hr7kstaxk EU  Cybersecurity Dashboard 2}
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Publication |, 5 2015 2012
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Table 2. Critical Infrastructure Level Measurement Entry(International Index) (16)

cgiff; Criteria Specific Criteria ITU | BSA | ASPI
orp 1. Is there a CIP law in place? X X X
L 2. Does the law include an appropriate definition for
aw X O X
CIP?
. 3. Is there a CIP strategy or plan in place? X O
CIP Policy - -
4. Is there a policy that develops R&D into CIP? X
Law/ — - - -
. 5. Does it identify security assets or manage risk/
Policy/ ) X 0 X
Regu- Risk/Threat threat?
lation Management | 6. Does it require that security practices/ < o <
requirements be mapped to risk levels?
Governance 7. Is there a national or sector-specific governance o < <
Roadmap roadmap for CIP?
Security 8. Is there a chief information officer (CIO) or chief < o <
Officer security officer (CSO) on critical infrastructure?
9. Is there an officially launched national CERT or
O O O
CERT CSIRT?
Natlopal 10. Does it create a national organization to protect
X Security . . X X O
Organi L critical infrastructure?
G Organization
zation Security 11. Is there a management system for incident < o <
Incident response when an event occurs?
Response 12. Is there an incident-reporting platform for < o <
System collecting critical infrastructure incident data?
. . 13. Are there policies, systems, communications,
Public-Private T . .
Partnershi programs, etc. that joint public and private O O O
P sectors plan in the CIP section?
14. Is there a national or sectional cooperation
Intra-Agency program for sharing security assets and @) X X
Cooper . C
ation information?
15. Does it participate in global discussions on
. cyberspace or national/international CIP O X O
International
Cooperation platforms/forums?
P 16. Does it share best practice on CIP within a o < <
global body?
Educa- 17. Is there education/training for strengthening o o <
tion/ Education/ knowledge about CIP?
Train-i Training 18. Is there education/training for raising public o o o
ng awareness of CIP?
Stand- 19. Are there programs or projects for implementing o < <
ard/ Standard/ CIP standards?
Certifi Certification 20. Is there a system for CIP certification and o < <
-cation accreditation?
* CIP: Critical Infrastructure Protection
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Developing the

O / x : Presence or absence of item
research on Hyang-mi,

Park (2017)

sub-index items(See (16)).
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Table 3. Cybersecurity Strategy for Critical Infrastructure by Country (16)

Category Criteria USA Japan UK Germany Norway Korea
Security
Crtfiicl CIIA(2002), Cybersecurit Service Act National ?if)toergtf?r?
Infrastructure NCCIP v . Y1 of 1989 BDSG, .
. Basic Security of IC
Protection (2013) Act(2015) Data BSIG Act Infrastruct
Law CIPA(2016) Protection ure
Act 1998
. National
Critical Cyber The UK Cybgr Na’tlonal Cyber
. Security Strategy .
Infrastructure Security Cyber K Security
. NIPP . Strategy for for
Protection Strategy, Security . | Comprehen
. Germany, |Informatio .
Policy CSSC Strategy . sive
L/ NPSI n Security Measures
Reljcﬁll;i’i/on National Vulnerabilit
. Risk/Threat NRE Third Action SICS Strategy for NOU vy Analysis
Management Plan framework CIP, UP DECRIS and
KRITIS Evaluation
Roadmap
for . The UK
. Information
Governance | Improving . Cyber
Security 2012 . - - -
Roadmap CI Annual Plan Security
Cybersecuri Strategy
ty
Security Third Action B ~
Officer NIAC Plan GCHQ UP Bund
CERT US-CERT | JPCERT/CC | CERT-UK | CERT Bund | NorCERT | Kr-CERT
. Cybersecurity
National .
Security CTIIC, Strategic OCSIIA BSI2 NSM NIS
. S CSIS Headquarters BSI
Organizat| Organization
. . NISC
ion
Security Cyber
incident NCIRP JPCERT/CC CIR, fusion ~ NSM Incident
response Cell Counter
system Measures
PublicPrivate| — ¢y50p J-CSIP CISP | UP KRITIS - ISAC
Partnership
NCCIC, Third Action NSM ~
Cooperati Intrasagency NIPP Plan OCSIA IPCIP -NorCERT
R J-Initiative | Critical 5, EGC,
International | Critical 5, for UN, ITU, ENISA, FIRST APCERT,
cooperation FIRST, Cybersecurity| NATO, FIRST, FIRST
MERIDIAN FIRST TERENA
Cyber
Education| Education/ CCSF, N Crisis
/Training Training FISMA CYDER ACE-CSR BSIG CeIs Response
Training
Standard/
. .| Standard/ NIST SP |ITMS, BCMS,| BS 7799,
Cert;gca“ Certification | 800-160 CSMS T1SP BSIG BTSI ISMS

* See (Appendix 1) Glossary for policy / organization name.
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Table 4. Critical Infrastructure Cybersecurity Index(CICI) and Level Measurement

Category Criteria Specific Criteria USA | JPN | UK | GER | NOR | KOR
Is there a CIP law in place? 5 3 1 5 3 5
CIP Law Does the law include an appropriate 5 5 5 5 5 5
definition for CIP?
Is there a CIP strategy or plan in 5 5 5 5 5 5
CIP Policy |- 2127
v Is there a policy that develops R&D
. 5 3 3 5 1 1
Law/ into CIP?
aw, Y : :
Policy/ Does it }dentlfy security assets or 3 5 5 3 5 5
! ) manage risk/threat?
Regulation | Risk/Threat - - -
Management Does it require that security
practices/requirements be mapped to 5 5 3 5 5 3
risk levels?
Governance | Is there a national or sector-specific 5 3 3 0 0 1
Roadmap governance roadmap for CIP?
Securit Is there a chief information officer
CCUILY | (CIO) or chief security officer (CSO) | 5 3 1 1 1 1
Officer .. .
on critical infrastructure?
Is there an officially launched
CERT | Jational CERT or CSIRT? RN ERE
National Does it create a national
Security organization to  protect critical 5 3 5 3 3 5
. Organization | infrastructure?
Organi-
zation Is _there a management system for
Security incident response when an event 5 3 5 3 3 3
incident occurs?
response Is there an incident-reporting
system platform  for  collecting  critical 3 5 5 3 3 5
infrastructure incident data?
. Are there policies, systems,
Public T
. communications, programs, etc. that
-Private oint bli d privat £ 1 5 5 3 5 3 3
Partnership joint public and private sectors plan
in the CIP section?
Is there a national or sectional
o ~ Intra-agency | cooperation program for sharing 5 5 5 5 3 5
gggir security assets and information?
Does it  participate in  global
discussions on cyberspace or 5 5 5 5 5 5
International | national/international CIP
cooperation | platforms/forums?
Does it share best practice on CIP
within a global body? 5 5 5 3 5 3
Is there education/training for 5 5 5 3 3 3
Education/ | Education/ | strengthening knowledge about CIP?
Training Training Is there education/training for
.. . 5 5 5 3 3 3
raising public awareness of CIP?
Are there programs or projects for
Stand_ald/ Standard/ | implementing CIP standards? 3 5 1 3 3 3
Certifi- . .
. Certification | Is there a system for CIP
cation o L 5 5 3 3 3 3
certification and accreditation?

Total 94 88 76 73 65 70

* Bold lines indicate areas that are prominent in each country when analyzing major countries.
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Third Action Plan: Third Action Plan Related
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Recurrence
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System
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Information Assurance
CIR: Cyber Incident Response Management
CISP: Cyber-security Information Sharing
Partnership
IISP: The Institute Of Information Security
Professionals
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BSI®: Bundesamt fir Sicherheit in der
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BSIG: Bernische Systematische Information
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NPSI: National Plan for the Protection of
Information Infrastructure
(Nationaler Plan zum Schutz der
Informationsinfrastrukturen)
EGC: European Geothermal Congress
TERENA: The Trans-European Research and
Education Networking Association

5. Norway/NOR(Xx=24°])

NOU: Norges Offentlige Utredninger

RVA: Risk and Vulnerability Analysis

DECRIS: Risk and Decision Systems for

Critical Infrastructures

NSM: National Security Authority

CCIS: Center for Cyber and Information
Security

ETSI: European Telecommunications
Standards Institute

6. Korea/KOR(3+=)

NIS: National Intelligence Service

ISAC: Information Sharing & Analysis
Center

APCERT: Asia-Pacific CERT

ISMS: Information Security Management
System
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