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ABSTRACT

This study proposes a methodology to estimate the financial damages by personal information breach of a company and to
analyse risk systematically through a case study of a company which experiences private information breach. Using FAIR(Factor
Analysis of Information Risk) model, estimate the loss amount and to analyse risk objectively of a company by personal
information breach. This study estimates adequacy and importance of corresponding factors applying AHP(Analytic Hierarchy
Process) on each factors for assessing loss amount. By adopting proposed methodology in this study, the person in charge of
actual work can assess and prove the loss amount though the latest risk estimation methodology. In addition, the person in
charge can select the proper parameters for the corresponding company and can obtain the objective quantitative estimation.
Hence it can be reported to the management by accurately assessing loss amount caused by personal information breach.
Keywords: FAIR, Personal Information, Personal Information Breach, AHP, Loss Measurement
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W 3 7| Hebddate] A 2 AHP 4 U= AHFEANL HalA] v]go] drht s
- FAIRE 53] 243 &ajgd Aaesa 449 Al HeEllM A B B 2FEds A
FTore} 84S At Ao A 2 AHP gk, o] adFelM= 7HAH]S-(Indirect Costs),
W RS Ba grlsla, HUAR S ol o) 2148]8-(Direct Costs) @ WAH v]E(Explicit
S 2 EdFd AEAe] A 84 Alde] ofxbd Costs) ¥ A& u]&-(Implicit Costs) 22 FA
A $AEE A ol B4 BaA 55 AR 7S B3
= BdS AABFATH4).
[I. MeH o1 4399(2010)= AEHES A tzz 23
F)E-s  HAAAFAR] S FEE R
MR REY A2z ofshd, IR A Gordon & Loeb(2006)5 $-43le] 2304 7+
o} 9l el 3 AREZAM A FRITEHS AHulg dAn|goz sl Asjala A
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Y RFAY | oA Aoshs JfAAd R, AL} AE8l7] ¢4 Gordon & Loeb(2006)8] =2
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S AR elA e ALE- A A9} A, H4-S FACR ugelzdy], IRUS, zAZAR
S 2795, A st 5 9 AXA A A FYEA . §29 79 AR(EAS, 28]
e vl o|27|7kA] 1 F57E WS- ohefsla £, HF 5)E FsdeR A= 3],
Z gA R 5 gluh(3). F21291(2009) = MR Asabae] £Au]4
< A=E37] $l8lA Gordon & Loeb(2006)°] Al
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2 AT Al dig s Feld, Blaa Aol WA Aelu] 4o AAA £Z5ly 20054
As flsl AR HA W ESl FAIRAA 283 B 20079714 S AQlA R DAl diake.
LdlFd AL AE A AAAHH 7]EATE vt 2 Yes BAsle] FrE A3 4 gl ups
@O mEsigint A A B THT)
w3, Sl Aol g Akl wHrkE 4 $435(2016) = MAAR GEAb Ao wpE
g FAIR W& &2 A ese] se4d 2 £AEAE FAIR WHES S3lM #4319 7]
A b S AHP oA Rl A, 7] Zof| Aol AbuF Aleke] ZA o tig AT
EATE Fxsta, Bl &8sielod, 71 Al 7} FAHS ol Fg ot Ao gAAAS 913k &4
AE 2o WE s3] A A 2 A ZH& AaA e BAss whoR gaad B8
Adkere £& & 5 319l AeH8).
o]8]F(2015)= =8 LAHBAAY 7ieA
211 MEAQl a2 MEof st o7 A FAE Y MAAR §22 gk I8 A

vl e @ FAIRE B84 dd<eAl, Alads <l
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(Notification), AFFdl-3-(Post data breach)<
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Table 1. Actual damage amount ratio of each
factors for estimating loss amount
(Unit : %)
Cost Item ‘051060708109
Investigation cost 881|898
Consulting/Audit cost 8 1101011112
Customer contact cost 1397|616
d
Cost to respond customer 51101 8 6 5
request
Advertisement cost 011|311 1
Legal cost-defense 5168|914
Legal cost-cost for
adjudication of 313131112
implementation
Cost. for free/discounted alol1lal
service
Cost for defending brand 3 31999
value
Loss from decllnlflg sales a5 | 39 | 41 | 43 | 40
(Customer secession)
Cost for acquiring new 6 8 9 9 9
customers
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LEF& F131 7175t 913847} ARakel =4
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o] 7o) WHAlEE §J—’F°]U4 PLM #H4ke]
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Table 2. Acronyms of FAIR

Name Acronyms
Threat Event Frequency TEF
Threat Capability TCAP
Resistance Strength RS
Vulnerability -
Loss Event Frequency LEF
%iggﬁggg Loss Event SLEF
Primary Loss Magnitude PLM
Secondary Loss Magnitude SLM
Primary Risk PR
Secondary Risk SR

Overall Risk OR
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Table 3. FAIRelA AFEE =Z3p7] 94
A48l matrix WHCOZ Vulnerability &
TCAPZ} RS, F71¢] W4l s Z2A4=s TCAP
7} H(high)elx RS7} VHe|# Vulnerability=
L(Low)#] ¢jne]e}.

Fig. 1.-= FAIR® ¥4 Z2AAE BT 1

o
£ sk SRR reld gl B

Table 3. Matrix method of FAIR

r IVH[VH|[VH|[VH] H [ M
c LH [VE[VA[H [ M| L
M |VHE| H | M | L | VL
AL T H [ M| L |VL|VL
P I'VL ™M | L | VL | VL | VL
VL | L | M | H | VH
VUL =S

o ... |

Loss avent
frequency

secondary
loss event
frequency

Threat
capability
Resistance
strength

Vulnerability
Threat Event
frequency
loss magnitude

Loss
magnitude
Secondary
loss magnituda

Fig. 1. FAIR risk analysis process

Primary risk

Frimary
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ol AelgEst fEH SKARUAlA=(0]3}
SKAZ)7E dshs Aeldrust vo|ES] AlElE
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Ak of 3500009 3]41e] Al Rst

H A

=8 AfEs, & Afazel] wa Abaes A
g A e4E EEsha Al mE Sl

o 2222 FAIR e Sa4 B9
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Table 4. List of asset at the moment of accident

Division Description
PC DB technology team PC
Server DB Members information DB
Members information DB server
N/W Gateway
equipment | Router
Firewall
. Intrusion blocking system
Security
equipment D.LP syster.n. -
Virus, Malicious code detection
system
Software Vaccine program
. anat? 34,954,887 member information
information
Related System administrator etc.
Person

Table 4.3} 2] 3% A4k A1 sholv).
AL AA) SR Aold S glort 1

Sabsh AAA 3

PR e

e 999 Bgg shetel

=1 =
g3 A= E 45 A4 asolr)

gy D
fr o 2
ot 1

3 AEs 712 5 ode e ==
b 2 Abae Al = sAE A

2
O >= = =)
AT 5] A4 olERE B0z 97

Table 5. Profiling for intimidator

Intimidator Chinese hacker
Reson for |Private information breach by

selection |malicious method to hack
Intend to profit from private

Moti
ouve information breach
Intend to breach private
. information by connecting
Major . .
. . customer DB through installing
intention . . ’
malignant code in SK employee’s
PC by hacking
Pref d
reterre Private information in DB server
target

Skillful hacker who is able to
Ability  |make malignat code and to
process DB
Degree of Min. Aver. Max.

Danger 80 90 95
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webd, $1FEE Table 5.983k] 804 Ee]w 3
95420 9L 7]A 4 9le Aoz =4 st}

@ F= WARLTD7E 3708 A v
=
=

@ HE I3 AMEsld SKAZ9] Aol sA
7b ql2ed o zEaus e wel 7|27
=zl 7 ®(DB71%% 44 PO)

@ 77t i PCell 974 H&ste] 7|RE 2AE
A}_Q. DBX,j-’}— o].o]r/]g} yq]/\cqc:e_ g3

@ MA7F 233 HHEZ DB AH<E3te] A AR
£ o= godz A}

(=5 MJIAR: ID, v sE, —zrq_%guLi
AR, Addd, A, ol s, Ashils F

® qu PCellAl FTPE AH-3ke 34,954,887719
NAE HEgldS §7] A|AgloR fJre

3.2 2CHA| : S{EAIQ| LEFE A&

3.2.1 TEF, TCAPS| ME

- TEF(Threat Event Frequency)9] 4t
TEPS| Aled SlsjA Edledr2o] 20154
Atold] WFu]§ TR IAE Fxsedch(21]). 252
A A HAGE Ale]ld] FAF SKHZ=9} e
I FAYA wel Ao} ARt #3ES
59% = ¥kt weld TEF A4S 9# S5371%

X Table 6.5 23t #x3w Moderate(M)
o]},
- TCAP(Threat Capability)2] A&

3.1.2¢01419] 913at Zmapdelx] A3 nie}
Zro] SKA=E 243 AL IS Anm
Aste] WAL o] B A E 7, 712 T
A& AHgstel DB7A A2d ek 7P 9l
v2 9gat okl wE olele] Table 7.9

Table 6. Table of criteria for TEF

Rating Description
Very High(VH) 81~100%
High(H) 61~80%
Moderate (M) 41~60%
Low(L) 21~40%
Very Low (VL) 0~20%

TCAP S5#7]F3%d ulgl High(H) ot} A<
Ao dAsE ERR =e22)e Fx 8

o] TCAP w7535 2 sksich.

Table 7. Table of criteria for TCAP level

Rating Description
Discover new weak spot,
Very Implementation of hacking
High (VH) P
codes
High(H) Able to apply announced

hacking code to target system

Able to modify existing
Moderate(M) | hacking code and understand
hacking method

Able to attack by using

Low(L) existing hacking code
verbatim
Able to execute simple
Very hacking command and hacking
Low (VL)

program

322 RS & VulnerabilityS A

- RS(Resistance Strength)& A&
RSE #AHite] 2225 Wl 4 gl d#3eR
SKA= Atare] 7, djAe] =iz %
FEF WA A EAF FH)
wd, d77F ©=d DBel did fEeEA ¥
DB #HZEA 5% v|E slgje=Z Table 8.9
RSell 537153l utel Very Low(VL)e]th.

- Vulnerability(VUL)S 4k

VULS TCAP¢ RSE 3t} TCAP7}F Hel
2 RS7F VLe]=2 VULS Table 9.9 7o) VH
o]t}
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Table 8. Table of criteria for RS level

Rating Description
Very Able to defend against upper
High(VH) 5% attack

Able to defend against upper

High(H
eh(H) 15% attack
Able to defend inst
Moderate(M) e to defend agains
average threat
Low(L) Able to defend against low

15% attack

Able to defend against low

Very Low (VL) 595 attack

Table 9. Table of VUL generation

VH | VHE | VH | VH | H | M
g H |VH | va| 7 | M | L
NI EREEENED
o [ L [H | M[L|VL|vL
VL | M | L | VL | VL | VL
VL| L | M | H | VH

VUL

RS

3.2.3 LEF, SLEFO| ME

- LEF®] 4=
LEF& TEF¢} VUL A3z =E3h TEF
& Mel® VUL VHe]=& Table 10. LEF &
WIEEE FE o] LEFE s Melth,
LEF= izl 7]17-g<t 21§ a7k Apitel] o5
T 7 A lEelrR FEteR A7) Ths

webs] LEFE Table 12.9 SLEF ¢} #eo] M
olm 30%~70% &= WA}

Table 10. Table of LEF generation

VH | M H | VH | VH | VH

T H L M H H H

E M | VL L M M M
F L VL | VL L | VL | VL
VL | VL | VL | VL | VL | VL
VL | L M H | VH

LEF
VUL

- SLEFY 4t&

SLEF+ TEF<} Secondary Loss
Event(SLE)7} deld &&(SLE%)Z Ak sl
TEF+ Mol SLE%+ MAIAR FE3Ak WA
AR u| 43 A Ao g Ao R VHeloh

ulgbd SLEF+ Table 11. SLEF A=l u}
2 Mo2 A= 4 gtk welx] SLEF=
Table 12.2] M9 T3kl 30%~70% &= 1A
g},

Table 11. Table of SLEF generation

VH | M H | VH | VH | VH

T H L M H H H
E M | VL | L M| M| M
F L | VL |VL| L | VL | VL

VL | VL | VL | VL | VL | VL
VL | L M H | VH
SLEF SLE%

Table 12. Table of SLEF range

Rati Range Range
armne Low End High End

Very High(VH) 90% 100%

High(H) 70% 90%

Moderate (M) 30% 70%

Low (L) 10% 30%

Very Low (VL) 0% 10%
3.3 3EH : siEAtel PLM2t SLME AHES1H0

gA
PR, SR &&=

3.3.1 PLMzt SLMe| A&

Al A A A SRAEE EalRle]
dsel Wl 4788 ALY, s R T
e ARAF EAE RIS AL A

Aol AT NeE Aesisie

- Ay ek b 24, L A Agu
- AR AA AFAEE AT A
e g £

BN 2AG A G )8 wg A
IE EdE Table 15.9 20114, 20124 7414

<]
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Table 13.

Content of

estimating loss amount

PLM and SLM for

Direct Loss Indirect Loss
Level Amount Amount
(PLM) (SLM)
- Cost for
accident
investigation
and personnel
expenses for
corrective
Cost for | measure - Cost for
urgent |- Operation cost advertisement
response | for call center (IR response)
- Expenses
for notification
to customers
- Urgent
investment for
security
. - Fine payment/
- Various
Legal litigation penalty I'Ja.ymer'lt
cost expenses - Indemnification
for damages
- Cost for
recurrence
Cost for | prevention - Drop of sales
post-acci | (IT-Security - Decrease of stock
dent Facilities value
investment/
consulting)
B3 R0 dges 24 sl
A e F ATHe Mm% 2

S} o] Fa EAFAE A4

15%, WA ¥l8=

SEAME 17%, 1A ¢l

=
T EEsEde] 40% Ax=E
o
P

sk F4 sl

= AP el A= Al
T"r% I Sl

4. 011 ANEEY

Aol 44 AAshes wlES AR 2o
ZAPEFl Table 1.9 Al 51 I)au]§ 1]

20051 ~ 2009 Z-83to] AAEsFo3t A
Eallgeel wl-& 4 5 9tk PLM 2 SLM
S 17 ] EdatE S ofeh A

- PLM9 =87

Olﬂ
el

Table 14. Level of PLM loss amount (unit: won)

Range Low Range High

Rating End End
Very High(VED) | 10 billion | M°r® than 10
billion
High(H) 7 billion 9.9 billion
Moderate (M) 5 billion 6.9 billion
Low(L) 2.1 billion 4.9 billion
Very Low (VL) 0 2 billion

- PLM9| 4=

SK7Zel tigt AAEslFdE Table 15.5 7]
Hre = Abgah, ﬂ%%ch 17} 43919 (18%)°) 2.2
Aoz HARL-L 10%E 2499, ZA4E 9
2 Al EAE] 8- 17/1 4094l A8FH ik
A = glrh, AR E 9JEF IT 2 A|AHdHSHE
A Bl4-E ALlEE 107922 PLM®| &R 5
H< Table 14.¢} 7Fe] VHe|t},

2 -W‘

- SLM<9] Ak

SKAZd| gk 7Hx<s]F9-S Table 15.&5 v}
o Abgebal, Fuu: 36019, U B 7144
A 61940l Fels 2 W2 i

3].]]12‘1} HJ;(J &= HBHA ol

20134 29, A&
AR sle] el whet <l 201 2,882
oAl AFsteiof stnz 5798 qrrely AA
Bads R KRR 29 35008 F
5%mte] %S ki gl 3,500 &
dlgofo] WAste 1%7} Ldel AT Afele
7004%) qreelct.

webs] Bie|xE 2%7}F gl Folgcta 819
& u) e wlg-S 1,400 doln] ZH el
o FH21 97°4°Li A 4 gl SLMe
£ 552 Talble 16.7 o] VHolt},
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Table 15. Major personal information breach accident presumed loss amount

Breach Personnel
Company amount IR response Drop of sales Total
(million) CXPEnSes
Hcii?td;l 175 W5.747.503,079]  W4,765,961,138| W130,495,361,111| W1,141,008,825,328
Iii?:;vcis 16 W5.446.916.861|  w4,516,708,165|  15.500,000,000]  %25.463.625,027
Leading
Investment 2% w1,196.812,823 ¥092294176|  ¥4.030,000,000 %6.219.106,999
Securities
SK comms. | 3.500 w4,329.062,539]  w3,588,968,981|  w6.113,200,000]  w14,031,231,520
EPSON 35 w3.062.664,048]  w2.538,959.184|  w5.735.000,000]  w11,336.623.232
Nexon 1,320 W4,086.082.961|  W3,387.529,024| W34.317.000,000]  W41,790.611,985
2011 Total W23.869.042.312]  W19,790,420.669] 196,190,561,111|  W239.850,024,091
KT 873 w4458 808.988]  W3,696,098,414] w160,959.898.800]  w169.114.806,202
EBS 420 W3.148.095.296]  w2.610,407.996]  ¥3.540,200,000 %9298 703,292
2012 Total W7.606.904,283]  #6.306,506,410] ¥164.500,098,800]  #178,413,509,494

- SLM®] &3t 5+

Table 17. Table of PR generation

) VH M H VH VH VH
Table 16. Level of SLM loss amount (unit: won) p H L M H VH | VH
Rating Low End High End L M VL L M H VH
M L VL VL L M H
. e More than
Very High(VH) 1,00 billion 100 billion VL VL VL \I&J L M
High(H) 70 billion 100 billion PR VL L LEF H VH
Moderate (M) 50 billion 69.9 billion
Low(L) 30 billion 49.9 billion Table 18. Table of SR degree generation
Very Low(VL) 0 29.9 billion
VH M H VH VH VH
. _ o= S H L M H VH VH
3.4 4THAl: Overall Risk &80l JHAEEFRE LM v L M =5 va
A2 olst moll2 24 M L | VL | VL | L M H
VL VL VL VL L M
Risk= PR(Primary Risk), SR( Secondary SR VL L M H VH
Risk)®} PR¥} SRE& %38 OR(Overall Risk)E SLEF
HET 4 9l
PR Table 17.% #e] PLMe] VHelx LEF Table 19. Table of OR generation
7} Mo = 7)ol o5 o >
} Mel=2 PR7IFl 98l VHe|t}. SR Table vE T va Tva T va 1 ve T va
18.3 #o] SLMe| VHelx SLEF7} Melx== H H H o VH VH
SR 7|l w2l VHeltt, SR | M M M H H | VH
OR-& PRe] VHe]a SRe] VHe]=& OR 7|& L L L M H | VH
ol ©]5) Table 19.9} o] VHelc}. VL[ v [ L | M [ H [VH
VL L M H VH
OR PR
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Table 20. Method for estimating loss amount
(Maximum value, Minimum Maximum )

- Expected value of
Item | Amount | probability range damage
MAX a Axa
PIME) - A MIN | B A<B
MAX a’ Bxa”
SLM B MIN B Bxg”

- HF Ealla AR AR (Table 21.)

Table 21.
amount

Method for estimating final loss

Maximum value Minimum value
(Axa) + (Bxd") (AxB) + (BxB")

weby] . FAIRE E38) SKHZ= 7lelA R
2o Hu EsFdn Ha EdFds
Table 22.9} Table 23.3} 2t}

SKA=9 AA £#FH(PLM)S 1079 0]+,
A £ FN (SLM)S 1,436%102 5 SalFo e
1543902 A= it}

w3t Risk #4443 ug} PLM3 SLMe]
VHZ Jepgornz dgdd 237k 0.9 ~
1.0& H83hd 24 ssFde 1,388+
ol g2 1,543%0] A 3&% g 4= 9l

wEhA], B el 28 AN SKA
Z=9| AlEE FellA EAE A} o] AR/ &

2o 2 L2 wkETke] o20] 7Psslc)

A
el

C
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Table 22. Primary, Secondary loss amount

(unit: 10 thousand won)

Risk Type | oM FRE. LOSS
dence

Primary VH 0.9~1.0 1,070,000

Secondary VH 0.9~1.0 14,360,000

Table 23. Maximum and minimum value of
primary, and secondary final loss amount
(unit: 10 thousand won)

Risk Type Min Loss Max Loss

Primary 963,000 1,070,000

Secondary 12,924,000 14,360,000
Total 13,887,000 15,430,000

IV. AHPE S8t 25139 AEat= ME Tf
B AN FoE BE

AHP(Analytic Hierarchy Process)+< t}7]&
A EAA H7ET disks ASAe F2
2 getsle] A dighs Adsh= oAbEA W E
©22 Thomas Saaty(1980)ell <& a=gdch
(24].
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- 32l At we AHP 4 22 7HeA
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.]

4.2 AHP ASZE sEI(1EA) 2 4F AAI(2EHAD

421 AHP AZ2E &

AHP 4%
$4F Fig. 2.9} 2] 1, 2 .
A AF2A04 ”WEH%H £, AR
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2AFE AFxA vEHE G5 NaxzAbx
2 7w, FH(IRW-S) 8|S, ZAEA 8|S FAE
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\I
-

2.3} 2t

el
2=
sk A%, 3. AL GE Rkl TEe

Choice 2000& Esl4 #4319},
Adu|a #4435 CR(Consistency Ratio) %t

Quantitative Assessment of the Loss Amount

Objactive ‘ Caused by Personal Information Breach

[ I 1
‘ Urgent Response Cost ‘ ‘ Legal cost ‘ | Post Accident ‘
Accident Investigation
/ Corrsctive Measurs

Layer 1

[ S——

Decrease Stock Value

Drop of Sales

Litigation Expenses

Recurrence Prevention

for IT

‘ Call Center Operation

Damages

‘ Indemnification for

Recurrence Prevention

for Security Facility
‘ IR Response

Recurrence Provention
Consulting

\
Laver 2 | | |[_ Motification Gost |
|
\

Fine payment.
Penalty payment

[ Ureont Investment

Fig. 2. AHP Layered Model for Personal
information breach

WAl AREEE CR3tel 0.1 of3kal 2071 A2
Z4zke] o] ael Bigk CRgkel % 0.030]¢}.

3N T2, 1370 el s HabA )l 237 <A
94 A Az FoE AEE
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AdgzA 2o Y5 Fash At

w3, 130 F iedta 7.5, A e/ U/
Ae 7.0, AF 2E08/2AE 29nlS 6.99 &
o8 FREE SR

ApaL RS SR Wd RS 7o EA
7V F8s ot slglon, oo R e/
[P, AE 2F5NE/2AE TS £o7 &
el

3% 918 FAHLA S 6.9, FU/IR W4 6.52
gEgon aAEAN G FOEE g DA B
sfoit.

Aol A% Sele/MR/ANE 10, 2%

2504 6.9, wAEudRE 652 Sl 2

o5/ F/AAEFE Mg Fes AR skl
Zdoe iS4 7.5, FA7A 8t

2 5.82 AWsta AAE $1d AAdEN] 4.0,

Table 24. Survey result of degree of importance
for each factors to estimate loss amount

Avera| Ran
Layerl Layer 2 .
ge king
Accident Investigation
Urgenc . 5.7 9
e _y / Corrective Measure
measure IR Response 6.4 [
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Notification Cost 3.9 12
Call Center Operation| 6.9 3
Urgent Investment 6.1 7
Average 5.8
Litigation Expenses 6.8 4
Ind ification for
ndemnification for 65 5
Damages
Legal cost -
Fine payment,
7.0 2
Penalty payment
Average 6.8
Decrease Stock Value| 5.8
Drop of Sales 7.5 1
Recurrence P?eventlon 40 11
Consulting
Post -
. Recurrence Prevention
Accident 4.9 10
for IT
Recurr Pr ti
ecunenc§ 1eve.n.10n 30 13
for Security Facility
Average 5.0

432 AHP EAMZ 3}

Expert choice 2000% %3 AHP #4439
Table 25.9F #e] 7}x7F =& =Hich 1452
522(0.492),  WAN$(0.228),  AFHS
(0.280) 2.2 7}5|7} BAl=lo] BoAIREL A
AAR FEAlL A AFEAE 7P WA diS
o gba $A59E F

MAAR 2ol w2 sl AHEaie] 77t
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ek 718 RekAQIAEe] Hrkes]
e} 2t

AlmzAb 2 23] Q178 (1%, 0.200), &7
2254, 0.139), <slwia v]4-(3541, 0.124),
FA7EA 81 (4529], 0.090), ZAEAM]E(554],
0.083), els/HF/7AF(659, 0.079), A
SGu) &7, 0.078), ZF IT/AAREEA
891, 0.066), Tx/ IR¥|L(9%%1, 0.064), =
=514 (10591, 0.026), AR ITFAH(11E
2, 0.021), AEA] AAF2H(12541, 0.019),
AubA] AAE (13529, 0.011) 22 =& it}
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Table 25. Weight Result of Estimated Loss
Amount
Laye | Weig . Final | Ran
L 2 | Weight
11 | ht aver 8 Weight | king
Accident
Investlgatllon 0.408 | 0.200 1
/ Corrective
Urge Measure
ney IR Response| 0.130 | 0.064 9
meas 0.492| Notification 0.169 | 0.083 5
ure Cost
Call Center | 45 | o o78 | 7
Operation
Ureent 1o 49 10066 | 8
Investment
Litgation 1 1191 996 | 10
Expenses
Indemnificat
Legal ion for 0.544 | 0.124 3
cea 0.228| Damages
cost -
Fine
payment. | 214 10.079 | 6
Penalty
ayment
Decrease
.32 . 4
Stock Value 0.32310.090
Drop of 1 4o5 1 0.139 | 2
Sales
Recurrence
Prevention | 0.038 | 0.011 | 13
Post Consultin
Accid |0.280 g
ecurrence
ent Prevention | 0.074 | 0.021 | 11
for IT
Recurrence
Prevention | 0010 019 | 12
for Security
Facility
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Fig. 3. The trend of major cost from data
breach in last three years
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