115
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.27, NO.1, Feb, 2017 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2017.27.1.115

ARZA] $18 243 el B A7

1,2% 1.3 ¥
Hoh ' Yol ol 4
TECHSE YERSOHSR, (HESAleled, SRy

A Study on Risk Analysis and Countermeasures of Electronic Financial
Fraud

Dae Yong Jeong,"? Gibum Kim,"*® Sangjin Lee'
'Graduate School of Information Security, Korea University,
’Korean Police Investigation Academy, 3Korean National Police University

e} ok
i =

ARFEAPS] o] Al R13tslar 9lr}. ol ti-3-3l7] $la) ikt o} dl-SHkgte] A
ofed ¢ AHtolr}, & 1= MSite] Threat Risk Modehng 71E B8 ARF-gA19 ¢
Heks AAE] 9le B og gl B4 A Q5o Aoldw Bty Fre] 9]

el 7171 Het B2 AREA) Q1% 7Nk i"“ﬂﬁ] g B FAS Ashy] olgivhe 7i§ @r"\_'}‘;’i"/k o]
weh Btk A @we] Az, ARAF T et 4 Fophel Bl mekgwte] 28], AAFgAb] o
Aze] AAt TR 2 AREAE Q4] S B3 TR ARF AP ol AL 7 - IEE% A

o

o
<
i

ABSTRACT

The methods of electronic financial fraud continue to evolve. Various research and countermeasures have been proposed to
counter this problem, but it is difficult to eradicate it. The purpose of this study is to analyze the risk of electronic financial
fraud through MS Threat Risk Modeling and to propose the countermeasures against the electronic financial fraud. As a result
of the analysis, it is confirmed that despite the difference of authentication methods, there is a high risk of pharming, and it is
difficult to prevent attack by using only additional authentication means, device security or user authentication based security
system. Therefore, this study suggests the introduction of preventive measures such as readjustment of transaction limit by
security means, account authentication, and additional physical security measures. It also suggests the establishment and
implementation of a comprehensive electronic financial fraud prevention policy through linkage of electronic fraud prevention
system and improvement of public relations and user awareness.

Keywords: Electronic Financial Fraud, Consumer Financial Information Security, Threat risk modeling, Threat modeling, Attack
tree, STRIDE, DREAD
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Fig. 1. Occurrence Frequency of Electronic
Financial Frauds in 2014~2015

Table 1. Type and Occurrence Frequency of
Electronic Financial Frauds in 2014~2015

(Source: Korean National Police Agency, Rearranged by Author)
2014 2015 Sum | Ratio
Phishing | 1,962 | 1,726 | 3,688 | 18.2%

Pharming | 7,101 | 9,233 | 16,334 | 80.5%

Memory
Hacking 155 124 125 1.4%

Sum 9,218 | 11,083 | 20,301 | 100%
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Table 2. Apply STRIDE Model

(Source: MSDN.microsoft.com)

STRIDE Category Threat target(s)

Spoofing identity user, user device

user device, internet,

Tampering with data wireless network

Repudiation user, user device
. . internet, wireless,
Information disclosure
web sever
. . internet, wireless,
Denial of service
web server

Elivation of privilege user, device

342 HXZEAZ] 4

o

AAFEAE BHA7L J0g ARz 348
AT Aow FAo] PHE WA, T4
- spe] A9 FRIAEA) IS, Bl )
s mE OTP7} dasieh FAAFA il
o} chao) o] A$ ARSES Esjeiol s o)
4 Sl Rl AN R SdE A +
ol ot AT, Azl A4 A

o]—/v]:?l:.?_ A

2 o

{1
ﬁ
_;
=
=
td
S
m[m
L
;E
_|;
X,
o
R

A mebleds £o gk 2 49 A
shys) A 2 S IES el TAAFAE B



120 AAF$AD) 09 $43) el B AT
Transfer money to
Hacker's deposit
— = —
And Or
1. Spoofing > Tam
. pering
1.1 Log-in through 1.2. Transfer Information 1.3. 2 channel 2.1. Change deposit
public key certificate (Deposit password, security authentication number(money)
/O\ card number OR OTP) 'T\
2N
71
111 Get Public 112 Get certificate /'\\Q\\
key certificate password /7 : N
/ i AN
’ i N,
s H .
’ N\
II = \\
1.1.1.1. 1112 1121 1122 1123, 131 1.3.2. Social 1.3.3. 211
Malware Reissue Social Phising site Malware Phising engineering mobile Malware
engineering site I Malware
11121 11122 11123 11221 11222
Deposit Transfer 2 channel Malware Social
Information Information authentication engineering
Goto 1.2 Goto 1.2 Goto 1.3.
Fig. 4. Attack Tree of Electronic Financial Fraud
73 AFARE o83t A8lS Fol= Spoofing MY FEF o]fdle] ARE ¢4 S Q)
Identify, #l&e] 72 AEE= o |AAHEE Wx HQAAf| ES o]8ete] Faljatz dtolw FgA R
3= Tampering with data® SA4& AHd 5 = st fredby] SlsiMe JMZH PCell
At SAFEE o] 43l hostsTde WEFAY DNS
A4 WA wE 3R] 44 WA % ol 34712
3.5 4B - 9 Fx3&tE 2M(Attack Tree) PR At | ER A4S fEste 7S At
5 SalAelA Astste] ARl #4371
Attack Tree?) (1815 sl 349 & 2 7 29]e AR o] moa Ao Ed| A
| 4sh Aol ’ANE F4sislvh. 24 A Al &etes fwels W, SMS, oW, SNS 5%
& Fol7] 17 AlHel e Aat PC ol 23 P22 Agsle] iAol Ee e =
g FEF AAste] FRIITAE FHAY 24 o) Abs)Fake] 7S ARgg)
g ARE T3 APEEE s whe] ik il FQlolZ=A] Ak} til o] A= oA E =
THE AT AF HER IRt Byt ALSlEEhA 1oz ARZGA] oubAn] 2ol wle) 23 <l
7 2 A FZE 5 o] &3te] FeldlEA nY zo Estsle] gt} 3) 2ad Q1=HbAle) o3t 4;’—2«11
HEE 53 Az wERlse} Heble s & F|Aabo] EollA] A 7EeZ At A QJHe &
58 OTPE %43h] st sl es 55
o §iHE Wy A 7 SR dEiAE 3) AAFFA] oiAulaE SMSE Bd dFHEE
So] HlWARE ATE W] e 4 gle Hohy ol ol ek WASMS 4% o
i slot, vt el s Aol
22 5 glol AFE2 (g, o, and e
2) Attack Tree B. Schneierel] 93] A7i% wo . TAAFEA] ellain] 2] HHHL"M] SIS |
Z rjefst 34 7S 5l Al Boks A= T ARRTII| A 24.6 (2014): 1243-1261.)
whgole), 3o e ek ke sl e Fg7le SMS QWAL AfHezd
Al Bg-s A1l det. 43l F2 ARSUZ WAL o183 9l



AR RT3 =A] (2017, 2) 121

Talhe wAlTh A3EE o] 4-ste] TaiatllAl Qs & ot wel T4 F¥S BRI F 3y 9
e W 2 AntEE I EE AXsle] A FE g 2Asle] Bty utE 3EE Yrlsle
BE gFske= ue] 7hssitt w8 AR}
ALE e dHoleE wHxsle wow 7FE
AAE I ES ] wme|ake] oAz &} 362 98l =8 HA
olAl g RYEH3 F g AHE WHA} &
nah AR se} plow WzA7)E wo] Aed DREAD 2 digs nddste] stshn
2 o)t} Ade] A=E Aol Qo] A WAl ot
T3ste] AT olol wel Hriake AEAel o
3.6 54 - 9IE =X (Dread 2 G Tt o5 At #9495 i) ol
g EAAEE Beksly] $le B Fof AETE o)
361 DREAD 2[99 JHe D} & flgdoz sl BES 54 917 S0l O 7
L AAskcl ol AA" 7lEe] wel s 4
Zel®l ¢&el] tisle] DREAD Zwl-& A4-3}o] Zke] A Hrb 3 o] S 3l F 2 o] Haghe
939 Ax2 =3} DREAD mde z24& x} Z 989 58 FA s WS ARESkT)
ol g Al gt P rd A3 =rEA 479 H71990e ARZgA)e] ZRAAS o]dsta
ol )3} 1 eof| ofufgt kS v & 9l AR W F ko] HA | g3t AEA| AL 2 |
A5 FasE Ao r SA SA0 2he £ 2 Ao 2 Aol YRE EallA] AAIS
33k Aol 57 FHem A slem A4 &= 713 Bl wEeel 5 1092 TAS e H7}
o ewe AR Asp)e IRte R 243} 2 ssloch s
[e]

9 el 54 Awt 39 A% 5o Aga,

Attack Trees &3 M4 o] AAH 363 A8 &1 7|&E
g AxF A E FeldlsA] 2 aEHE #HE
olA <lF AHX F5 241d AF I 5 AFHA g Y S W =50), 2v4), T
o] FHFHE O]*l?]'-“— AR Fl=gic), o) AA (3), F&(2), Wis I (DR FE3}] sHAR &
= 93 ¢1ZHpAe Helrle m: QTPE o] &3 A33lodeh. 7] =a7E o] =2 AL vl
A el wel Holkepo] Hebd 4 glew St gt
2ol 24d ¢l2e] A gofilo] ule} 3 Frto] & 7zt FEHFE= Damage potential 3}ES 274
2 4= glem S ® gE2A vepd 5 ik of o3 WAE F e FAslFgde] FFE THol
ulzbd] DREAD 298 Hgste] 9189 52 o Ao & Reproducibility 35 24 7]3)7}h
A3 felMs A7k A FU A% A Folzl= AZHA WSl S48 S0l B2 AR
7158 AAskeict. Exploitability 358 34 7]
Table 3. DREAD Model (Source: MSDN.microsoft.com) He] 13 yo|xE Fulsle] o] 44 E 5F

o] =& Ao 7 Affected users 52 shfe] F
- - e Qlslo] o dke- Mk o]8x ko 2
How great is the damage if B °'r]_i e ]_j de= e ol8Ae] 7h v
Damage potential | the vulnerability is 2 98lo] =2 Ao a8a Discoverability
o Aol okdy} o2 o]4d FAH A

.o

DREAD Assessment

exploited?

Reproducibility |10 oo 2 1L e Foplle Aol A¢5E S0l B Aow
[eprocred he anact 7155 A skt
e How easy is it to launch
Exploitability ttack?
an apack: 4) B7H= 2016. 9. 27. #AHw o} 998 Ao
As a rough percentage. SRR 24 23 A 104 o))
Affected users | how many users are o, AelMHSAH A 2 £3) A9 54 o]
affected? Abola, ARRF Il AA} ]Ac}.cq o2 szl 2} =
. - H is it to find th 3 Mdme B 3 .
Discoverability | 10" €as¥ is it to find the AAFgb] SR tEE $4) gl gt

vulnerability? 22 A8k}




122 ARE-EA] 98 w3 ch-siekell B3 A7

Table 4. Apply DREAD Model

Authentication
methods Attack D R E A D Total AVG
Phishing 1.8 45 4.4 3.1 44 18.2 36
Security card Pharming 19 41 39 42 4.1 182 3.6
Memory hacking 2.1 2.3 2.7 39 3.1 14.1 2.8
] Phishing 2.9 29 3.1 25 40 15.4 3.1
iezug}tlyaif Pharming 30 30 30 39 35 | 164 33
Memory hacking 3.2 1.6 2.0 3.6 26 13.0 2.6
Phishing 37 3.0 33 2.7 3.3 16.0 3.2
OTP Pharming 38 2.8 2.7 3.7 3.0 16.0 32
Memory hacking 4.0 1.7 1.9 37 24 13.7 2.7
Phishing 44 2.0 2.3 21 2.5 13.3 2.7
v (C)Epauth. Pharming 45 1.8 2.1 3.2 25 14.1 2.8
Memory hacking 4.8 14 14 3.1 2.0 12.7 2.5

V. 918 58 Al 24 QA3 At e TR SR, BB 4
fol A9 =8 A vehde) vzelaRe) 4

99 279 A ® 49 2 AFsues
Hek SFo] Erhn Al AT 5 OTPE of
&3 A2 2Ch Q2L WA A4 Azl
1 8ol da BahERe ol 48 Aol

=2 JEW 2= Damage potential 35S H
obAo] =ria dedAl QIEHRAlS AlgEE A9 &

) geleds] A% RAEFE 15FHOTP+IANEA,
HSM4) %ﬂﬂ%—ﬂﬂiﬂﬂt, 244 Q1%+
ZA+BhE) 3 25T (HebhE+ BAUAZA) 02 2
dAZ R, A ol AREL 1553 19013
oA=L 27t 5elel - 198l AYE F x
(5, ¥4 1A - G, 255 4 13

e

Olﬂ

k] - HElwkele|t), 3l 15+ 763_0; :i‘_ 9 ¢k
&3l oA EE A8l AAY £ gl

(=8]8 &9°]A: https://spot.wooribank.com
/pot/Dream?withyou=CQIBG0022, 2016.4.29.)

= |
ol AldeRtel e 3] x-ris}wz T w8
TPE A48/, 2Ch A%
£/} 2Ch A% Q4 Az

e

Y
o
o
2
_?1_1‘
£
o
i
10 fo
)
N
N
L
N
oty
N
N
Y
O
ol
i)
N
=)

Exp101tab111ty ol 4714
a7 HAs=rt 7 da 944 9
lr—7-]] zx%&]fﬂu} Bt 2= 2Ch

e Az oA
of A} ol =t o} %’—ﬁﬂﬂ—mﬂ ol
DI=S sk Aol 42 et

= s 3L el
o TS GeA e Fonl, A3 54 o

Affected users &2 Ao w7} 71+
A EAEAA, = “ﬂ 37 Aoz
=2 e g 2;4—235]3}3}, AL A3} 55 o] 83t



AR RT3 =A] (2017, 2)

123

o4 $18Est ek $aE

Discoverability 39 $13=+= FAlo] 713

a1, vizes|Fe] 7 A SAE A A
Ap1e] e WA el TR 52 B3] o|v]
deix ole el A A6l ol 7EA A
opgell tistels el wet el Hrk 4 sl
WA gAe] g FAAte] E AR ool vl Al
Al Fopd Eele] B astug P=s} vig =
onl wule] A T FFe} FAA|E Fr
£ 918 M Alzgare] Hopd s FelsteR
APErt Ao R ow] wre] 7S 913 A
Ao vime] A3 Mz P FHPH WA
dol&=rh gol ¥ EE 7H UE FEeE HrlE

st

ol %Wr.

201446 20157HA] 2x47F EAEE A4
71 Asfateel A Fla]Fal oF 1,3909 0],
Pz sl 81.4%°J 1118999, =4
18.4%41 2559991,

Phising

Pharming
111,841

Fig. 5. Ratio of Attack damage(Million #)

AA e 0% $17 4 Asel wmap 9wl
)]

e w0l el A o 2907} 2 e
2 Sl 2l AGEA: 44l 3ol Aol}
)!

o) Aol 2 1

AAFEA = A3l wet vls- ekt 345
ol AMSEER o]F BF f33El] o5t &
Ate AAAQd A S FAeE AHEHE R
star thEA el A S B8 AFEE
sfate] EAs=E FAHES Tl A AlA
714l i3t 71eA o] HEdlvhe dAE 2=
v} =38k Threat Risk Modehng~ /‘1 Eﬁ}ﬂ il

9 3]

Tree% ]*‘13}04 1’]?”50 TE3E e 245

A5 Auskala, A7 Frbell AA Al E AP
Ai7be AlAA SA47IES AAstaL ol & Fikst

o m Hrhaske] AlEA s wslelet,

N
N
Ho
=
il
ic]
fm
0|0
o_s
ogk

441 FIIISSHO W2 f/gd

AAZFEA] P ANH 2 Z HkpFo] 2
= 8-

Q14Ekel OTP - 2Ch %% AHshe A$elE
27 oA gih AA| e wAe] e
Jobd 4 glont 19 o)Al Bme] Fhm dlsted

W Feal Al 2 FEE of7 1’ = Siet

w}aw

o<

== -
T

o o}m r°"

H
s

T2 AQAES Yy, Hpwhd

OTP - 2Ch 1A

g =
o] TS Apdtete] AAHel e

ol B2



124 A =5

SR I A

& opgmes foadel Al VIR Aok
1% Fa) AalAE AYAlER fEste] F4
ARG gasts PAL g S0
OTPHIE, 2Ch A5UE & B3] 13 A

o879 2otEE ol of
2Chelsx= 783ke &+ 9l

webd, sy s gJste] A, 719 epme
Apeigto) obd epize e ek ehda Eeld n
S % A a3el A8} ) Heke e, &
A, A AZE S EE A5 BAL
Aekal7) g1sted Al ghellA o] ee] f-r-E HA
She FDS A9l 544 8] Aask

M{

of

443 MBS J|Hof e S 01&

34 pRow ARFRA Aol FuA A
3 9le] PC - 2¥IEE 5 7)7)e] tjah mektow
= AL gL ARl - FEHRE YA

ol5 &3 AdFIAAS e AE
A7k SAet.
whzba] 3|4 sfel E2] Afekst et} Als g
;Hali ]uL-a].y] 0]6} hi«] FaA el ]H]—EE
ol et ek BALYol S AL ol

SR R A 4

e @

OP

V. JXSSAP| ol &= ot

sh= A2k st = AR R 7Y S ol
2717 S 34 5& T3 A5
/\ 011;]_6 :/_Eiui io],_/r% :
B3t st} I A TleAS dobd 5 gle
w SR SRt AX el FaEA|
=t}

by ArbgAb] EE A7) A=

SR AR Wbl WE AlFelAl =
o] zpolg U= Havt sirk. 53 OTPS ARS-3h=
o8k BoltEg ARE-sl= o] gAtel nla o] A3t
E7F A Skl ol ool s3] RHAie] 7hsste
2 ofel tigt o] TS AAre} A AxAT 2
87F Slek. w3 1Y) o] SRS A ste] v

o1ASl He] e o84Sl 3 A5 ol

H}r
rlo
ol)l
> o

4 alg_i PCE ez 3 %Aﬂoﬂ H
Ak, w3 AnEES o]83 oJAAH = PCE ©]
&3k Al wlste] 13] olAlgele] Awh.T) wiet
A PCe} 2mtEE olAAZ ] rds Apdxor
8% 227 gieh

EEX 5=
= 71717k Al FAdeA 2 A% N
7‘41«] &5 53 a7t 2
2tA 71719 ARE5E A MR FeA Bl
Frte] g3

olgjgt mokpwto g MeEZ(Hardware
Security Module)& o] 4 gic}. RGeS
Az A7) 5 BEARE A A - B3
3171 $lste] 71 A - AR A Sol 717] W

6) F4718% AT T =S Fal TR 9
g F AEAE A "a‘*]{h«i F7H R ARS 4l
Zo 273 o] SAR
(FHERE : http://biz.chosun.com/site/data/ht
ml_dir/2014/03/19/2014031903316.html#csidxc
baecaeee44acd9a483571a9fald411)

7) AA Qe 13] o)A Fqo] H 54448le]
w, AvtEE 7|8k HP""‘E?‘J 13] olAgde]
& gowksdolnt (MxEAlE, =23, 20164 2/4%7]
=l Qe Zl A R] 2 o] 838 2016. 8.)




AR RT3 =A] (2017, 2) 125

o4l AelEl =g 7% sh=de] 717]2A F<lal
Ao fFEs WAE 5 el(21) AAEAb] AR
o] Z3peolrt,

AR AFHE olAE AdEr] T o
Adds OTPE °]&3 < olrk. A#dds OTP
AHEAZE PCell =gt Az sel AAFY 59
AR RIL A 438 nEEE AAste], 7
dWARF R A AR e olvh =3 ARe
& OTP= %% SSL/TLSE ol83la § FEFel

71 AR aE Algetes 25 HebeA 2 o
o EHFEeAM WEe] Zzadlelt 2ly7]glel
OTP ‘%‘lﬂﬂ‘j&—"i A e AR o Qo

of\

o

lo rlr

54% A1), ol £ OTP gl #4257
o olme] e e ol AASHEs Was ek

OTP A4 SI=RE A7} okl w2 Alstze) ol4)
B AR 5 9o AGFEAPIE P 5 ek

5.3 AIZXt Q1SS g MZZ olYsH &8

*F"“ﬁh‘ ‘}JL ARS,
SMSE &3 244 %%——% Wasta glet, olefgh

IS AAA F2g ARt
= AT A8} QlZo|Rk
2|8k7] ofel ] A= el

71 $AA- o7 wE
g(FDS)2A], dA| o3
o] oig]__—/,_ o] o\/]_ ]_X_}
dlo]ele] FHE F-Z3)o]
71387] AA-Heb20). g A g 9
49 F4¢ 5 et desit

A
s

A& ol

[e]
o] F-gdel

aft
>
o X,

Ho ol uH 1-21

M
o
o
22
Nokyorr

ko
ol M o o |

°{N Ho
M
ok
=)
501:‘
o

of

=3 AR SAATE ARAlEe] it
ARAZ AalFE o|AN7= A& FHo= sjuz

oAl A ellA AxE <dFete DAE Frhste]
o] &Ap7t ol Alstarzt sk Axt obd A oAE
A 5= olok o S8l o)Al ool gle AE
AR olAlste 45 1SS s 234 <
SA A Az 7Rk SHEE e

o
)

O-

54

Ofok

2 U ARRA 214] M

b

AAFEAE o147 PC 5& 2viEE 5 7

o shrlol eiRE Aokt o gAtelA ALy -
F3ARE Qg sk BN B olenaE
SolAt el shEd AR Bk 2 o
t RN 34U B85 olnh 344
A7 71wnt ohlet ol gxtel Aed AL wv
34 Alvtel oot bl MRSt gle] 7129 @
Bokol} Ay wek AZAAL] A 5 7]
A AmA ATezE el @A} ot
web AAEEAE olsl] $lele] o4l
A ARFEA] o ARE S0z A
Aedsloiof gl PC 2 AvlEE Wl ARzl wlA]
% 8l el 4] 5 ARl G nel g
=% qhjsiof sel, 348 oy
pok ofjel SlaiAE Lol &
Sl hEele 2AAS Ao Asle] ol
Ha dlgers 47 Aelste] olgAbrt oleldt 4
ol whdEx) FwE Abgate] Aguckl ojg

fant=s

QA% Al ale} gt

s
n
T
N
iy ot
£
)~
r_ln:

5.5 HAZSA| LR HAH A

A AAFEA] e 7 AE2A] AR
A @IHWHV" dEAE AR AR, A
AL 1°4°lx111ﬂE, AFAAAE", W <l
SAFAE" 5 bk oA Ae] AleiE A glet
e oM AlEEL AFAHoR FAH2 thEy
AAMez B Azbgg7idl A ele $%
AL A3 misle] F23 4B st 9l
o= 45 oA} Bl weish ol FolAA g
A AR ez Agsa glel olF AAH ez ol
sfo] Ab} QZRE] Ad FRAAA 2 AR
uekg Fshsta FPH HGES FA AL I
227} QeH2)

oy Frel Slojr= Ferkett bl £7E B
o]F= odubdql "o 2= S GAs)| o)
ARG 24| e] Aol FHI} o] &t =}
WA A Holg Fol FREsE Austa F47
dhe] ol gabgln] AdzA o4k maks A
& Q=% AR Aws} shEselok & Solet

3
bl

KN
=

o
=



126 AAFFA] $13 A3 d-Sstel 3t A

FEHE AT S FEEelA e ekt Hyoung Park, “A Study on Improving the
71&A - AR ouppeks £9lste] Al gl Electronic Financial Fraud Prevention
v o]E ZAA|= 3k ) Service,” Journal of the Korea Institute

SR “Hi ‘ﬂz]° 3 5
MSjite] Threat Risk Modeling

s g4 VIR A Ak, 78

, STRIDE Model?} Attack
AASFetz DREAD Model
Risk—El ZAsalct.

Bk s}l o
EQ 950 o
717] B} 7r3mroe g

4 gl B sledl e aF

2 D}.

20169 39% 7lEo® 1T F47]3 559
Al W7 S5 A = 19 19777 HS e
HMaL, ¥ o8 Fde 41xde] WA =Hsich
(22). olAl A= =Rl AAdEe] 7x=
A - EHG& qee sk 9lor, Axag71He

o] 8- Hk=A]l AgEojok & FAo]

o224 AEe}

AAAQ ASE B3 5 Ad=Eolof s, A
o]-gxe] Aol kAT HeJAdo] wefE|ojof &
7ot

References
(1) FSC(Financial Services Commission)

(2

and FSS(Financial Supervisory Servi
ce), ‘TElectronic Fraud
Test Operation—

Financial
Prevention Service,
Enforcement of Identification Procedure
on Replacement of Certificate and
Electronic Transaction,”
Sep. 14, 2012.

Dae Yong Jeong, Kyung-bok Lee, and Tae

Press Release,

of Information Security and Cryptology,
24(6), pp. 1243-1261, Dec. 2014.

Ji Hwon Song, So Jun Ryu, "Malware
evolution... Phising and Qshing Attack
PC - Smartphone at same time,” KISA
Internet & Security Focus, pp. 36-54, Jul.
2014.

Yonhap News, “ARS certification require
ments in the chat window...
w financial fraud.” http://www.yonhapn
ews.co.kr/economy/2014/03/20/0301000
000AKR20140320180900002. HTML, Ma
r. 2014.

ISO/IEC, “Standard 13335-1:
Information technology - Security tech-

appeared ne

niques - Management of information and
communications technology security,”
Nov. 2004.

Korea Information Security Agency,
‘Guide to Information  Security
Management System Risk Management,”
Nov. 2004.

Cha Won Joo, “A Study on risk analysis
and countermeasures of the type of cyber
breaches to Public institutions,” Master's
Thesis, Korea University, Jun. 2013.
Rao, K. Ram Mohan, and Durgesh Pant.
‘A threat risk modeling framework for
Geospatial Weather Information System
(GWIS):  DREAD  based  study.
International Journal of Advanced
Computer Science and Applications 1(3),
pp. 20-28, Sep. 2010.

OWASP(The Open Web Application Secu
rity Project), “Threat Risk Modeling’, Ava
ilable : https://www.owasp.org/index.p
hp/Threat_Risk_Modeling

Joon ho Sa and Sangjin Lee, "Real-time
Phishing Site Detection Method,” Journal
of The Korea Institute of Information
Security and Cryptology, 22(4). pp.



AR RT3 =A] (2017, 2) 127

819-825, Aug. 2012.

Ki-Hong Park, Jun-Hwan Lee and
Han-Jin Cho, “Countermeasure against
Social Technologic Attack using Privacy
Input-Detection,” The Journal of the
Korea Contents Association, 12(5), pp.
32-39, May 2012.

Gangshin Lee, "A Study on Improving
Security Controls in the Electronic
Financial Transaction,” Journal of the
Korea Institute of Information Security
and Cryptology, 25(4), pp. 881-888, Aug.
2015.

Kim Kyoung Gon. et al., “Using Threat
Modeling for  Risk
SmartHome,” Proceedings of Symposium

Analysis  of

of the Korean Institute of communica-
tions and Information Sciences, pp
378-379, Nov. 2015.

Dong-won Kim.
Security Risk Evaluation Using Attack
Tree,” Journal of the Korea Institute of
Information Security and Cryptology,
25(4), pp. 951-960, Aug. 2015.
Microsoft, "Threat Modeling Web Applica
tions,” Available : https://msdn.microsof
t.com/library/ms978516.aspx

et al. "Telemedicine

(16)

Microsoft, “The STRIDE Threat Model,”
available :
https://msdn.microsoft.com/en-us/li-
brary/ee823878(v=cs.20).aspx

Woori bank, “ARS certified fraud through
real-time chat window,” Available : http
s://spot.wooribank.com/pot/Dream?wit
hyou=CQSCT0116&ARTICLE_ID=1509
5&BOARD_ID=B00301&bbsMode=view
Schneier, Bruce, “Attack Trees,” Dr.
Dobb’s Journal of Software Tools, 24(12),
pp. 21-29, Dec. 1999.

Microsoft, “Threat Modeling,” available :
https://msdn.microsoft.com/en-us/li-
brary/{f648644.aspx.

Eui-soon Choi, Kyung-ho Lee, "A Study
on Improvement of Effectiveness Using
Anomaly Analysis rule modification in
Electronic Finance Trading.” Journal of
the Korea Institute of Information
Security and Cryptology, 25(3). pp.
615-625, Jun. 2015.

Financial Security Agency, "Research
Report on the New Authentication
Technologies for Electronic Financial
Transaction,” Financial Security
Agency's Research Report. 2011-01, pp.
38-48, Mar. 2011.

The Bank of Korea “2016 1¥'Q, the domes-
tic Internet banking service usage.” Press
Release, May 2016.



128

AAbgA] 918 #4135} dhrierel Bk A7

(M X274

A o 4 (Dae Yong Jeong) £4134

19984 29: AN WHetm &l =4

20109 29 ~20154d 19: 25247 2A Apolv{z] A A}
20159 249 wedhstal AR RS hshy ZEH oy Asknt Aa}
201541 29 ~&A): AP RYd Bak-Apo| W Sabetab A (al4)
20154 39 ~dA: weddsta AR R s sk AR RH 58k} kil
(FARop) ARRT A o A Ale]lx] o} tixd x4

7 71 ¥ (GiBum Kim) A3
19974 34: AR}t FA s} At 24
20089 8Y: mEdEy AR HE I A4}
20114 89 we{tstn AR E Y vl R

1( il
201441 29 ~&A: AR} Adstat s 2 A Abo [ F A7 ATE
(AR Atoluilz], tAH 24, ARns tAd

o] A 2l (Sang-jin Lee) F413]

19874 29 zdgta gha skt

19894 24: et g7} AAL

19944 8Y: et g7} Al

19894 10¥~19999 29: ETRI A3 A+

19994 3¥~20014 84: medigtn xads}stdst Fw
20014 9¥Y~&A: wdsta R RIS w
200841 3Y~&Al: wedhstal Azl ] dFAlE] AE]R
20159 19 ~3A: wefhsta HHH Sk F-d3

(A Eop A" 244 AlE 5, @4 I



