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ABSTRACT

API call sequence analysis is a kind of analysis using API call information extracted in target program. Compared to other
techniques, this is advantageous as it can characterize the behavior of the target. However, existing API call sequence analysis
has an issue of identifying same characteristics to different function during the analysis. To resolve the identification issue and
improve performance of analysis, this study includes the method of API abstraction technique in addition to existing analysis.
From there on, similarity between target programs is computed and clustered into similar types by applying LSH to abstracted
API call sequence from analyzed target. Thus, this study can attribute in improving the accuracy of the malware analysis based
on discovered information on the types of malware identified.
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2.2 Locality Sensitive Hashing (LSH)
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Table 1. False positive and detection rate for ssdeep, TLSH and nilsimsa hash
ssdeep TLSH Nilsimsa
score FP rate detect score FP rate detect score FP rate detect
(%) rate (%) (%) rate (%) (%) rate (%)
>0 0.04711 37.1 (300 79.30 98.8 > 120 99.86 100.0
> 5 0.02718 36.6 ( 250 69.06 98.8 > 130 99.20 100.0
> 10 0.02174 36.1 < 200 50.10 98.8 > 140 98.11 100.0
> 20 0.01812 35.4 ¢ 150 24.33 98.1 > 150 96.98 100.0
> 30 0.01268 34.4 < 100 6.43 94.5 ) 160 94.26 100.0
) 40 0.00544 32.7 90 4.49 92.3 > 170 89.52 100.0
> 50 0.00362 29.7 ( 80 2.93 89.0 ) 180 81.38 100.0
) 60 0.00362 26.0 70 1.84 83.6 > 190 69.69 99.7
> 70 0.00181 18.8 ( 60 1.09 76.0 > 200 54.45 98.8
> 80 0.00181 12.4 (50 0.52 65.3 > 210 36.73 96.4
> 90 0.00181 4.6 ( 40 0.07 49.6 ) 220 18.29 91.9
> 99 0.00000 1.0 (30 0.00181 32.2 > 230 5.52 72.0
(20 0.00181 17.3 ) 240 1.26 35.2
10 0.00181 6.4 ) 250 0.49 9.5
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Fig. 1. Architecture of malware clustering
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Table 2. API abstract table

class description example # of APIs

A file/directory CopyFile, CreateDirectory, GetFileType, - 47
B registry RegCreateKeyEx, NtCreateKey, RegDeleteValue, - 38
C internet explorer CDocument_write, CScriptElement_put_src, - 7
D user interface DrawText, FindWindow, LoadString, - 11
E net API NetGetJoinInformation, NetShareEnum, - 6
F network DnsQuery_A, GetAdaptersInfo, HttpOpenRequestA, - 62
G OLE CoCreatelnstance, Colnitialize, - 3
H process CreateProcess, CreateThread, Module32First, - 41
I synchronization GetLocalTime, GetSystemTime, -

J resource FindResource, LoadResource, -

K services ControlService, CreateService, - 12
L system GetNativeSystemlInfo, LdrLoadDIl, NtClose, - 26
M certificate CertControlStore, CertOpenStore, - 5
N encryption CryptCreateHash, CryptGenKey, - 19
) exception SetUnhandledExceptionFilter, RtlDispatchException, - 6
P misc GetUserName, GetDiskFreeSpace, WriteConsole, - 20
Q notification __anomaly_, _exception_, - 4

o
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5 slek. o] A A sl Fael

Iute|E2] Ao ARl A sl
t}. cuckoo sandboxolA AAA ez A3 7)E
o wat 32370 S 177kA 7ElzE] 2 Table
2.9} Zro] FE3lodr).
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Table 3. Distance matrix

dist 1 2 3 4 5

1 10.0000 | 0.3385 | 0.2945 | 0.4002 | 0.2506
0.3385 | 0.0000 | 0.3480 | 0.2969 | 0.3171
0.2945 | 0.3480 | 0.0000 | 0.3741 | 0.2553
0.4002 | 0.2969 | 0.3741 | 0.0000 | 0.4454
0.2506 | 0.3171 | 0.2553 | 0.4454 | 0.0000

Ou x| w |

W FA3tE API 2 AAE 4k} TLSH 4
Algkel s wi=EEd o & o9 =
TLSH a4 %t 7te] fAL=S AXbste] Table 3.
3} 722 el9| distance matrixs AAgc.

3.5 E2AEHE

A Al & distance matrixE o] &3]
Fe~Ed wAE #adel  distance matrixE
AMgsle FeaEE daeEe A Fe
k-medoids €¢x2]Z& So] 9}

E AFolMe F /A FeaEE daed BT

1

=
2 Abgatel 242 Saalg

o

351 AZEA Z{AEZ (hierarchical clustering)
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025 | ’ JI“ _J_ ]
000 £'$++4-c|>ovvv* ovorolli V. &8 ¥ Zo}
Fig. 2. Hierarchical clustering (height = 0.5)
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HZ 23 298 5 o=, Zol(HEH)v 24

2B 42 ulo g Balale] T AE]gS S8dt Agel ARgg dlole Al windows 7 32bit
4 ok AEA FEAEFL dHolHE Axeg | Ax M 3 A T
malwares.comelA 20161 84 1d3¥ 84 31
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B 789 7|ES SALE 3 10002 A sl 27) Akl WAl '2] AaE 7k w F53sit
I ol dlR B AR T3] TLSH dxE&E
& E3dt B4 Ao A= T4 7343 oA Table 4. Experiment dataset
SEES A 7] witelt) sld fAER category subcategory # of files
o} & e AAES = oEHE ] yF =, normal Normal 502
1002eh 2 g ARstae e A% 2hart AdWare 21
Backdoor 76
H}I A& o
2] e vt DangerousObject 55
Downloader 20
35.2 k-medoids 212|& Trojan-Downloader 27
Trojan-Dropper 49
abnormal ;
k-medoids ¥1E|EHE FAFS 7|FoE 3o Trojan-PSW 18
= _ Trojan-Ransom 12
W 7k AAES Tl ¥9s= k-means Trojan-Spy 58
dae|E ARk daelge R Figks 7S Virus 146
Worm 25
Cluster Assignments and Medoids Total 513
* ‘ ‘ ' ' ‘ ‘ total 1.015
* Cluster1
S| o cuser2
Medoids
Al . | 4.2 SHAHZ gm2|E0 OE SHAH HEE
R Hlm
1r eyt ".':,.: :
ol T N 41 cuckoo sandbox® o]§3te] AA Uz}

Tl A BAS £asia, APl F AdAE
FZEt, 1 o]% APIY #HAS 7ube = API-‘4
AAE el #Ad 2 APIE 32438 A|A F

Fig. 3. k-medoids algorithm (k=2)
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|

400
1
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|
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Fig. 4. Hierarchical clustering result

Table 5. Clustering results according to
clustering algorithm

hierarchical | k-medoids
# % # %
Normal 502 | 315 | 62.75 | 362 | 72.11
AdWare 27 17 | 62.96 | 18 | 66.67
Backdoor 76 43 56.58 | 52 | 68.42
Dangerous
Object 55 28 50.91 | 38 | 69.09
Downloader 20 11 55.00 | 18 | 90.00

subcategory | total

Trojan-

Dowelone | 27 | 15 | 5556 | 19 | 70.37
Trojan- 49 | 28 | 57.14 | 35 | 71.43
Dropper

Trojan-PSW | 18 | 9 | 50.00 | 12 | 66.67
Trojan- 12 7 | 58.33 | 10 | 83.33
Ransom

Trojan-Spy 58 35 60.34 | 43 | 74.14

Virus 146 | 111 | 76.03 | 122 83.56
Worm 25 | 17 | 68.00 | 16 | 64.00

Ze|2~EEHE FYsS dlls oF 72.11%°] A%
=2 F928ds 49 3 Wslz, Downloader,
Virus, Trojan-Ransom 7}e|x8]e] =52
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=7} k-medoids E&]2E#Hel vl&] 10% A=
< A5 Holy, dF=E w3l Viruss A3}
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w3k API F A28 IAHA HES o
Downloader, Trojan-Ransom. Virus 7}|izg]
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Table 6. Clustering results according to API
abstract

API Abstract

subcategory | total X (@]

# % # %
Normal 502 | 341 67.93 | 362 | 72.11
AdWare 27 16 | 59.26 | 18 | 66.67

Backdoor 76 47 | 61.84 | 52 | 68.42

Dangerous
Object 55 32 | 58.18 | 38 | 69.09
Downloader 20 14 | 70.00 | 18 | 90.00
Trojan-
Downloader 27 13 | 48.15 | 19 | 70.37
Trojan- 49 | 28 | 57.14 | 35 | 71.43
Dropper

Trojan-PSW | 18 | 12 | 66.67 | 12 | 66.67
Trojan- 12 | 8 | 66.67 | 10| 83.33
Ransom

Trojan-Spy | 58 | 37 | 63.79 | 43 | 74.14

Virus 146 | 97 | 66.44 | 122 83.56
Worm 25 | 13 | 52.00 | 16 | 64.00
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Table 7. Clustering results according to LSH algorithm

subcategory total ssdeep simhash TLSH
# % # % # %
Normal 502 127 25.30 241 48.01 362 72.11
AdWare 27 7 25.93 12 44 .44 18 66.67
Backdoor 76 22 28.95 40 52.63 52 68.42
DangerousObject 55 17 30.91 28 50.91 38 69.09
Downloader 20 7 35.00 8 40.00 18 90.00
Trojan-Downloader 27 6 22.22 13 48.15 19 70.37
Trojan-Dropper 49 17 34.69 28 57.14 35 71.43
Trojan-PSW 18 6 33.33 9 50.00 12 66.67
Trojan-Ransom 12 5 41.67 5 41.67 10 83.33
Trojan-Spy 58 19 32.76 18 31.03 43 74.14
Virus 146 43 29.45 60 41.10 122 83.56
Worm 25 9 36.00 15 60.00 16 64.00
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