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ABSTRACT

If digital forensic investigators can utilize file access logs when they audit insider information leakage cases or incident cases,
it would be helpful to understand user’s behaviors more clearly. There are many known artifacts related to file access in MS
Windows. But each of the artifacts often lacks critical information, and they are usually not preserved for enough time. So it
is hard to track down what has happened in a real case.

In this thesis, I suggest a method to utilize SACL(System Access Control List) which is one of the audit functions provided
by MS Windows. By applying this method of strengthening the Windows’s audit settings, even small organizations that cannot
adopt security solutions can build better environment for conducting digital forensic when an incident occurs.

Keywords: File Access Audit, System Access Control List, SACL, Digital Forensics, Forensic Readiness
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ot ol k= 97Re) shelare]| 2 o] FefA glont

7[R o2 B 43} FHef 9l AL oft)
Zaloledle WA (Windows XP, Vista, 7)3

N

A WA (Windows 2003, 2008) whe} 7]
Ao vz Aol ek A 5370 AAb 5
T ZEbeldEs 4N e (AR, 2ad/e
aex AAEA, Azghel 1278 F5 Anl= 6
N Fhel ] (AR 2o AR, DSAAlA, 22
+/2aex AMAA, Azl 1R &5l 7
¥ A Eelgleh4).

212 YE2 ok ZAF FA 7|

MM

A& Alzdle] 23 dA 7ksE S8 vl A
F Z]FH(NIST, NSA)M= =S Bl 74} 7}
o|uE whEo] AlFstar Uch(5)(6). vt Table
1.5 29 7 AT o|¥E 715F & e Audit
Object Accessell et A3 Al A2 F3=]A
%1 9leS & 4 k. #H Microsoft Technet
o] &2} “Audit Policy Recommendations’(7]
X Audit Object Access + F3 tiibollA] A9
=i},

obx] Ffloll= ZFAF Aol gk AR Tlel =
wom A AHB BE ¢F Azl [SO/IEC
27001:2013(8)9] 12.4 &= sigsl= 273 3

Table 1. Audit Settings (5] (6)

, , NIST NIST
Audit Setting Enterprise | SSLF NSA

Success, | Success,

Audit account

Hgl o] ISMS(9) 11.6.2 2|5 9 HE
b 5ol fasbl 2g5le) gl Aweltt,

213 OMIEZRT] & T XNzl 2HH

e AlzEle] 7]18 A3 AlelelldE System.evtx
ZIoA AMula A F7 o]HE dS F 3,
Application.evtx ZI1 & ojdlE 214 7=
SI=E A Z2asle] Wl ARE e v
zZ2ase] Ay FoldS dF FAL Ut
2 9ol Microsoft Office7} £2F & uhy=ElE &
Fu tleldZa o|E 59 Alerte] HAE 7
OAlerts.evtx 20 7]5& 7|22 ol& ¥
AA~(Microsoft Access), I E31E (Microsoft
PowerPoint), <4 (Microsoft Excel), =
(Microsoft Word) 59 &4 3t o3 9 44
AZE A Fheksh 4= gir) olefoll= U ¢7],
A A Ad AA 5o AA B9E getd &
gl ARE o|WlE ZTo] A Wz dc}

3lA|E Security,evtx E2olE U A9
A HAE 7128 F gle WA AAA - Fd A x
gl 71A}1'(10]) (object access-audit file system)
of, ZaA|20 AE 75T F e A 24 -
Z2A~ wE7] ZHAF (detailed tracking-audit
process creation)(11)7} Qle}. o] F 7}A] 74}
% 718 AALE vt} o] Fo] Aol
Table 2.3} .

Table 2. Comparison between “Audit File
System” and “Audit Process Creation”

logon events Success Failure Failure Description
Audit account Success, | Success, ; - EventID is 4663
management Success Failure | Failure Ah%?ét - need to set SACL on target files

—— System - |~ not only exe fils but also module(dll)
Audit directory No No No ]%Is i files
service access Auditing Auditing | Auditing XeCUle |_ parent process’s name and PID
Audit logon Success, | Success, .. |- EventID is 4688
events Success Failure Failure Audit | TokenEvelevationType
Audit object N CPrllaoaCt?f)sn - don’ need to set SACL
ac%elss objec Audi(‘zing Failure | Failure - Parent process’s PID
Audit policy Success Success Suqcess.
change Failure 2.2 SACL (System Access Control List)
Audit privilege No : .
use Auditing Failure Failure e B . .

- HAxfox= DACL(Discretionary Access
Audit process No No No . o P S } o
tracking Auditing | Auditing | Auditing Control List)& o]83le] A HZ shAlel HI

. sl AL EAs
Audit system Success Success Success sl 7S EAls, SACL(System Access

events Failure
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SACLE ol4ste] s A& 2halelr] $lsiA
= F e dAe] Fysjr)

1

2 &

A 7 A 2AE
7

]_
A ARE a2 RAel SACL 44

1= Local Group Policy Editor ©lA
Advanced Audit Policy - System Audit
Policies - Local Group Policy - Object
Access - audit File System& Success ZHAF
2 A 5 9t

2HA = A eA Tl 2 E JRAY S el
A A AAsAY, PowerShell 23R E 5%
o83l AAT 4= glrt.

919 T A AAo] skaEw, Al HZ A=
7} A Al ASE g FA (AR A, ZE2A
2)ok AL 3, NA AR H ol 5o ARt o
E9 Hal oJHl E R I (gecurity.evtx)el 7]1EF ),

AEfollA ghdel gk Ao 2 A= 137F
78] ACE (Access Control Entry)® A= ¢]
art. #d AAe ACE &% $71, 271, Ald), 2t
A9 FHew Eia] ¥ Table 3.3 2t

7zt ACE® WHHoz dbyte 3719 Access
Mask #Ho2 = F3 fde] 7hs3ict. ol
ER T4 7125 o= AccessMasks AND 44t
2 0xH  ¥eEe 16xe e JEEH,
AccessListe %%DDDD 7} Jd=e 7]5=
t}. AccessMask™ ¢J7l= Table 4.9} Rt}

Table 3. ACE types

- List folder/read data

- Read attributes

- Read Extended attributes
- Read permissions

Read type

- Create files/write data

- Create folders/append data
- Write attributes

- Write extended attributes
- Change permissions

- Take ownership

Write type

Execute

- Traverse folder/execute file
type

- Delete subfolders and files

Dieliete Grize | Delete files

Table 4. Access Mask and Access List of File
Access log

Access Access Description

Mask List P

0x1 % %4416 | ReadData

0x2 % %4417 | WriteData or AddFile
AppendData or

0x4 %%4418 | AddSubdirectory or
CreatePipelnstance

0x8 % %4419 | ReadEA

0x20 04944491 Folder Traverse /
Execute

0x80 % %4423 | ReadAttributes

0x100 % %4424 | WriteAttributes

0x10000 | %%1537 | Delete

0x20000 READ_CONT.ROL(read
security descriptor)

0x40000 WRITE_DAC

0x80000 WRITE_OWNER

2.3 SACL 2z Event ID

SACL A3 #=ddl o] ES2 Table 5.9 2
th. 4670, 4985, 4719, 4907 ZHAAA AA 2
SACL A& A 7155 oMlEc|H, Adxen
el A2 FEE oMlE= 4659, 4660, 4663,
466401tk 46599 4660-> 7HA AtAle} A= o]
3ot AHA] oWl E= 46630 FEOE AAEBR
WA Aol 4663 oWl EvEE tiAo R SEsw -

Table 5. Event ID related to SACL

Event ..
D Description
4659 A handle to an object was requested

with intent to delete.

4660 | An object was deleted.

4663 An' attempt was made to access an
object.

An attempt was made to create a
hard link.
Permissions on an
changed.

The state of a transaction has
changed.

4719 | System audit policy was changed.
4907 Auditing settings on object were
changed.

4664

4670 object were

4985
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2 =i gele AT o)H sES %
SACL AAew 137149 s} &5 F
Execute(0x20), AppendData(0x4), Delete
(0x10000)E A A Alokate}, =gk 6704 o]
A} 7128 B3] 98] Security.evtxd 21 &
25 90GB o)Ak Fra 21S Akt

411 Full ACEs ZtAl ( on IDLE PC )

SACL AAe] WA= 21 & Felsp]
913t Windows 7 Al2~gls tidow AA =zt
ol mE I ¥ EFY siAe] dfs] Full
ACEs(13/))& A3} stw, A4t 7H°‘°1 M=
IDLE el 43 A= 147 52k % 230,599
7N 4663 oWl ez 37} Wit *‘1‘“*—& el
SACL 22 109 700 bytes AX2| =7]5 714
n2 % 154MB(161,419.300 bytes =
230,599 * 700bytes)d] &7} 7155 o]},

Table 6.4 ACEW o|WlE WA B]&S Bl
Read 3¢l sl%3k= 0x1 (ReadData), 0x80
(ReadAttribute), 0x20000(ReadControl)e] &
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Table 6. Number and Ratio of logs depending
on AccessMask

AccessMask Count Ratio
0x1 112807 48.92%
0x100 100 0.04%
0x10000 177 0.08%
0x2 39 0.02%
0x20 2772 1.20%
0x20000 32365 14.04%
0x20008 3435 1.49%
0x21 15 0.01%
0x3 98 0.04%
Ox4 15 0.01%
0x40000 10 0.00%
0x6 250 0.11%
0x80 78511 34.05%
0xC0000 5 0.00%
A 228 97%5 AARTE. S Alzglel4] sheld
ATshe o] A9l A1 o 5 vk

=3t Full ACEs ZAF A4 Aeellx] AlzElE
AF-esle 49 <F 10,0007 (TMB)2] 2271 37}
2 ul—/\u%;]_

ul2b4 Full ACEs #4F 242 58S IDLE
AR AL A sFel 1E AR vz s et
W SlFe] F 3.6GB AH%e =Z1(3703MB =
154MB * 24 hours + TMB)7} 2437 H=z
dHdA- R Full ACE A5 843)sled ARg37]
£ o8t} o] o] SACLe] A ow F8E7|
o3 ol-fd Foltt, %7 wjiel] 19
dj -8 x|k Read® #HAF tiAtollA] All9]she
AL o 427} ot

bl A A6l vl ole A
2tAlel #E% 0x4(AppendData),
0x20(Execute), 0x10000(Delete) Z1& Azt
2 2964709 22(2MB)Z AHAZ2] °F 1.29%
of st AL 2o k& A FaAA
T 9lel SACLE o188 3d 7L Al 2Rl
F45 5 9l 7S BTk 9)9) #e] At
Bl dhFe] <F 55MB A= Za(55MB =
2MB * 24 hours + 7TMB)7} 7]Z%It},

nel sjele] 4

ZtAL (on Active PC)

o|Hell= IDLE Al&Hlo] ol 2447 52 &
ol AA dF8 AzdHdAd ACE ¥ 0x4
(AppendData),  0x20(Execute),  0x10000
(Delete) & EAslste] 17097 dl~EZ A}
4663 oM EE AdHHF 162,25971(108MB) 7} #HA
= Aoz A=Y Wb Security.evtxd
715 20GBE AA Al oF 67HL47Ee] Il AE
205 Had ‘F %% Zo]t},
7R HH, T W
= E:L% HEHM?]—E 22 olElutele] s AT ES o]
A& ?'%‘%’49} TARe] AEAoE B
WA R Bl 2 AR
2 2919} A e] %P—‘%i/ﬂ 25 Yol fEA7
Aoz vepdrl 1 9l 24 FEERAE F
2 9lgith SACLS 7MAl &2 7 $3s)
£ Foigle], BA ZRAAES FhalelA A3
v, 2= 59 RS s
Fig 2.+ 7HA9 $IAE 71FeE 4% ZAFo]
o} , EEtelE s, =S oA 3}

ﬂﬂﬂﬂﬂ
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Fig. 1.
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» Actions

Fig. 3. Intrusion Kill Chain (13)
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Table 7. Effectiveness of SACL against suspicious behavior on Intrusion Kill chain

Phase Suspicious behavior on host | Related artifacts ,]E"e(;ilg History | SACL

o | Reconnaissance N/A N/A N/A N/A N/A
57 | Weaponization N/A N/A N/A N/A N/A
&2 Deliver watering-hole N/A N/A N/A N/A
! Y send spear-phishing email N/A N/A N/A N/A
visit malicious webpage Browser No Yes No

execute exploit codes Memory No No Yes

Exploitation read malicious email Browser, MailClient No Yes No
execute attached files LNK, Prefetch Yes No Yes

unpack attached files $SMFT, NTFS Log No No Yes

drop or Download malwares Browser Cache Yes No Yes

Installation deploy malwares(copy.move) $MFT, NTFS Log No Yes Yes

= delete malwares $MFT, NTFS Log No Yes Yes
iz execute malwares Prefetch, Userassist Yes No Yes
& C2 connect to C2 DNSCache No No No
:I,~ open folders Shellbag, Jumplist Yes Yes Yes
2 open files(documents) Jumplist, MRU,LNK | Yes No Yes
- Actions on create Files $MFT, NTFS Log No Yes Yes
Objectives copy Files $MFT, NTFS Log No Yes Yes

edit Files $MFT, NTFS Log No Yes Yes

(similar to execute Files Prefetch, Userassist Yes No Yes
internal user's | delete Files $MFT, NTFS Log No Yes Yes
behaviors) pack Files $MFT, NTFS Log No Yes Yes

send email with attached file MailClient No Yes No

visit web pages Browser No Yes No
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el 2 J7Ad, AL S AHstae g A
< oS Flrtowe 9l Aol Erct

{4] Event Properties - Event 4663, Microsoft Windows security auditing. - |
| General || Details |
@ Friendly View () XML View
+ System
- EventData
SubjectUserSid  $-1-5-21-3096975420-960281763-3741345010-1000
SubjectUserName nuno
SubjectDomainName nuno-PC
Subjectlogonld 0x1512d (#)
ObjectServer  Security O]
ObjectType File
ObjectName C:rWindows#System32¥tsppcomapi.dil
Handleld 0x138
AccesslList %%4421
AccessMask 0x20
Processld 0x9c0
P N C:HWindows#System32¥#slui.exe
-

Fig. 4. a example SACL eventlog
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