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ABSTRACT

A protector is a software for protecting core technologies by using compression and encryption. Nowadays malwares use the
protector to conceal the malicious code from the analysis. For detailed analysis of packed program, unpacking the protector is
a necessary procedure. Lately, most studies focused on finding OEP to unpack the program. However, in this case, it would be
difficult to analyze the program because of the limits to remove protecting functions by finding OEP. In this paper, we studied
about the protecting functions in the Themida and propose an unpacking technique for it.
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Table 1. Unpacked files increased in size

Script Packed Unpacked
Thfsmlda+W1 | 585 KB © 487 KD
nlicense 2.x
Ultra
Unpacker 1.4 7,706 KB 29,538 KB

[ll. Themidall 2AM4tsH 715

ez FAAA Ade] A Aeadd

219l PE(Portable Executable)(11])ell4+= A3
Felo| A Al o elo]Hele AP =9

& IAT(Import Address Table)(12) *

th TAT+= A Als) F<l w= E]’“J API F4a
7 A AL glefof Fh=dl, o= PE 3tde] AldH
2 (13)7} Ade] 223 doleEE
g= Ade F3l o]FA}. Fig. 1.2 PE
o] Add u ErjE F3 wxed e A
woje), whepx] Ad) Sl E*ﬂéé—' A8t
[ATA 2= E APIRIe2E Z2A~9] 349

_;,1__7___3], 2 011:}—

Fig. 2.9} 71-0] ZZEE]Q
2l A I Sk
3l YE=3kes Hesicl Hew o
wao e bl £A41 Wesiash 24
o TiR ARE = Aol o
He nex Agsde F2 B4R
& At

szdyz wsd g AP FW

2
o,

o=

[l
ACH
°
te (B oo 1@ o B omu (O b

o
Fﬂ
(o
@

E.
[oN
Q

e
>
o,

% do
o

I
o Ay

=
=Ol=l‘
N

2 % olf L o L

&
vy
(d
of fru
i

:Ol—_,’4
S

( Loader )
T

Runtime . -
Memory | Code ] 1AT r]f; Libraries ]
oy

Fig. 1. Loader mapping executable on memory
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SF SF 43 78 78 46 7z 61 6D 65 48 61 6E 64 6C 65 _ CxxFrameHandle
72 00 47 00 SF 43 78 78 54 68 72 6F 77 45 78 63  r.G._CxxThrovExc
65 70 74 69 6F 6E OO0 00 38 03 77 63 73 74 6F 75 eption..8.westou
6C 00 1A O3 74 6F 75 70 70 65 72 00 26 03 77 63 l...toupper,&.wc
73 63 68 72 00 00 DE 02 6D 65 6D 6D &F 76 65 00 schr..P.memmove.
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Fig. 3. Comparison at address of Import table
section in original binary (top : original binary,
bottom : unpacked binary)
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Fig. 4. Process of running protected executable
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HOVZX EBX,BX
POPAD
PUSH EAX

Original code HOV EAX,0
a ADD BAX,ESI
Dummy code MOV DWORD PTR DS: [EAX
MOV EAX,DWORD PTR SS:
______ ADD ESP,4
Original code E> Original code sTC
—————— PUSH OF3E
MOV DWORD PTR SS: [ESP
Dummy code MOV DI, 4
g ADD ESI, EDI

POP EDI
JPO calc_The.01203E9D

Original code

Fig. 5. Applying dummy code
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Table 2. Instruction on address 0x01580100
for each execution

# Instruction

1 | OR EAX, DWORD PTR DS:[(EAX]
2 | POPAD

3 | MOV CL, CH

4 | RCL DWORD PTR DS:(EAX], CL
5 | MOV AH, 0DD

Table 3. MD5 hash of code section for each
execution

MD5
2b68eb841e94135f8bc1217d837c70d4
6a732824d927542b25c8d3b5904255¢
fa644219f9ab66a377faddafabdfche?
4baTe6fb71f0dd763f89f2cd79e7f940
4fadch7f5e5938de50df3f548c59fe65

QU | WD — |+

3.1.2 APl =3} (API wrapping)
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APL 5she W53} 449 APIE A4
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Address |Size | Access [ Initial
91580000| bB0E1008 RUE RWE
91590000 00002000 RWE RWE
91SA0000| BR001008 RWE RWE
915E0000| 00001000 RWE RWE
815C0000| 6001008 RWE RWE

Fig. 6. Memories for APl obfuscation

0x0158'0000

KERMEL32.dll Qe

GetModuleHandleA 0X013910000
Obfuscated
LoadLibraryA

1AT

0x0158'0000

0:x0159'0000

0x015A'0000 .
GetProcessAddress / 0x015A0000

Cbfuscated 001580000
LocalCompact
0x0158°0000
Obfuscated

Fig. 7. Save obfuscated address in IAT
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B818857CB FF35 6C4D8181 PUSH DWORD PTR DS:[1814D6C1
81885701 33DB KOR EBX.EBX
81885703 895D FC HMOU DWORD PTR SS:[EBP-41,EBX

98 NOP
98 NOP
98 NOP
98 NOP
70 NOP
78 HOP

B818857DC 85C8 TEST EAX.EAX

B18A57DE |, 75 1F JNZ SHORT cale_The.B10@857FF
818857CB 6C4DB181 | PUSH DWORD PTR DS:[1814D6GC1
@18857D1 B HOR EBX.EBX

895D FC - =
|Bl BB57D6 E8 DBA6880 CALL B16981AB
91885 7DB 28 NOP

818857DC 85ca TEST EAX.EAX
@1BB57DE |, 75 1F JNZ SHORT calc_The.B18057FF

Fig. 8. NOP patched with CALL for obfuscated
AP
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Table 4. Process for unpacking Themida

# Proc Technique Removal

API wrapping
1 API |[(Dummy code,|Match API

Polymorphic)

Patch CALL Restore CALL
2 | Code B

Encrypted Find OEP
3 Memory dump
4 Rebuild PE
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Fig. 9. Original API address appears at register

Qs b= vlrege] =77F 01000 ®e
0x20008] EAL o4 \4—£§],.E_ 9l &keln]
A, 2717 2706 e &g wlmel= API
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g FAL oEZE WAZ  AS FAlEE
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lastEvt 1= Latest event

newMem := Latest allocated memory

copySrc = Source address of copying

copyDst 1= Destination address of copying
nameApi := Name of API

IMem := List of memory spaces

dicWrap = Dictionary for save results
GetlLastEvent() : Returns the last event
GetName() @ Returns APl name of given address

while lastEvt = GetlLastEvent()
if lastEvt = EVT_ALLOC MEMORY then
if newMem.protect =
if newMem.size
IMem.append(newMem)
if lastEvt = EVT_MEM_COPY then
if copyDst & [Mem then
nameApi 1= GetName(copySrc)
if nameApi = API_UNKNOWN then
dicWrap(copyDst) = copySrc

READ | WRITE | EXECUTE then
0x1000 or newMem.size =

0x2000 then

Fig.

10. Algorithm for matching obfuscated area and original API
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948F32 : UirtualAlloc({18688) = 15B0688
[#] 15B8888 <- ADUAPI32*RegQueryValueExy
948F32 : UirtualAlloc({18688) = 15C0888
[#] 15C8888 <- ADUAPI32*RegietValueExy
948F32 : UirtualAlloc(1888) = 1500888
[#] 15D8880 <- ADUAPI32*RegOpenKeyExA
948F32 : UirtualAlloc(1888) = 15E0888
[#] 15E0880 <- ADUAPI32*RegQueryValueExA
948F32 : UirtualAlloc({1888) = 15F0888
[#] 15F0880 <- ADUAPI32tRegCreateKeyExy
948F32 : UirtualAlloc({1888) = 16000808
[#] 1600800 <- ADUAPI32tRegCloseKey
948F32 : UirtualAlloc(1888) = 15A08088
[*] 160B47E <- Kernel32tFindResourcel
948F32 : UirtualAlloc(10088) - 1610000
[#] 1618800 <- kernel32tO0utputDebugsStringn
[#] 1618445 <- kerneld2*SetHandleCount
[#] 1618580 <- kernel32tlLoadResource

[#] 16188F4 <- kerneld2tlstrlenV

248F32 : UirtualAlloc({18688) = 16208008
[#] 1628888 <- kKernel32'GetPrivateProfilelIntV

Fig. 11. Result of using matching algorithm
4.2 CALL M3 8+

APL W37k 4559 OEP el 2] Adgee
A dEs7 A48 APIE 35352 CALL %%
o7} A=) wiitel, A 22 AE 4]
=3t ® 9% sFetes #4948 CALL 9%l
9& APIE 333=% Hfof ot S7) &kw
S 7P akE SR APIE 3% IZ=F
o glemz A& A APL 4 9rth Fig.
12.% CALL W3e7l ¢53) 1 APIE %314
AT YE APIE 3F3EE B3 43S BoE
o} 7)) d=3t ® <d9ql 0x016901ABE 5%
3= CALL ®#el7} 5 o]F USER32¢] API
3l OpenClipboardE 3&3l= 7S HHaksiA %
A& 4= gl

&4 (2017, 2) 73
@18A57CE| FF35 6C4D61@1 (PUSH DWORD PTR DS:[1814D6C]
818857D1 33DB XOR EBX.EBX

A10A57D6 | E8 DBAI686@ CGALL 816981AB

@10657DB| 98 HOP

@18857DC  85CA TEST EAX.EAR

@18857DE | . JNZ SHORT calc_The.B18057FF
818857CE 6C4D8161 |PUSH DWORD PTR DS:[1814D6C]
81885701 B XOR EBX.EBX
918@s7n3 895D FC HOU_DWORD PTR $S:[EBP-41, EBX

91005706 | FF1iS E8190@@1 | CALL DWORD PTR DS:[<&USER32.0penCliphoa
818a57Dc|  85Ca TEST EAX.EAR
@1@@57DE|. 75 1P JNZ SHORT calc.@1@057FF

Fig. 12. Recovered CALL instruction
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Table 5. MD5 hash of unpacked binaries

calc.exe’'s MD5
72629e5b82a08938eae3c8beabbac612
72629e5b82a08938eae3c8beabbac612
72629e5b82a08938eae3c8beabbact12
notepad.exe’s MD5
037028b6d26f4026841064fc62f6a221
037028b6d26f4026841064fc62f6a221

037028b6d26f4026841064fc62f6a221

HelloThemida.exe's MD5

b7adbeldbbcef703ab3a29e5eb9944c7

b7a4bel4bbcef703ab3a29e5eb9944c7

WIN || FH W[ |3+ |w|[DD|—]|

b7a4bel4bbcef703ab3a29e5eb9944c7
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Table 6. Comparison of file's section

Packed file
(RVA (Size))

Unpacked file

Section (RVA (Size))

calc.exe

CODE 1000 (15000) 1000 (15000)

ol & Adgede 7|9} vlayE w 2pe]r} =24
%S S & gt YR wds) whgsle Aol
PE7} wWlReld]l mappingd o ]9 ik
8l SYSTEM_INFO.dwPageSize(18]d] %3 &
35= A3 Import table B7-5 Sl 3718 IT
Aoz olef whaggic},

Themidag A43l4] %2 Aesida H gt

Alejalel el zh AlAjel gk sl A& wlasld Table
8.7 7] Import tablee] &3 A< A5 A
gk A g5 FU3A vebdel Import
table szl Aol $fAe]  Alke] ik
Import table- AXP7|9} wl®A2] 45 CODE
Aol Zx18t | HelloThemida: DATA AjAde|
Ealgc}. A AFo]= Import tableel <& el
UE=2 Import tabled Al¢lslz s A2 &
Al vlashd Fdst As o 4 gl

Table 7. Comparison of file's size

RSRC 16000 (8960) 16000 (9000)

File type ‘ File size
calc.exe
Original file 112 KB
Packed file 1,282 KB
Unpacked file 132 KB
notepad.exe
Original file 66 KB
Packed file 1,260 KB
Unpacked file 84 KB
HelloThemida.exe
Original file 80 KB
Packed file 1,246 KB
Unpacked file 104 KB

IDATA 1F000 (1000) X

IT X 20000 (1000)
SEFX00 20000 (1FB000) X
SFX01 | 21B000 (134000) X
SFX02 34F000 (1000) X

notepad.exe

CODE 1000 (A000) 1000 (A000)
RSRC B000 (8304) B000 (9000)
IDATA 14000 (1000) X

IT X 14000 (1000)
SEFX00 15000 (1FC000) X
SFX01 | 211000 (132000) X
SFX02 343000 (1000) X

HelloThemida.exe

CODE 1000 (17000) 1000 (17000)

Table 8. Comparison of MD5 hashes of
sections between original binary and unpacked
binary

RSRC 18000 (1E0) 18000 (1000)
IDATA 19000 (1000) X

IT X 19000 (1000)
SEX00 1A000 (1F8000) X
SFX01 | 212000 (12D000) X

SEX02 33F000 (1000) X

) Original file's MD5
Section —
Unpacked files MD5
calc.exe
CODE 42ee4a79790faee000aadbbfc49b445f
8e002aefd18714b2f4a82aa25002f215
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CODE ae008c60838dcObd1335bcfcdd82dfdd
(No IT) | ae008c60838dc0bd1335bcfc4d82dfdd
DATA 8bcf4df09¢8612a983840¢849063c93c3
8bcf4df09c¢8612a983840c¢849063c93c3
RSRC 44bh7157¢c8637357bfd647678f5echb9
445h7157¢c8637357bfd647678f5echb9
notepad.exe
CODE 412feb618167742571306861cecOc2e4
54b1b1c38891a0f24f8e843e3f412175
CODE 0f0d87bd91c44e1aa99be889828f7903
(No IT) | 0f0d87bd91c44elaa9d9be889828f7903
DATA 05¢63c7c0593b2a9f421263abaabfdee
05c63c7c¢0593b2a9f421263abaabfdee
RSRC 5f171908505f3b10¢339e872f343a7¢e2
5f171908505f3b10¢339e872f343a7e2
HelloThemida.exe
CODE 07cb0dc3e7673e4da9657b15cflaebe3
07cb0dc3e7673e4da9657b15cflaebe3
RDATA 1ddd124452f973d47c¢8cb48532d57a0
7f06e5f121c1ae0b6f90b3410642fbed
RDATA | 17314ca2ae47369b6d45a93564ddbf81
(No IT) | 17314ca2ae47369b6d45a93564ddbr81
DATA 64e40e55d1e010669f77f369668437c4
64e40e55d1e010669f77f369668437c4
RSRC 8ec87334ecce71a916ddede38e309alc
8ec87334ecce71a916ddede38e309alc
v.& B
zaee % shiel Themidarh AHsHE ¥4
whel| 7S dTeta, 7189 Aol AEA *
She AasHE SR olFdl Well BAE A%
of ek h-gueks 7lEsiolet. Z2HE7} A8
Adald g FA3= A A7ME #4E B8 o
5 sbsEAt, AHEAE fEAe Z2EEE 9
Ao} g}, IESL A4S oPals] 2L o
A 57 49 nle zaw
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