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ABSTRACT

Nowadays, there have been an increasing number of illegal use cases where people try to fabricate the working hours by
using fake fingerprints. So, the fingerprint liveness detection techniques have been actively studied and widely demanded in
various applications. This paper proposes a new method to detect fake fingerprints using CNN (Convolutional Neural Ntworks)
based on the patches of fingerprint images. Fingerprint image is divided into small square sized patches and each patch is
classified as live, fake, or background by the CNN. Finally, the fingerprint image is classified into either live or fake based on
the voting result between the numbers of fake and live patches. The proposed method does not need preprocessing steps such
as segmentation because it includes the background class in the patch classification. This method shows promising results of
3.06% average classification errors on LivDet2011, LivDet2013 and LivDet2015 dataset.
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Fig. 1. Test process of patch based fake
fingerprint detection
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Table 3. LivDet dataset and information about the experiment
LivDet2011 LivDet2013 LivDet2015
Scanner Bio Dig Ita Sag Bio Ita Swi His Dig Gre Cro
Resolution (dpi) 500 500 500 500 569 500 96 1000 500 500 500
Image size 312x372 | 355x391 | 640x480 | 352x384 | 312x372 | 480x640 |1500x208 [1000x1000| 252x324 | 500x500 | 800x750
Materials 5 5 5 5 5 5 4 4 4 4 3
Patehes Training | 141339 | 158252 | 170309 | 184475 | 138200 | 157806 | 208757 | 595024 | 112003 | 158371 | 296240
Validation| 35333 39836 42573 46114 34546 39447 52187 148754 27997 39590 74056
Test set images 2000 2000 2000 2035 2000 2000 2000 2351 2000 1995 2149
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Table 4. Experimental results

DBs |sensor FingEJTZNet Statear(;f the Ours
Bio 3.5% 4.9% (1) 4.85%
2011 Dig 0% 2.0% (16) 0.75%
[ta 0% 8.0% (17) 6.35%
Sag 0% 1.7% (17) 1.34%
Bio 2.5% 0.8% (17) 0.4%
2013 | Ita 0% 0.4% (17) 1.10%
Swi 0.2% 2.8% (16) 7.91%
Cro - 1.9% (20) | 0.89%
Dig - 6.28% (20) | 3.65%

2015
Gre - 4.8% (20) | 0.65%
His - 4.2% (20] 5.8%
Average 0.88% 3.43% [(20) | 3.06%
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