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ABSTRACT

Many security threats are occurring around the world due to the characteristics of industrial control systems that can cause
serious damage in the event of a security incident including major national infrastructure. Therefore, the industrial control system
network traffic should be analyzed so that it can identify the attack in advance or perform incident response after the accident.
In this paper, we research the visualization technique as network forensics to enable reasonable suspicion of all possible attacks
on DNP3 control system protocol, and define normal action based rules and derive visualization requirements. As a result, we
developed a visualization tool that can detect sudden network traffic changes such as DDoS and attacks that contain anormal
behavior from captured packet files on industrial control system network. The suspicious behavior in the industrial control system
network can be found using visualization tool with Digital Bond packet.
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2.1.3 SCADA  Systems:
Investigators[6]

Challenges for  Forensic
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SCADA(Supervisory Control And Data
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2.2.1 Multi-Dimensional  Visualization ~ for ~ Network
Forensic Analysis[7]
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2.2.2 Visualization Tool for Network Forensics Analysis
Using an Intrusion Detection System CyberViz[8]
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Fig. 1. Protocol Stack of DNP3
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Table 1. Combination of FIR, FIN bit

FIR | FIN Description
1 1 Single Message
1 0 First Fragment
0 0 Middle of Fragments
0 1 Last Fragment
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> > > Request Message
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lac  |rc [Grp  |var  |Qual |Range
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c3 s1 00 00 1E 02 00 04 07 01 88

lac  |rc [mv,  |mN, e |[Var  |Qual  [Range Flg. [LsB. |

— DIOy

<<« Continuation of Response Message
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Fig. 3. DNP3 Example Packet
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Function Code ( lbyte,0~255(Dec))

FIR, FIN A&

0 (Request, Response)

Only FIR =1, FIN =1

1~33 ( Request )

Only FIR =1, FIN =1

34~128( Request-Reserved)

Only FIR =1, FIN =1

129~131 ( Response)

FIR = 0or 1,FIN = 0or 1

132~255 ( Response-Reserved)

FIR 0or 1,FIN = 0 or 1
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Table 3. DNP3 protocol

Rule based on Normal Behavior (SPR, TBR, DBR)

Rule Description
SPR 1 Read Request Single Packet Based Rule Set
SPR 1-1 APCI Rule Set
SPR 1-1-1 Application Control Rule Set
SPR 1-1-1-1 Read Request AC FIR Field Test (Normal Value : 1)
SPR 1-1-1-2 Read Request AC FIN Field Test (Normal Value : 1)
SPR 1-1-1-3 Read Request AC CON Field Test (Normal Value : 1/0)
SPR 1-1-1-4 Read Request AC SEQ Field Test (Normal Value : 00~15)
SPR 1-1-2 Read Request FC Rule set
Single Packet SPR 1-1-2-1 Read Request FC Field Test (Normal Value : 0x01)
Based Rule SPR 1-2 Object Header Rule Set
SPR 1-2-1 Object Field Rule Set
SPR 1-2-1-1 Object Group Test
SPR 1-2-1-2 Object Variation Test
SPR 1-2-2 Object Qualifier Rule set
SPR 1-2-2-1 Object Prefix Test
SIPIR 1=2=2-2 Object Range Specifier Test
SPR 1-2-3 Object Range Rule Set
SPR 1-2-3-1 Object Range Test
TBR 1 Read Request < Response Transaction Rule
TBR 1-1 APCI Rule Set
TBR 1-1-1 Application Control Rule Set
TBR 1-1-1-4 Request, Response AC SEQ Field Test
TBR 1-2 Object Header Rule Set
) TBR 1-2-1 Object Field Rule Set
Transaction TBR 1-2-1-1 Request, Response Object Group Test
Based Rule TBR 1-2-1-2 Request, Response Object Variation Test
TBR 1-2-2 Object Qualifier Rule set
TBR 1-2-2-1 Request, Response Object Prefix Test
TBR 1-2-2-2 Request, Response Object Range specifier Test
TBR 1-2-3 Object Range Rule set
TBR 1-2-3-1 Request, Response Range
DBR 1 Disable_Unsolicited Response(FC:0x15) Message Warning
DBR 2 Time Change Attempt Message Warning
Digital Bond (Write(0x02), Object Group:50)
Rule DBR 3 Stop Application(FC:0x12) Message Warning
DBR 4 Warm Restart(FC:0x0E) Message Warning
DBR 5 Cold Restart(FC:0x0D) Message Warning
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A2 7k 22 JHE el

SPR(Single Packet based Rule):
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Field) - (More Detail Field, if Needed)

H

2 ohfe}
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U
e
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TBR(Transaction Based Rule):
(Transaction(Function) Type) -
Field) - (Detail Field, if Needed)

AgAdow B A7TE E3 DNP3e| A2 o
AB12~8]l Readell whafl ==zl 719t E(Single
olsl SPR) 107}A¢}3} =&

Packet Based Rule,
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