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A Study on the Influence of Information Security on Consumer’s
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ABSTRACT

Smartphone users hit over eighty-five percentage of Korean populations and personal private items and various information are
stored in each user’s smartphone. There are so many cases fo propagafte malicious codes or spywares for the purpose of catching
ilegally these kinds of information and earning pecuniary gains. Thus, need of information security is outstanding for using smartphone
but also user’s security perception is important. In this paper, we investigate about how information security affects smartphone
operating system choices by users. For statistical analysis, the online survey with questionnaires for users of smartphones is conducted
and effective 218 subjects are collected. We fest hypotheses via communalities analysis using factor analysis, reliobility analysis,
independent sample f-test, and linear regression analysis by IBM SPSS statistical package. As a result, it is found that hardware
environment influences on perceived ease of use. Brand power affects both perceived usefulness and perceived ease of use and
degree of personal risk-accepting influences on perception of smartphone spy-ware risk. In addition, it is found that perceived
usefulness, perceived ease of use, degree of personal risk-accepting, and spy-ware risk of smarfphone influence significantly on intention
tfo purchase smartphone. However, results of independent sample t-test for each operatfing system users of Android or iOS do not
present statistically significant differences among two OS user groups. In addition, each result of OS user group festing for hypotheses
is different from the results of total sample testing. These results can give important suggestions fo organizations and managers related
tfo smartphone ecology and contribute to the sphere of information systems (IS) study through a new perspective.
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(Table 1) The prior research of security and buying of smartphone

Research subject Factor related to study purpose Reference
Using the Uses and Gratifications Theory to Understand Fast access, Joy/ time-spending, Social position, [27]
the Usage and the Gratifications of Smartphones Problem-solving, Taking-photo/ screen
M:rgefﬁflgrjgitortlilk on the move: uses and gratifications of Fad/ social position, Attachment/ socialization, Joy [29]
. O/S, Brand, Hardware performance, Type of fare,
The opening future by smartphone Application [4]
Analysis of Threats and Countermeasures on Mobile App. program, Platform, Network, Server and base 5]
Smartphone station, PC
Effects of Perceived Attributes on the Purchase Intention of | Interface, Leisure/ interest, Work benefit/ life [30]
Smart-Phone information
Effect on influencing acceptance decision factor by O/S, Platform, Multimedia function, App. program, 31]
functional attributes of smartphone High license price
Smartphone user’s typology and its effect on their Rich app., App. store, Mobile telecommunication 32]
purchasing behavior : a case study of users service provider
User-centered response method trends of smartphone " - .
security threats Rogue AP*, Malicious code, Eavesdropping [33]
.. . . . Usage method, price, and performance of vaccine
An Empirical Study on Information Security Behavior program, Detection of malicious code, Concerns for [9]
Intent of Smartphone Users . ; .
private information leakage
A study on acceptance factor of smartphone centered on Social perception, System quality, Security, [16]
real users Openness, Application, Differentiated contents
A study on the continuous intention to use for Smartphone . . .
based on the innovation diffusion theory: Considered on Qgse‘nggsce(’)f%z}lg(ﬁ]gleg igghcyffﬁlnséngegr ee of [34]
the loyalty between users of iOS and Android platform » JeVICe pa
Factors Influencing Smartphones Purchase Decision : With . . .
a Focus on the Comparison among Users of Smartphones, fnatI: rf::};re)e, Convenient device, Processing speed, [28]
Non-Users, and related Company Workers
A Study on Hacking Attack when Free WiFi Internet . e o
Access Tn S hone Vulnerability of free WiFi, Sniffing [35]
Study on the leakage of personal information through the Data encapsulation, jailbreak execution or not, [10]
iOS jailbreak Certificate storage
The Factors Affecting Smartphone User’s Intention to use . L. . .
Mobile Anti-Malware SW Mobile malicious code, Mobile vaccine [36]
A study of mﬂuencu.lg on perceived useﬁ].lness’ ease of Data encapsulation, jailbreak execution or not,
use, and acceptance intention by user environments and Certificate storage [37]
smartphone charateristic attributes g
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(Table 2) Keyword of questionnaire item

Factor Item

Item keyword

References

Smartphone A/S, Degree of access to A/S center, Type of operating

Service content Ql~ Q5 system, Quantity of user fare, and Quality of phone and data [16, 27, 31, 32]
communication
Hardware Ql~ Q5 High CPU and RAM, Data storage capacity, Battery capacity, High density 4, 30, 31]
environments display, and Camera performance (e
Various ads of TV, Internet, etc., Smartphone usefulness got from ads,
Brand power Ql ~ Q5 | Application store, Various benefit when buying smartphone, and Type of [4, 32, 34]
value-added accessory
Perceived Social position got from smartphone, Joy got from smartphone,
Ql ~ Q5 | Attachment/socialization got from smartphone, Problem-solving used 27, 29, 30]

usefulness

smartphone, and Leisure/interest solving used smartphone

Perceived ease _
of use Ql Q6

Perceived cost, Ease of use of smartphone interface, Convenience of data
back-up, Learning time taken to smartphone use, Convenient social
information, and Social influence

[28, 29, 30, 37]

Security rule of smartphone, Need of vaccine program, Reliability of

Perceived Ql ~ Q6 smartphone device security, Security by operating system, App. installation 9, 16, 33]
safety from unknown origin, and Degree of reliability when installing password of >
smartphone
Degree of Resource and knowledge related to smartphone security, Smishing loss,
personal risk Ql ~ Q6 | Infection loss of malicious code, Security of operating system, Vaccine [9, 10, 36, 39]
accepting deleting for function change, and Hacking loss of smartphone
Risk perception of smartphone spyware, Vulnerability of system file
Spyware risk Ql ~ Q6 change, Perception of loss size for infected malicious code, Degree of loss 5, 10, 33, 36]
of smartphone for spyware, Mobile vaccine installation for smartphone, and Prevention of > T
spyware
Buying Smartphone type selection by security loss, Operating system selection by
infenfion of Ql ~ Q6 malicious code vulnerability, Smartphone having higher security, Persistent 27, 28, 32]

buying of smartphone, Buying intention of useful product, and Persistent

smartphone usage of smartphone
[40]. AFIAEAL T 7 oo MFE 7h HA &= T 176%(80.7%) 3 i0S 4278(19.3%)°]13ith A& &g}
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(Table 3) Item communalities

P 5% 2% 32
S6 .602 PS34 614
S7 .666 PS35 .802
S10 466 PRD38 .507
H11 527 PRD39 .698
H12 564 PRD40 762
H13 498 PRD41 S12
Hl4 573 PRD42 472
H15 618 PRD43 675
B16 726 SP44 554
B17 790 SP47 .609
B18 .508 SP48 460
B20 575 SP49 621
PU22 .634 PPI50 .586
PU24 476 PPIS1 .631
PU25 579 PPI52 .654
PU26 467 PPI53 728
PEU29 481 PPI54 597
PP155 .688

(Z 4) M=ld 24 21

(Table 4) Reliability statistics of factors

Factor Cronbach | No. of
alpha item

Hardware environments 770 5
Brand power .659 4
Perceived usefulness 727 3
Perceived ease of use .663 4
Perceived safety .818 2
Deg. of personal risk-accepting .828 4
Spyware risk of smartphone 747 6
Buying intention of smartphone 732 6

AFAE, 2uEE 2gfo|9]o] @A, AnEE Tl

k] Cronbach Alpha 75 #t< F5 71520 07 o4&

ZHate] A e SHFEOE BYHTE BAE
209

(% b) 7pd A4Z 2nt

(Table 5) Results of hypotheses testing

TAME A e SHTEN TAANA F 84 2902
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(Table 5) Results of hypotheses testing

A 7 2= A=
e = FEuT aranp | B | @ | TR
H3 A2 W& A4 A - - - 717}
H4 =S} 37 AZtE 84 0.016 0.038 0.242 717}
H5 =S} 37 A 7tg &olA 0.323 0.046 5.019 A=
H6 =S} 37 AZkE A -0.052 0.035 -0.769 717}
H7 HalE of3ky Az 84 0.199 0.037 2.989 A e
HS8 BAE g3y A7+ gol4d 0.196 0.048 2.936 AN
HY BT gy A7+ g 0.075 0.036 1111 717}
H10 A8 §old Azt 584 0.112 0.052 1.652 712}
HIl A 7ve 84 NI A 0.061 0.114 0.893 717}
HI2 A 78 golAd NI A 0.048 0.088 0707 717}
H13 A ztE kA 2gto]9o] 1A 0.073 0.086 -1.069 717}
H14 Azt 484 2nlEZ ) o) gk 0.349 0.066 5476 A
HI5 A 7vg kA4 2ntEE Fuj o] FF -0.020 0.075 0291 717}
H16 A7t &0l AHMEE fuj o) gk 0.173 0.054 2.580 A=
H17 MAAE A= 2gtol 9] 9194 0227 0.047 3431 e
HI8 Mol 7#4AT AUlEE o) o) s} -0.138 0.042 2.043 AN
H19 Zatolgo] S8 A AnfEE Luj o) 8F 0.259 0.057 3.939 A=

(£ 6) AOIEE Yefd o] SRS t-test

(Table 6) Independent sample t-test of each variable by smartphone type

Levene’s equl variance test T-test for equality of mean
F sig. prob. t df. sig. prob.(two-tailed)
. S 024 877 -652 216 515
Service content =
A7 -.682 65.602 497
Hardware SEA7HE 4.662 032 555 216 .580
environments R 683 84.823 496
S 265 607 1715 216 088
Brand power -
A7 1.631 58.761 .108
. SEAHA 809 369 -1.084 216 280
Perceived usefulness —_—
S 7H -1.137 65.883 259
. SEAHA 040 841 -1.487 216 139
Perceived ease of use =2
S 7Hg -1.530 64.227 131
. . S 3.636 058 -.686 216 493
Perceived stability ——
S 7Hg -593 53.725 556
Degree of personal A 556 456 -230 216 819
risk-accepting SEA7A -219 59.015 827
Risk of smartphone SEA7A 1917 168 -247 216 805
Spyware A 7HY -233 58.170 817
Buying intention of SEA7HA 082 775 -766 216 445
smartphone EH 714 -788 64.266 434
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(Table 7) Testing results for each hypothesis by type of smartphone

74 Android users iOS users
beta t-value Az} beta t-value A3}
Hl1 055 725 717} -.005 -.030 717}
H2 360 5.085%%* A g .194 1.253 ks
H3 075 986 717k -.104 -.663 717k
H4 074 974 717} -046 -290 717k
H5 215 2.905%* Ae) 414 2.872%% A e
H6 -051 -678 717 424 2.959%* A g
H7 177 2.377* A=) 004 023 717k
H8 258 3.520%* A e 259 1.693 717k
H9 226 3.058** e 335 2.248* A e
H10 323 4.506%%* A e 548 4.140%%% A=
Hi1 067 885 717k 009 054 717k
HI2 -067 -.888 712t 118 753 717k
HI3 029 381 77} .168 1.077 717+
H14 233 3.159%* A g .169 1.087 ks
HI15 068 905 k4 388 2.659% A e
Hi6 495 7.519%3 A el 450 3.184% e
H17 -273 -3.749% ¥+ e -331 2218* e
HI8 -267 3.661%+* A g -242 -1.577 717+
H19 389 5.572%%% e 544 4.096%+* e

P—%} *#**k < 0,001, ** < 001, * < 0.05
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