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[Abstract]

As a popularization of small UAS to have improved flight performance and easiness of controlling, the UAS industry is
increased and also small UAS is to be a new threat for airspace security of national strategic infrastructure. Rising the new threat
makes the negative side effect of small UAS operation. This phenomena brought to new R&D needs “defense system” for small
UAS/UAV - called Anti-Drone. The paper addressed case study of defects, accidents and threats by small UAS/UAV as world
wide level, and research and development trend of UAS defense system as each technical category — CONOP (Concept of
Operation), identification/recognition method and control/supremacy techniques. As a result, this suggests the direction what and
where drone defense system should be applied first and required for Korean society in the view of society system (regime) and

a point of view for minimizing side effect as UAS popularization.
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Fig. 1. The trend of small UAS law violation.
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Table 1. Case of accident and threat by small UAS.
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Drone Defenses

Increasing incidents of drones flying over
sensitive facilities including nuclear reactors and &
near airports has spurred demand for systems to

keep such unmanned aircraft at bay.

RF jammer

1. Radar is used to detect drone:
The radar system scans a 180 deg.
horizontal area with a range of up
to 5 miles and can detect
hundreds of objects per scan.

2.Camera used to identify drone:
A high-definition vertical scanning
camera s used to track and help the
operator identify the drone to
determine if it constitutes a threat.

3. Jammer disrupts drone’s flight:
The jammer operates on multiple
frequencies to block the drone’s
GPS and communications link.
Within seconds of applying the
jammer, the drone is either forced
to ground or returns to its home,

THE WALL STREET JOURNAL,

Source: AUDS Team
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Fig. 6. Examples of anti-small UAS by complex sensor.
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Table 2. UAS Recognition and identification technique.
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Type Optical Acoustic Radio Radar
+ Acousti/Ultrasonic |+ § meter + SAR, Scanning Radar
Sensor | - EO/RCAM peci A
Sensors + Frequency Scanner (X-band, C-band)
+ Taking picture and * Recognition engine |+ Control signal scan
. : " + Radar scan
auto-recognition Jpropeller noise and recongnition
Method | I /
Sttty ey
- b
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Table 3. UAS punishment technique.
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* Radar+EQ Tracker, Laser, EMP,
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Drone Defender (Battelle, US)

- Detection : EO/IR, Frequency scan
- Operation concept :
Jamming signal emission
= GNSS Signal or control signal separation
- Specification
- Weight : less 4.5Kg
- Operation range : less 400m

- Operation Duration : less Shrs

- Status : In sales

33 7. Drone Defender A|AE] AMA|
Fig. 7. Detail spec of “Drone Defender” system.

https://doi.org/10.12673/jant.2017.21.1.145

150

Drone Dome (Rafael, Israle)

- Detection : Optical + Radar tracking
- Operation concept :
Jamming signal emission
= GNSS Signal or control signal separation
- Spec
- Range : less 8Km

- Status : In test and evaluation by customer

- Cases : Applied by DoD of Israel

3 8. o|A2|A Drone Dome system A|AE] AbA|
Fig. 8. Details of Israel “Drone Dome” system.
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2. RF Sense and detecting : Max 500m
b 1. Radar Detect : 3Km
~ Classification : 1.1Km

! = .

3. Multi Sensor
: 150m high precision classification

O3 9. CHE|EE S8 &84 79
Fig. 9. System concept of STX antone solution.
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